INCIDENT RESPONSE COOKBOOK

KAV



M1y

AKEF, BREAMBIE
FEHHIE:

v1l.3

2021.11.23

v1.2

E S ERIENN capabilities ARECBERE (1)
ESERIENN iptables BEBHE (ROEMA)
EEMEIEMZIIETINE
EEMEBRSRERY T — N
ESMERIEINT ASLR BLBHRE

HIR S RGN G R AU BHERAR

HR KRR T Bash ERERBINIER

2021.9.10

ESEMEREINT BASH REGSKE
EEMERIEINT BASH REMKE
EEMBRRETHETEEE S declare

INSISHTIE X AR B W L7574

2021.8.19

o HIETHSEHFEXAR

vll

2021.7.1

o fRRT E—RRAFRE KRR
o 1 ssh config IFI IHeE

o 1 ptrace_scope ELBIE
o B TEAXNFRIX

v1.0

2020.5.3

hello world



FFMERE

» EHAYE

» JREIP

» SRERO

= X

 [RIGEEE

» R[OEEE
o BAAIE

» FEHAYE
» JREIP
» RERO
= P

» JRIGHUE

= EHBYE
» WEAR
» EEXMH
« SEEZEAMN (IP)
» JEEIRO
o VPN (Z7EEUE+LY)

» ERAEYE
» JREIP
» BERERNWER

II/:?‘{‘ S e
==

o JRIP
o TEAR
o REXRIEE
o EHIIHAE
o EHUIRE
o FHEAER
" R4

= RS

» Um0

. RS
g GiE S]]



FRFHEFENHERLENE, —REGARESSTHRENESF



W ErES

YIRS RIPILE
busybox

busybox B@—MER TR, BLinuxMEH TEHITTES,
e

EMERTE

4%BUbuntu. Centos. DebianEEii#l

KFM A_A

TETRZAE, 82 TANSHAES

(8Yay



U EY
0ox01 EZiHZ

e MAMdnsiks588. dnsBikiE. AEBHEITTREFIREIRI
o RIBEIZRHEAD LR

o Virustotal

o RIEARELANMEIRACr

o WMFTIEL

o venuseye

o LIBREMMEHRF

o 360BLMNBIRA T

o ZRERREAMBEIRAIC

o AlienVault

o RedQueenR2HHEIREFA
o IBM X-Force Exchange
o ThreatMiner

0x02 FREN =7 §i#iEpid
e CPULH
o0 top -c -o %CPU

¢ BRETHENG LTSN
» -p SEIEE#HIERpid

© ps -eo pid,ppid,%mem,%cpu,cmd --sort=-%cpu | head -n 5

» cpud AARISHEHTEER
o RESLA

© top -c -o %MEM

v ¢ BRETHENG LTSN
» -p SIS HIERpid

0 ps -eo pid,ppid,%mem,%cpu,cmd --sort=-%mem | head -n 5

o MEEA

WMELSAFELEXT MY, Z2EFERrootRHFHITHIT
Debian/Ubuntu

o apt-get install nethogs
Centos/RHEL

o yum -y install epel-release

o yum -y install nethogs

o nethogs
° jnettop
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T EHE, BNEEKEESIREEFHEpids #FEEAXNHSITH S
o RIBHEZRFHEINFRIBIApId

0 pidof "name"

0 ps -aux | grep "name"

© ps -ef | grep "name" | grep -v grep | awk '{print $2}'
© pgrep -f "name"

o RIEPIAIREVZFRIIFAER

©0 1lsof -p pid

o pwdx pid IREVZpidBHZEREHENE R HA—ERTREXHAENRE, RZBRHEEXHNRRE
© systemctl status pid IREUXMHFEMIstatusEE

© cat /proc/pid/maps

© 1s -al /proc/pid/exe

BRI A BT ps, topEFinLIRIBpidiEHITE R, AEREANKEER/proc/pid/ #1TTRE, JLUES U TARET
faiEi(ubuntuMIt AT, centosiMisseig)

o mkdir .hidden
o mount -o bind .hidden /proc/PID
XAIE R LER cat /proc/$$/mountinfo REFEHEER

o RIEpIdEBHHRENLIZ

© ps H -T -p pid
°0 ps -Lf pid
| ~1$ ps 55499

PID SPID TTY CMD
55499 55499 pts/1 00:00:00 Suricata-Main

55499 55500 pts/1 00:00:00 RxPcapeth51

55499 55501 pts/1 00:00:02 FlowManagerThre
55499 55502 pts/1 00:00:00 SCPerfWakeupThr
55499 55503 pts/1 00:00:00 SCPerfMgmtThrea

HASPIDFZLAZID, MCMDI=N TR T LA2R
© top -H -p pid -H EIAI LU EREE
o htop (BRIARZE), AIURANLEMNRTLEE
O pstree -acU #7F, FEeERTHESKIERNXR

0x04 W IF S #iZ
o EEHREATE

o scp
" gscp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
» -P}ERESSHIHO
» MIRFERRSS 2 Raaa FEEIAHAY /home/admin

e finalshell. xshellEF&ERITE
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o REELAD
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ps ajfx

systemctl status
INRTF#HE, EIEER

kill -9 pid XBHSHERFEEEHRE, BE, HXMHEFENFHERIWRIT
INRAREFHIE, FECANTHL

kill -9 -pid X, XEpidaiE MRS, RERIEXNHIEH
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LRSI ERERHIZ

o IRiEpIdEERHHITHAILIE

= ps -T -p pid
"  ps -aLf pid

| = ~1$ ps -T -p 55499
PID SPID TTY CMD
55499 55499 pts/1 00 Suricata-Main

55499 55500 pts/1 00 RxPcapeth51

55499 55501 pts/1 00 FlowManagerThre
55499 55502 pts/1 00 SCPerfWakeupThr
55499 55503 pts/1 00 SCPerfMgmtThrea

HASPIDFELLIZEID, MCMDIENER T LR
" top -H -p pid -H EIA]AEREE
» htop (BRIAKRLE), AIURANLENETRLE
" pstree -agpyu ##E, FELERBERHESLEEENXA
o BEELIMLIE

" ps -eLFa

0x05 flp&EE %
BT #REpid R /proc/ BB R EME T XHNEGMIE, B TRREMTE U

o BEEXMERA

lsof eval.sh

MREFEHESH, BALAHELARESEHE, SERRBZANSRHITESR
o afli BMESESHAAIMIER

o aEM XHREEIEMASE, TREBNZEIRIXH, FaeMIbR> &
o IBM WBAREERE, XHAEEMIFR
B LIf#ERA chattr -a # chattr -i

BEmIESE

o FIREXMHHFHEXHAAIMIER

MwindowsmElinuxfFiaR X HREREETEFENX M, RESEXMHREE, TEERBIEBEIXEZHITRER,
BILAfEAiInodeskEX %, Z/EMkk

o £ inode #1TMIFR
s EFinode

L ls -1i eval.sh

john@john:~/temp$ 1ls -1i evil.sh
12327526 -rw-r--r-- 1 john john 0 3H 7 10:21 evil.sh

john@john:~/temp$

» MRS

= find ./* -inum 12327526 -delete
=  find ./ -inum 12327526 -exec rm {} \;
" find ./* -inum 12327526 -exec rm -i {} \; (RE—FHINESTHER)


https://www.cnblogs.com/kzang/articles/2673790.html

"  find ./* -inum 12327526 -exec rm -f {} \; (FFITHIAEZEHIMIER)
= find ./* -inum 12327526 |xargs rm -f
" rm “find ./* —-inum 12327526

SEXE
https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html

0x06 E/GMER

BEEEEERMRENT


https://www.cnblogs.com/starry-skys/p/12970463.html
https://www.cnblogs.com/tssc/p/7574432.html

iz EI]
0x00 E4RiF
A DRI IS E BB EDRSE A BASH]
0xO01 i&EFEDRIRENEH, HEEMIINMG
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o RIESHHHRPId

lsof | grep evil.sh

1sof /root/evil.sh FEIEFTHKRR, REECFHLIEEZEHR
fuser /root/evil.sh XEMISEBEroof R THIT, FARETRAET

0x02 BUEHBARIES, SHEip+HE
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o RIEEMIPRIGOZEKpid
netstat -pantu | grep 114.114.114.114
netstat -pantu | grep 65533
lsof -i:65533
o RIEANIP+IHOEHKpid
netstat -pantu | grep 65533
lsof -i:65533

0x03 EiXHIZEEE

o TIHBEMEXXMH
1sof -p 1234 roottfR FHIT
pwdx

o RIEPIAREVEFBIIFAER

0 1lsof -p pid

o pwdx pid RENZpidAHIZBEHRIHENB R HFA—ESEEXHENREEZT, RERMNEEXHIRE
0o systemctl status pid IREUXMEHIEMIstatusE 2

© cat /proc/pid/maps

© 1s -al /proc/pid/exe

BLEMEL LB Eps, topEmSRIBPidHITEN, ABEREABKTHEIE /proc/pid/ #HITTIRE, ALUBE U TAR#HT
PR (ubuntuiliX AR TN, centosilliftdeng)
o mkdir .hidden

o mount -o bind .hidden /proc/PID
XMIE R LR cat /proc/$$/mountinfo REFEHER

o RiEpIdEFRMHIZRAILIZ

0 ps H -T -p pid
0 ps -Lf pid



: 55499
PID SPID CMD
Suricata-Main

RxPcapeth51

FlowManagerThre
SCPerfWakeupThr
SCPerfMgmtThrea

HASPIDFELAIZID, MCMDIZNRRT L4AZZ R
© top -H -p pid -H &AL EREE
o htop (BRIARRE), AIURANEEMNRETRLEE
O pstree -acU Tﬁﬁy FEEEBERHIESKIERNXAR

0x04 IS5 #iZ
o EEHREARIE

o scp
B scp -P 4588 remote@www.target.com:/usr/local/aaa /home/admin
» -P#EESSHI®RO
v MIEREIRS B aca TEEIZA#AT /home/admin

o finalshell. xshellEF&ERTE

o python. phpZEiZFikchttpiRss
o AREBELDIN

o IHRBIAMIRE
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o HIEER

oAX

REHBESEFHE, ALUERNTHRESR

°© ps ajfx

O systemctl status
MREFHIE, HEFER
o kill -9 pid XHEZEHERTEEHE, B, BXMHEFTENFHIZEFIWRIT

MRHIFEFHE, FEEA—THL
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o kill -9 -pid FE, XBpidalENES, RIAREXMHZA

HIZAID & RIFID

FRIEIXFNELEPIDFMPPID, MFPGID, SID#EMIRL, EENB—T
A ps ajfx ALIETAMEFEIPPID. PID. PGID. SID 58
helper®bogon

helper®bogon

BRETERG, fFE— 1 E&E, HEPE—MHEZEID (pid) , MNREETHHEREMHARE, BAXNHiHERZ
Fi#iE, FANDEERINATZID, FgEHEPPIDIVE AR EHTENpId

LEBSE, ACHEMFEERNFHIESAGH—M#ES, HESE— M EHEAID

A AMMSIEID, HLWREZIEMR, BiTEIssh #HERIRSE, MESRN—TR1E, 2E—1=1EID, (TR
HHENSIEIDEE — /Y

Fill, MREZH ZFERBTFHE, BAMBELUHZHE AR AIRIE!

o SFIFFHFE(daemon)

SHREAN T REEZT 2FETT, BEINENT BFIRETIPHE, RILTREESRTEBERHELXG, EFENRN
BEZRRLEE LinuxTiF#iE | MmN XEXE

o KREEXR

BEADHESKHEEAERITHE TEELRT, CREBRMETIMEERVSHHER, M— EE BRTEpdhEsR—
MHEZFRIRENZIE,

o RIEpIdEFHHIZENLIZ

= ps -T -p pid
= ps -aLf pid
55499

PID SPID CMD
Suricata-Main

RxPcapeth51

FlowManagerThre
SCPerfWakeupThr
SCPerfMgmtThrea

HASPIDFZLAZID, MCMDI=ME/R T A2 2K
"  top -H -p pid -H EIMA]EREE
» htop BRIARZE), AILURANEHEIERLIE
L pstree -agpU ?Eﬁ, 4??@@@5’\5&*552%%5@5’99&%
o BELIAILIE

"  ps -elLFa

0x05 fHpREE
BT HREpIdIUR /proc/ BATEEEMT BAIE T XHNEEGES, ETRMEMSEE L
o EEMHEHH

lsof eval.sh
MREFEHESH, PBALAHERIEREEHE, SERBZANTBHITEE
o o flli BUSBCUFeIIER

o afEMt XMREEEMAR, TREEAZRIf, FREMIFRSHF


https://mp.weixin.qq.com/s/3MJUsGZeVWgOeQ9wx2KylQ

o iBY NBRBENE, XHFEEMIPR
BILUER chattr -a # chattr -i

BfrIUSE

o FFIEXMHRSBXHARAIMER

EwindowsmElinuxfRAaIR X HREREE T EFEN XM, RESEXMAREE, TEERBIEBEIXHZHTRER,
AILAfEAiInodeskBEX &, Z/EMEk

o {#H inode H1THIBR
s EFinode

L ls -1i eval.sh

john@john:~/temp$ 1ls -1i evil.sh

—rW-r——Y—— john john B :21 evil.sh

john@john:~/temp$

» FBRSCHF

=  find ./* -inum 12327526 -delete

=  find ./ -inum 12327526 -exec rm {} \;

= find ./* -inum 12327526 -exec rm -i {} \; (SBE—FTHIASESHIEEF)
" find ./* -inum 12327526 -exec rm -f {} \; (RHITHIAEZRHIMIER)
= find ./* -inum 12327526 |xargs rm -f

= rm “find ./* -inum 12327526"
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PERSHVEREMASHATE, ESNEEN, TRESHHIESLERARRIBSRETR

0x01 HEHFEFRE K%

HIETRMERIEH X, B LUMEITL NS EREX

o HTRIIEETNNEAR, BHiFtMEEbaidu. googleEEEER
o HERMEXXHNERZA
o EXRMEFE

0x02 HRIEHZRFZLE FHMRRS Z

o RERTEELREARSEHELOSHSEXEF
o R REDRAIRMEEEF S

e Freebuf

o HE. W&
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FRIRERE E BT

e ssh

e mysql

o fip

e redis

e mongodb
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0x01 SSH | HkfR
o MEMLERER

netstat -pantfu

helper@helper:~$% sudo netstat -pantu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp % 0 127.0.0.53:53 0.0.0.0:* LISTEN 761/systemd-resolve
tcp 0 0.0.0.0:22 0.0.0.0:%* LISTEN 998/sshd

tcp 0 192.168.197.129:22 192.168.197.1:63518 ESTABLISHED 5725/sshd: helper [
tcp 36 192.168.197.129:22 192.168.197.1:59710 ESTABLISHED 4328/sshd: helper [
tcpb 0 :::22 shele> LISTEN 998/sshd

udp % 0 127.0.0.53:53 0.0.0.0:%* 761/systemd-resolve
udp 5 @ 192.168.197.129:68 0 0 744 /systemd-network
helper@helper:~$%

0.
.0.0.0:%*

o Proto X ZEE!

o Recv-Q : RTKFIWEIEEREARMIZNEH, BREEZ/VEEWHIZEGE, NRZEWATIRecv-Q—EAF
FREIRES, AIAERER TIE£ARS denial-of-service K it

o Send-Q: W73 REWEIRIEIEHE Y ILEACKE, BB AME HX, MRKLEMTISend-QFBERIRAES, FIEE
BENARINGEESIEETR, HERN S REEIEERER,

o Local Address: ZAusE, —RRBE LU TILMHIE

= %80 MIFIPV4SRIPVORIEREIPAISONH

» 80 MSIFIPVOFIIPVARYEREIPAISOIR

= 0.0.0.0:80 MSIRERIPv4IIALAYSOHHO

= 127.0.0.1:80 HEPAZAHIAYSOEHO, RAEAMIAIA]

s :1:80 MSORARIPVOHI[EIRHENE, HEEZANHIIA|A]

= 192.168.1.1:80 YAIRIPHbAE 192.168.1.1 BI80IE
Foreign Address: #MEBithik

FMIF] Local Address I —#¥
State MRS

» LISTEN fITIRES, FiFxtum&Ess

» SYN_SENT B IHAXEIIEZANSYNIEKREIREH SYN_SENT

» SYN_RECV BRI & 1ESYN+ACK ERIZIRES I SYN_RECV

» ESTABLISHED B&REIIiEiEE

= FIN_WAITL EapimlURiEF Esh LN E—1NE, UMEFINEZEMLIRE A FIN_WAITL
» CLOSE_WAIT #ohim s B MRIZFRIFINE, tLACKFL?LCLOSE_WAIT

s FIN_WAIT2 ik FAimEEIACKEFENFIN_WAIT2, FERFFHIHA T —FIN

» |AST_ACK #WahXFIHAIZXE ZPNFINGHAN LAST_ACK RS, FFRE—TACKEIEIR

[o]

[e]



» TIME_WAIT EohifnRXRE—ACK, ZEFN TIME_WAITKE, FHF—ERNEHENHREZEKRET
ACK
» CLOSING #ETCPIIRIEFHAE), FohXHAmALEXTFINEG, REWZIXNAIACKE, HUKEIFFHHIFIN
&, IthBY, HANCLOSINGIRZE
» CLOSED #EhXAGIEIEZ EIACKES, FRFENT closedfPRES, EELE
= UNKNOWN FRAIISocketiR7&
o PID/Program name

XS HZIDMHBERF T
BENE: https://blog.csdn.net/m0_37556444 /article/details /83000553

sshiB ZI R /B ARAY LR IERE AN T

helper@helper:~$ netstat -pantu

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 127.0.0.53: I LISTEN -
tcp 0 0.0.0.0: N LISTEN

tcp 360 192.168. : - 192.168.197.1:63518 ESTABLISHED
tcp 192.168. -129: 192.168.197.1:50524 ESTABLISHED
tcp 192.168. -129: 192.168.197.1:50529 ESTABLISHED
tcp 192.168.197.129: 192.168.197.1:50562 ESTABLISHED
tcp 192.168.197.129: 192.168.197.1:50542 ESTABLISHED
tcp 192.168.197.: 3 192.168.197.1:50590 ESTABLISHED
tcp 192.168.197.: - 192.168.197.1:50516 ESTABLISHED
tcp 192.168. 53 - 192.168.197.1:50475 ESTABLISHED
tcp 192.168.197. - 192.168.197.1:50505 ESTABLISHED
tcp 192.168. -129: 192.168.197.1:50592 ESTABLISHED
tcp 192.168.197.129: 192.168.197.1:50521 ESTABLISHED
tcp 192.168.197.129: 192.168.197.1:50559 ESTABLISHED
tcp 192.168.197.129: 192.168.197.1:50554 ESTABLISHED
tcp 192.168.197.: - 192.168.197.1:50545 ESTABLISHED

(<]

O T S o O S S S o B e o

0
0
(%)
(%)
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(%)
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0
(%)
(%)
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(%]
(%)

P O OO ®

FIEREM ESTABLISHEDIRZSHIEE

o EIHAFFHINRKS, BRiAroot
awk -F: '{if($3==0) print $1}' /etc/passwd

o THALIER ssh HKS
s=$( sudo cat /etc/shadow | grep '“[":]*:["\*!]' | awk -F: '{print $1}');for i in $s;do cat
/etc/passwd | grep -v "/bin/false\|/nologin"| grep $i;done | sort | uniqg |awk -F: '{print
$1}'

o BERIFTEEEZMIssh sessions

© who -a

o w

O last -p now

© sudo netstat -tnpa | grep 'ESTABLISHED.*sshd'
O pgrep -af sshd

o echo $SSH CONNECTION

© ss | grep ssh

o EEsshHERER
https://blog.csdn.net/supertor/article/details /84334710

o Ubuntu

/var/log/auth.log


https://blog.csdn.net/m0_37556444/article/details/83000553
https://blog.csdn.net/supertor/article/details/84334710

o Centos

/var/log/secure

XA MR FSSHIRNBEAR—K, FrlUb Ll UbuntuBIHE /var/log/auth.log Affl, WIRZECentosEH#
BB RIT

o BEHERMIMMAE

cat /var/log/auth.log | grep "Accept"

(RS M cat /var/log/auth.log | grep "Accept"
Apr 13 11:13:15 helper sshd[1076]: ed password for helper from 192.168.197.1 port 60300 ssh2
Apr 15 01:02:43 helper sshd[1289]: ed password for helper from 192.168.197.1 port 55320 ssh2

Apr 15 01:55:49 helper sshd[4328]: ed password for helper from 192.168.197.1 port 59710 ssh2
Apr 15 02:19:13 helper sshd[5725]: ed password for helper from 192.168.197.1 port 63518 ssh2
helper@helper:~$%

o IFERHHBE
cat /var/log/auth.log | grep "pam unix(sshd:session): session closed"

helper@helper:~$ cat /var/log/auth.log | grep "pam unix(sshd:session): session closed"

Apr 13 09:47:53 helper sshd[45909]: for user helper
Apr 13 11:29:14 helper sshd[1076]: for user helper

Apr 15 01:55:46 helper sshd[1289]: for user helper

helper@helper:~$% cat /var/log/auth.log | grep "pam_unix(sshd:session): session closed"

o EREMHIRNAE

root@helper cat
om
Apr 16 00: 8 he r sshd[1855]: pam_uni uth): authentication failure; logr i id=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

sshd[1855]: Failed p for helper from 192.168 7 76 2
Apr 16 00:59 helper sshd[1855]: Connection set by authenticating helper 192.168.197.1 port 62764 [preauth]
root@helper

o ELEAIRET



C:\Users\helper

A ssh helper@192.168.197.129
helper@192.168.197.129"'s password:
Permission denied, please try again.
helper@192.168.197.129"'s password:

C:\Users\helper

A ssh helper@192.168.197.129

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

helper@192.168.197.129: Permission denied (publickey,password).

C:\

A ssh helper@192.168.197.129

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

helper@192.168.197.129: Permission denied (publickey,password).

A ssh helper@192.168.197.129

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

helper@192.168.197.129: Permission denied (publickey,password).

C:\Users\helper

A ssh helper@192.168.197.129

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

Permission denied, please try again.

helper@192.168.197.129"'s password:

helper@192.168.197.129: Permission denied (publickey,password).

\helper

root@helper # cat

Apr 16 103: helper sshd[1922]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
Apr 16 HEH helper sshd{4222]: Failed password for helper from 192.168.197.1 port 63123 ssh2

Apr HEH helper sshd[19227" message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63123 ssh2]

Apr HEH helper sshd[$022]: Connection reset by authenticating user helper 192.168.197.1 port 63123 [preauth]

Apr HEH helper sshd[19227" PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

Apr HEH helper sshd[1924]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
Apr HEH helper sshd[1924]: Failed password for helper from 192.168.197.1 port 63144 ssh2

Apr :04: helper sshd[1924]: message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63144 ssh2]

Apr :04: helper sshd[1924]: Connection reset by authenticating user helper 192.168.197.1 port 63144 [preauth]

Apr :04: helper sshd[1924]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

Apr 104: helper sshd[1936]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
Apr :04: helper sshd[1936]: Failed password for helper from 192.168.197.1 port 63206 ssh2

Apr :04: helper sshd[ : message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63206 ssh2]

Apr :04: helper sshd[1936]: Connection reset by authenticating user helper 192.168.197.1 port 63206 [preauth]

Apr :04: helper sshd[1936]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper

Apr :04: helper sshd[1938]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
[

Apr :05:09 helper sshd[1938]: message repeated 2 times: [ Failed password for helper from 192.168.197.1 port 63221 ssh2]

Apr :05: helper sshd[1938]: Connection reset by authenticating user helper 192.168.197.1 port 63221 [preauth]

Apr :05: helper sshd[1938]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=helper
root@helper #

]

Apr :05: helper sshd[1938]: Failed password for helper from 192.168.197.1 port 63221 ssh2
1
]




root@helper

helper sshd[2153]: Received disconnect from 192.168.197.1 port 58327:11: Bye Bye [preauth]

helper sshd[2153]: Disconnected from authenticating user root 192.168.197.1 port 58327 [preauth]

helper sshd[2156]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2155]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2163]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - - user=root
helper sshd[2169]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2157]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2158]: pam_unix(sshd:auth authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2168]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. . . user=root
helper sshd[2162]: pam_unix(sshd:auth authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. .197. user=root
helper sshd[2166]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2167]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. .197. user=root
helper sshd[2161]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. z . user=root
helper sshd[2165]: pam unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. - . user=root
helper sshd[2170]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. 2 5 user=root
helper sshd[2164]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. .197.1 user=root
helper sshd[2184]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. : 2 user=root
helper sshd[2183]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192. 2 .1 user=root
helper sshd[2155]: Failed password for root from .168. .1 port 58361 ssh2

helper sshd[2156]: Failed password for root from .168. .1 port 58362 ssh2

helper sshd[2169]: Failed password for root from .168. .1 port 58373 ssh2

helper sshd[2163]: Failed password for root from 192. £ .1 port 58367 ssh2

helper sshd[2157]: Failed password for root from 192.168. .1 port 58363 ssh2

helper sshd[2168]: Failed password for root from 192.168.197.1 port 58372 ssh2

helper sshd[2166]: Failed password for root from 192.168. .1 port 58370 ssh2

helper sshd[2167]: Failed password for root from 192.168. .1 port 58371 ssh2

helper sshd[2158]: Failed password for root from 192. . .1 port 58364 ssh2

helper sshd[2165]: Failed password for root from 192. - .1 port 58369 ssh2

helper sshd[2164]: Failed password for root from 192. . .1 port 58368 ssh2

helper sshd[2162]: Failed password for root from 192. . -1 port 58366 ssh2

helper sshd[2170]: Failed password for root from 192. . .1 port 58375 ssh2

helper sshd[2161]: Failed password for root from 192. . .1 port 58365 ssh2

helper sshd[2183]: Failed password for root from 192. . .1 port 58383 ssh2

helper sshd[2184]: Failed password for root from 192. . -1 port 58384 ssh2

helper sshd[2155]: Failed password for root from 192. . .1 port 58361 ssh2

BERERRERRERRERRERRRRRRRRRRRRERREREE

helper sshd[2162]: Failed password for root from 192.168.197.1 port 58366 ssh2

helper sshd[2164]: Failed password for root from 192.168.197.1 port 58368 ssh2

helper sshd[2158]: Failed password for root from 192.168.197.1 port 58364 ssh2

helper sshd[2167]: Failed password for root from 192.168.197.1 port 58371 ssh2

helper sshd[2184]: Failed password for root from 192.168.197.1 port 58384 ssh2

helper sshd[2183]: Failed password for root from 192.168.197.1 port 58383 ssh2

helper sshd[2183]: Connection closed by authenticating user root 192.168.197.1 port 58383 [preauth]

helper sshd[2184]: Connection closed by authenticating user root 192.168.197.1 port 58384 [preauth]

helper sshd[2184]: PAM 1 more authentication failure; logname= uid=0 euid=@ tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2183]: PAM 1 more authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2155]: Failed password for root from 192.168.197.1 port 58361 ssh2

helper sshd[2156]: Failed password for root from 192.168.197.1 port 58362 ssh2

helper sshd[2155]: Connection closed by authenticating user root 192.168.197.1 port 58361 [preauth]

helper sshd[2155]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2156]: Connection closed by authenticating user root 192.168.197.1 port 58362 [preauth]

helper sshd[2156]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2169]: Failed password for root from 192.168.197.1 port 58373 ssh2

helper sshd[2163]: Failed password for root from 192.168.197.1 port 58367 ssh2

helper sshd[2163]: Connection closed by authenticating user root 192.168.197.1 port 58367 [preauth]

helper sshd[2163]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2169]: Connection closed by authenticating user root 192.168.197.1 port 58373 [preauth]

helper sshd[2169]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2157]: Failed password for root from 192.168.197.1 port 58363 ssh2

helper sshd[2157]: Connection closed by authenticating user root 192.168.197.1 port 58363 [preauth]

helper sshd[2157]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2166]: Failed password for root from 192.168.197.1 port 58370 ssh2

helper sshd[2168]: Failed password for root from 192.168.197.1 port 58372 ssh2

helper sshd[2166]: Connection closed by authenticating user root 192.168.197.1 port 58370 [preauth]

helper sshd[2166]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2162]: Failed password for root from 192.168.197.1 port 58366 ssh2

helper sshd[2161]: Failed password for root from 192.168.197.1 port 58365 ssh2

helper sshd[2164]: Failed password for root from 192.168.197.1 port 58368 ssh2

helper sshd[2162]: Connection closed by authenticating user root 192.168.197.1 port 58366 [preauth]

helper sshd[2165]: Failed password for root from 192.168.197.1 port 58369 ssh2

helper sshd[2162]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2168]: Connection closed by authenticating user root 192.168.197.1 port 58372 [preauth]

helper sshd[2168]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2164]: Connection closed by authenticating user root 192.168.197.1 port 58368 [preauth]

helper sshd[2164]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2158]: Failed password for root from 192.168.197.1 port 58364 ssh2

helper sshd[2167]: Failed password for root from 192.168.197.1 port 58371 ssh2

helper sshd[2165]: Connection closed by authenticating user root 192.168.197.1 port 58369 [preauth]

helper sshd[2165]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2161]: Connection closed by authenticating user root 192.168.197.1 port 58365 [preauth]

helper sshd[2161]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=192.168.197.1 user=root
helper sshd[2158]: Connection closed by authenticating user root 192.168.197.1 port 58364 [preauth]

helper sshd[2167]: Connection closed by authenticating user root 192.168.197.1 port 58371 [preauth]

NRIEHSBRAFEARENWM TRBIER, FIERBIRBERE T

pam unix(sshd:auth): authentication failure; logname= uid=0 tty=ssh ruser=

rhost=192.168.197.1 user=root

Apr 16 01:44:20 helper sshd[2167]: Failed password for root from 192.168.197.1 port
58371 ssh2

o BERERXMIASE

cat /var/log/auth.log | grep "Failed password for"




root@helper t;cat /var/log/auth.log | grep "Failed password
Apr 16 01: helper sshd[2155]: Failed password root from .168.197. 61 ssh2
Apr 16 01: helper sshd[2156]: Failed password root from .168.197. 62 ssh2
Apr 16 01: helper sshd[2169]: Failed password root from .168.197. ssh2
Apr 16 01: helper sshd[2163]: Failed password root from .168.197. 67 ssh2
Apr 16 01: helper sshd[2157]: Failed password root from .168.197. 63 ssh2
Apr 16 01: helper sshd[2168]: Failed password root from . .197. ssh2
Apr 16 01: helper sshd[2166]: Failed password root from .168.197. ssh2
Apr 16 01: helper sshd[2167]: Failed password root from .168. . ssh2
Apr 16 01: helper sshd[2158]: Failed password root from .168.197. 364 ssh2
Apr 16 01: helper sshd[2165]: Failed password root from .168. . 369 ssh2
Apr 16 01: helper sshd[2164]: Failed password root from .168.197. 68 ssh2
Apr 16 01: helper sshd[2162]: Failed root from .168.197. 66 ssh2
Apr 16 01: helper sshd[2170]: Failed s root from X .197. ssh2
Apr 01: helper sshd[2161]: Failed password root from 65 ssh2
Apr 16 01: helper sshd[2183]: Failed password root from ssh2
Apr 16 01: helper sshd[2184]: Failed password root from ssh2
Apr 16 01: helper sshd[2155]: Failed password root from ssh2
Apr 16 01: helper sshd[2156]: Failed password root from ssh2
Apr 16 01: helper sshd[2163]: Failed password root from ssh2
Apr 16 01: helper sshd[2169]: Failed password root from ssh2
Apr 16 01: helper sshd[2157]: Failed password root from ssh2
Apr 16 01: helper sshd[2166]: Failed password root from ssh2
16 01: helper sshd[2168]: Failed password root from ssh2
16 01: helper sshd[2161]: Failed password root from ssh2
01: helper sshd[2170]: Failed root from ssh2
16 01: helper sshd[2165]: Failed root from 9 ssh2
16 01: helper sshd[2162]: Failed password root from 6 ssh2
16 01: helper sshd[2164]: Failed password root from ssh2
16 01: helper sshd[2158]: Failed password root from ssh2
16 01: helper sshd[2167]: Failed password root from ssh2
16 01: helper sshd[2184]: Failed password root from .168. : ssh2
16 01: helper sshd[2183]: Failed password root from .168.197. ssh2
16 01: helper sshd[2155]: Failed password root from .168.197. 61 ssh2
16 01: @ helper sshd[2156]: Failed password root from .168.197. 62 ssh2
16 01: ® helper sshd[2169]: Failed password root from .168.197. ssh2
16 01: helper sshd[2163]: Failed password root from .168.197. 67 ssh2
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grep "Failed password" /var/log/auth.log|perl -e 'while($_=<>){ /for(.*?)from/; print
"$1\n";}'|sort|uniq -c|sort -nr

root@helper # grep "Failed password" "while($_=<>){ / *?)from/; print "$1\n";}'|uniq -c|sort

2966 sshd
210 helper

46 root
25 invalid user www
root@helper # |

AUEER, HRE—IA invaild user www , XEIRTRIZBAWWWIXNERPAREE, ERBEAEHATXMARF
HITTESR

FITBRIWBENERE (IP)

RIE EERISE, BRHEsshd, helper, root, wwwiX/LNAFPHEERE, BITBRINEE—TIEKIP
BERTHERNARPEENER
BNAEF L root Al

cat /var/log/auth.log | grep "Failed password for" | grep "root" | grep -Po
"(1\d{2}|2[0-4]\d|25[0-5]1|[1-91\d|[1-9])(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-9]1\d|\d)){3}"

| sort|uniq -c|sort -nr

ord for" grep "r

558
46 192.168.197.1
root@helper

A LB FIR#HITE (L




cat /var/log/auth.log | grep "Failed password for" | grep "root" | cut -d " " -f 11

| sort -nr|unig -c

root@helper # cat
558 192.168.197.100

46 192.168.197.1

root@helper #
NRIRHE L —HEHRNBERNRBNEREEN, TUERNTHSHEZTIHEHE
cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort -nr |

unig|grep -v "invalid"| while read line;do echo [$line];cat /var/log/auth.log | grep
"Failed password for" | grep $line | grep -Po '(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.
(1\d{2}|2[0-41\d|25[0-5]|[1-9]\d|\d)){3} '|sort|unig -c |sort -nr; done

root@helper: /home/helper# cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort -nr | uniq|grep -v "invalid"| while read line;do echo [$lin
e];cat /var/log/auth.log | grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[@-4]\d|25[@-5]|[1-9]\d|[1-9])(\.(1\d{2}|2[@-4]\d|25[@-5]|[1-9]\d|\d)){3
' |sort -nr|unig -c; done

[sshd]

558 192.168.197.100

3247 192.
[root]

558 192

46 192

[helper]

558 192

3247 192
root@helper

AT, MRAEFTE—TAANEIRAHRRD, BESEN, STUESSHER grep -v "user” G IRHTT,
XERIFZTIAroot BANHEIRERZIERR, FIUARERERTE rootNETR, AILERMTH<S:

cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort -nr |
unig|grep -v "invalid\|root"| while read line;do echo [$line];cat /var/log/auth.log |
grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-
91)(\.(1\d{2}|2[0-4]\d|25[0-5]|[1-9]1\d|\d)){3} ' |sort|unig -c| sort -nr; done

home/helper# cat /var/log/auth.log | grep "Faile ss f cut -d " " -f 9 | sort -nr | unig|grep -v "invalid\|root"| while read line;do echo
;cat /var/log/auth.log | grep "Failed password for gre p -Po '(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9])(\.(1\{2h|2[0-4]\d|25[0-5]|[1-9]1\d|\
|sort -nr|uniq -c; done
[sshd]
558 192.168.197.100
3247 192.168.197.1
[helper]
)

47 192.168. ol
1per: /home/helper#

%

XEFrootlVERMAER T, MRBARETRZSIMAR, BREFM  \|user BMEIAT

5 bash /home/helper = a X

ot@helper:/home/helper# cat /var/log/auth.log | grep "Failed password for" | cut -d " " -f 9 | sort -nr | unig|grep -v "invalid\|root\|helper"| while read
;do echo [$line];cat /var/log/auth.log | grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|[1-9]1)(\.(1\d{2}|2[0-4]\d
|25[0-51|[1-9]\d|\d)){3} ' |sort -nr|unig -c; done
[sshd]
558 192.168.197.100

EREBEHIRNAFRFEENER
BAEEXERNFENAF B UKRBIRERIIREK

cat /var/log/auth.log | grep "Failed password for"| grep "invalid" | cut -d " " -f 11 |
sort | unig -c | sort -nr

root@helper: /home/helper# cat /var/log/auth.log | grep "Failed password for"| grep "invalid" | cut -d " " -f 11 | sort | uniq -c | sort -nr
admin
Wi
test

anonymous

user

operator
3 manager

EEXLEAPHNERZIRIPLARIRER
P testIEA

cat /var/log/auth.log | grep "Failed password for" | grep "test" | grep -Po
'(1\d{2}|2[0-4]1\d|25[0-5]7|[1-91\d|[1-91) (\.(1\d{2}|2[0-4]\d|25[0-5]|[1-9]1\d|\d)){3}"

| sort|uniq -c|sort -nr



root@helper # cat grep "Fai

511 [1-9]\d|\d 3}' |sort uniq sort
7 192.168.197.101
5 192.168.197.100

root@helper #

BB EETRAFRNERIPLURRE

cat /var/log/auth.log | grep "Failed password for" | grep "invalid"| cut -d " " -f 11 |
sort -nr | uniq| while read line;do echo [$line];cat /var/log/auth.log | grep "Failed
password for" | grep $line | grep -Po '(1\d{2}|2[0-4]\d|25[0-51|[1-91\d|[1-9]1)(\.
(1\d{2}|2[0-4]\d|25[0-5]|[1-9]1\d|\d)){3} '|sort|unig -c |sort -nr;done

root@helper: /home/helper# cat /var/log/auth.log | grep “Failed pas for" | grep "invalid"| cut -d " * -f 11 | sort -nr | uniq| while read line [$linel;cat /var/lo
/auth.log | Failed password for" | grep $line | grep -Po *(1\d{2}|2[0-41\d|25[@-5]|[1 [1-91)(\- (1\d{2}|2[0-41\d|25[0-5]| [1-91\d|\d)){3} *|sort|uniq -c |sort -nr;

197.1

197.100
=i
.101

9 .101

5 192. - .100
[operator]

4 192. 197.100
[manager

3 192. 197.100
[anonymous ]

5 192.168.197.100
[admin]

1078 192.168.197.100

LA, ERAIUHBFR—IREIL AR, XEHER wwwil test R

cat /var/log/auth.log | grep "Failed password for" | grep "invalid" | grep -v

non

"www\ |test"| cut -d -f 11 | sort -nr | uniq| while read line;do echo [$line];cat

/var/log/auth.log | grep "Failed password for" | grep $line | grep -Po '(1\d{2}]|2[0-
41\d|25[0-57|[1-91\d|[1-97) (\.(1\d{2}|2[0-4]\d|25[0-5]|[1-9]\d|\d)){3} '|sort|uniqg -c
| sort -nr;done

root@helper:/home/helper# cat /var/log/auth.log | grep "Failed p rd for" | grep "invalid" | grep -v s cut -d " -f 11 | sort -nr | unig| while read line;do ec
ho [$line] /var/log/auth.log | grep "Failed password for" | grep $line | grep -Po '(1\d{2}|2[0-4]\d|2 1\d|[1 \.(1\d{2}|2[0-4]\d|25[0-5] | [1-9]\d|\d)) ‘s
rt|uniq -c |sort -nr;done
[user]
109 - .100

25 28 = il

7 2.168. .101
[operator]

4 192.168.197.100
[manager]

3 192.168.197.100

[anonymous ]
5 192.168.197.100
[admin
1078 192.168.197.100
root@helper:/home/helpers#

o SSHiNE

» FHRSSHARAZE DA 7.7FRZA< UL L, 7.7% L FhRASTEESSHA P &z
o MEROSEREE

» EitrootARPER, ALUBSHEMEAFsuZlroot

s 222 fail2ban EITRHH

0x02 Mysql SR
Mysql MINRESFEERBE, £ Ubuntu ERUAIE AN /var/log/mysql/error.log

o EETRMIRNAFLE

cat /var/log/mysgl/error.log | grep "Access denied for user" | grep "using password: YES" |

awk -F "'" '{print $2}' | sort | unig -c | sort -nr

root@example grep “"Access denied for user” grep “using password: YES" | awk “t* “{print $2}' | sort  uniq

57 admin
52 root
1123

root@example

o EETRMIRAFPZNERIPURIREK
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cat /var/log/mysgl/error.log | grep "Access denied for user" | grep "using password: YES" |

awk -F "'" '{print $2}' | sort| uniq | while read line;do echo $line;cat
/var/log/mysql/error.log | grep "Access denied for user" | grep "using password" | awk -F "'"
'{print $4}' | sort | uniq -c | sort -nr; done

root@example # bash

root@example: /home/helper# cat /var/log/mysql/error.log | grep “Access denied for user” | grep "using password: YES" wk -F "*" *{print $2}' | sort| uniq | while rea
d line;do echo $line;cat /var/log/mysql/error.log | grep “Access denied for user™ | grep "using password” | awk -F "'" ‘{print $4}' | sort | unig -c | sort -nr; done
123

192.168.43.51

192.168.43.43

192.168.43.51
192.168.43.43

.43.51
.43.43

68.43.51
68.43.43
root@example: /home/helper#

0x03 FTP Sk
ftpARSZ iR L vsfipd afil, EMIRSIHEEEM, HEICRIERE
vsftpdBg B 1L T2

o MBERR

root@helper: /var/log# netstat -pantu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp © 127.0.0.53:53 0.0.0.0:%* LISTEN 781/systemd-resolve
tcp 0 0.0.0.0:22 0.0.0.0:% LISTEN 1069/sshd

tcp % 232 192.168.197.129:22 192.168.197.101:52331 ESTABLISHED 16646/sshd: helper
tcpb 0 :::21 el LISTEN 21715/proftpd: (acc
tcpb % Pl 3, == LISTEN 1069/sshd

tcpb % 0 192.168.197.129:21 192.168.197.101:56806 ESTABLISHED 21990/proftpd: help
udp 0

127.0.0.53:53 0.0.0.0:% 781/systemd-resolve
udp 0 192.168.197.129:68 0.0.0.0:% 752/systemd-network
Poot@helper:/var/log#|

AUES, MEFET—ZEELEIMNEE, M 192.168.197.1018956806iH 11512 5)192.168.197.1298921i%
NREEFEESIWE, WEEZBERINT:
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root@helper:/var/log# netstat -pantu
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address

tcp

tcp

tcp

tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb
tcpb

(%) 0 127.0.0.53:53
0 0.0.0.0:22

Foreign Address
0.0.0.0:%
0.0.0.0:%
197.101

232 192.168.197.129:
33324l

®

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
1kepl

P OO0 00000000, OO®

O OO0 0000000

192.168.
. e X

2hfe®

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

BAEMESTABLISHEDIRSHTIME _ WAITIKS I LS E

o HEIMftpRIE

fipflsshh—#¢, fIpMSIE—MRIEMERIER, FRIFLLE LRI ETEER

o

o

last -w -x

root@heioer:/var/loe# last -w

helper
helper
helper
helper
helper
helper
helper
helper
runlevel
reboot
shutdown
helper
helper
helper
runlevel
reboot
shutdown
helper
runlevel
reboot
shutdown

ftpd21996
ftpd21990
ftpd21979
ftpd21969
ftpd21942
pts/0

pts/1

pts/0

(to 1vl 5)
system boot
system down
pts/1

pts/0

pts/0

(to 1vl 5)
system boot
system down
pts/0

(to 1vl 5)
system boot
system down

-X
197.
197.
197.
197.
197.
197.101
192.168.197.100 Fri Apr 16 02:48 -
192.168.197.1 Fri Apr 16 00:50 -
4.15.0-141-generic Fri Apr 16 00:50
4.15.0-141-generic Fri Apr 16 00:50
4.15.0-140-generic Thu Apr 15 11:45
192.168.197.1 Thu Apr 15 02:19 -
192.168.197.1 Thu Apr 15 01:55 -
192.168.197.1 Thu Apr 15 01:02 -
4.15.0-140-generic Thu Apr 15 01:02
4.15.0-140-generic Thu Apr 15 01:02
4.15.0-140-generic Tue Apr 13 11:29
192.168.197.1 Tue Apr 13 11:13 -
4.15.0-140-generic Tue Apr 13 11:13
4.15.0-140-generic Tue Apr 13 11:13
4.15.0-117-generic Tue Apr 13 09:47

192.
192.
1kep).
192.
192.
1L P2

168.
168.
168.
168.
168.
163.

101
101
101
101
101

16
16
16
16
16
16

08:
08:
08:
08:
08:
05:

48
44
43
42
31
19

Fri
Fri
Fri
Fri
Fri
Fri

Apr
Apr
Apr
Apr
Apr
Apr

State
LISTEN
LISTEN
ESTABLISHED
LISTEN
LISTEN
TIME_WAIT
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
TIME_WAIT
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_WAIT
ESTABLISHED
TIME_WAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT

08:49

gone
08:44
08:44
08:32
still

(00:01)

- no logout
(00:01)
(09:02)
(00:01)

logged 1n

07:30 (04:42)

04:55 (04:05)

still running
still running

- 90:50 (13:05)

11:45 (09:25)

11:45 (09:49)

01:55 (00:53)

- 11:45 (10:42)

- 11:45 (10:42)

- 91:02 (1+13:33)

11:29 (00:15)

- 11:29 (00:16)

- 11:29 (00:16)

- 11:13 (01:25)

PID/Program name
781/systemd-resolve
1069/sshd
16646/sshd: helper
21715/proftpd: (acc
1069/sshd

22062 /proftpd:
22070/proftpd:

(acc
(acc

22081 /proftpd:

22064 /proftpd:

22078/proftpd:

22061/proftpd:
22038/proftpd:

MBREIZERAUEER, BAMSKitpiERE, B—TIEKIBES, KIBELRIEZPidH 21990

ffpwho

WARILIERftowhoR#HITEE, XM LARRINKEREEUbUNtUR, FBE apt install ftpwho




root@helper:/var/log# ftpwho
standalone FTP daemon [21715], up for © min

21942 helper [ emOs] ( 35%) RETR 1.txt
Service class - 1 user

ETRENEEHE
Fubuntu k, vsftpd®WHEMIF /var/log/vsftpd.log

o ERERMASE

root@helper # cat

Fri Apr 16 10:22: 2021 [pid 23435] CONNECT: Client "::ffff:192.168.197.109"

Fri Apr 16 10:22: 2021 [pid 23433] [helper] OK LOGIN: Client "::ffff:192.168.197.109"
root@helper i

o TEXH

CONNEC 3

[helper] 0G i 92.168.197.109"

CONNECT: Client

[helper] OK LOGIN: Client " f£:192.168.197.109"

CONNECT: Client "::ffff:192 5

[helper] OK LOGIN .168.197.109"

CONNEC Client 5

[helper] LOGIN: C H f£:192.168.197.109"

CONNECT: Client "

[helper] OK LOGIN i 2 ] 197.109"
INECT: Client SRS

[helper] OK LOGIN : : .197.109"

CONNECT: Client ff .168.197.1

[helper] OK LOGIN: Clie 92.168.197.109"

[helper] OK DOWNLOAD: Client "::ffff:192.168.197.109", "/home/helper/yingji/1.txt", 1344694 bytes, 175043.69Kbyte/sec

root@helper

o HRERMNAS (FOKSESHET)

root@helper # cat

Fri Apr 16 10:33:31 2021 [pid 25061] CONNECT: Client "::ffff:192.168.197.109"

/helper
root@helper #|

Fri H 23921] CONNECT: Client ":: H 168.197.109", "Connection refused: too many sessions address.
Fri 23923] CONNECT: Client H .168.197.109 "Connection refused: too many sessions address."
Fri 324l3 23925] CONNECT: Client : H .168.197. "Connection refused: too many sessions address.
Fri 23927] CONNECT: Client Ff: .168.197. "Connection refused: too many sessions address.
Fri :31:06 3929] CONNECT: Client 2 H .168.197. "Connection refused: too many sessions address.
Fri 6 CONNEC Client N .168.197. "Connection refused: too many sessions address."
Fri 6 CONNECT: Client .168.197. "Connection refused: too many sessions addres
Fri 6 CONNEC Client .168.197. "Connection refused: too many sessions address.
Fri 6 CONNECT: Client .168.197. "Connection refused: too many sessions address.
Fri 22il3 23939] CONNECT: Client : :192.168.197. "Connection refused: too many sessions address.
Fri 6 23941] CONNECT: Client H . .197. "Connection refused: too many sessions address.
Fri 32413 23943] CONNECT: Client EEREs 68.197. "Connection refused: too many sessions address.
Fri 6 23713] [test] FAIL LOG Client 92. .197.109"

Fri 6 PEYALY FAIL Client Ff: . .197.109"

Fri 1 23712] FAIL Client :192.168.197.109"

Fri 1 23724] FAIL Client Ff: . .197.109"

Fri 1 23725] FAIL LOGIN: Client 3 :192.168.197.109"

Fri 1 23722] FAIL LOGIN: Client Ff: .168.197.109"

Fri 10:31:06 PEVEL] FAIL LOGIN: Client 3 :192.168.197.109"

Fri 1 23718] FAIL LOG Client Ff: . .197.109"

Fri 1 23728] FAIL LOG Client "::ffff:192.168.197.109"

Fri 1 23945] NN Client 1£:192.168.197.1 , "Connection refused: too many sessions for this address."
Fri Apr 1 23947] CONNECT: Client £££:192.168.197.109", “"Connection refused: too many sessions for this address."
Fri Apr 16 10:31:06 FAIL LOGIN: Client "::fff{:192.168.197.109"

BERELRSXE, RSB[BUEELN
o ERRMHIKS it

cat /var/log/vsftpd.log | grep FAIL | cut -d "[" -f 3 | cut -d "]" -f 1 | sort | unig -c |

sort -nr



root@helper " " sort | uniq
161 123123
12 test

1 helper
root@helper

o EETRKMHABFANERIP

cat /var/log/vsftpd.log | grep FAIL | cut -d "[" -f 3 | cut -d "]" -f 1 | sort | unig | while
read line;do echo $line;cat /var/log/vsftpd.log | grep $line | cut -d ":" -f 7 | cut -d '"' -
f 1 | sort | uniqgq -c | sort -nr; done

grep FAIL | cut -d "[" -f 3 | cut -d "]" -f 1 | sort | uniq | while read line;do echo $line;cat /var/log/vsftpd.log | grep
unig -c | sort -nr; done

o FTPRRZNNE

o M anonymous H ftp FNKS
o {3 SSL &R FTP
o R fail2ban FHITRHE

0x04 Redis KiFIi5i0) & KR
RIBROHARR, AMEE, ENFEEEN, FUTESSR— ISR
SIS, EIEEEMLT

helper@helper:~/redis-2.8.17/src$ ./redis-cli -h 127.0.0.1
127.0.0.1:6379> info

# Server

redis version:2.8.17

redis _git shal: 00000000

redis git dirty:0

redis build id:d55a7d4fd707a458
redis_mode:standalone

os:Linux 4.15.0-142-generic x86_ 64

arch_bits:64

multiplexing api:epoll

gcc_version:7.5.0

process_id:4746
run_id:0346ab827aefe73350b2a165b03fb954c7d80e95
tcp _port:6379

uptime_in_seconds:94

uptime_in_days:0

hz:10

lru_clock:8196905

IEpES
o REFW HAREEBER

o Fredis.conf IR requirepass FIFERITH, HEKRE—NERETG
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requirepass foobared

Command renami

T command
iand may |

bind 192. .
ind 127.0.0.1

EREEX Mt EREERredist

redis BMARFICR AT, FTLLUETEE logfile RH#ITIEE AEIEHE ,BAiAMloglevel Aanotice



2
A reasonable value fo is option is 60 seconds.

tcp-keepalive 0

information, useful f
(many rarely useful info, ﬁut not a
notice (moderately verbose, what you want in produ
warning (only very important / critical
1og1eve1 notice

‘syslog-enabled' to yes,
suit your needs.

-- INSERT

helper@helper:/var/log$ 1s -al /var/log/redis-test.log
-rw-r--r-- 1 root root 1763 Apr 19 06:36 /var/log/redis-test.log
helper@helper:/var/log$|

redis3.2hR A fG#ig protected-modeBi &, FRiARyes, BIFB. &EIMEPMEEZredisiRS, EANAT:
XHlprotected-modetRz, ILETSMERMILE A LAEREIP)
2. FBprotected-modef®RiFiE, HEEbINd ipHEILEIHINZT

Redis HE S

o RAERNERAE
loglevel = notice

FHREBRER --> Hi{Tinfo --> H{Tset hello wrold --> exitiBH

H H R

3
(11e]

inf PrnatA, n, useful for developm g)
d;bwo level)
rOJAzl\;

(many rarely useful info, but not
(moderately verbose, what you want
(only very important / critical me

+H+ H
09 T Db

H
m
CL_

"ning

loglevel notick
ile name. Also the empty string can be used to force
standard output. yte that if you use standard
but daemonize, will b to /dev/null

needs.




root@helper # cat
[5866] 19 Apr 07:36:20.211 * Increased maximum number of open files to 10032 (it was originally set to 1024).

Redis 2.8.17 (00000000/0) 64 bit

Running in stand alone mode
Port: 6379
PID: 5866

http://redis.io

[5866] 19 Apr ©7:36:20.212 # Server started, Redis version 2.8.17

[5866] 19 Apr 07:36:20.212 # WARNING overcommit_memory is set to @! Background save may fail under low memory condition. To fix this issue add
/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.

[5866] 19 Apr 07:36:20.212 * DB loaded from disk: 0.000 seconds

[5866] 19 Apr 07:36:20.212 * The server is now ready to accept connections on port 6379

root@helper #

loglevel = verbose

FHRTBRER --> Hi{Tinfo --> H{Tset hello wrold --> exitiBH

)

(many rare
tice (moderately verbossg®what you
(only very ig#brtant / critic

Li1lal

=

loglevel verbose

e he
ndard output.
daemoniz 1

root@helper # cat
[5942] 19 Apr 07:48:30.626 * Increased maximum number of open files to 10032 (it was originally set to 1024).

Redis 2.8.17 (00000000/0) 64 bit

Running in stand alone mode
Port: 6379
PID: 5942

http://redis.io

[5942] 19 Apr 07:48:30.626 # Server started, Redis version 2.8.17

[5942] 19 Apr ©07:48:30.626 # WARNING overcommit_memory is set to @! Background save may fail under low memory condition. To fix this issue add 'vm.overcommit_memory = 1’ to
/etc/sysctl.conf and then reboot or run the command ‘sysctl vm.overcommit_memory=1‘ for this to take effect.
[5942] Apr 07:48:30.627 * DB loaded from disk: ©.000 seconds

[5942] Apr 07:48:30.627 * The server is now ready to accept connections on port 6379

[5942] Apr 07:48:30.627 - DB 0: 1 keys (@ volatile) in 4 slots HT.

[5942] Apr 07:48:30.627 - O clients connected (@ slaves), 752296 bytes in use

[5942] Apr 07:48:35.071 Accepted 192.168.43.234:41036

[5942] Apr 07:48:35.858 - DB 0: 1 keys (@ volatile) in 4 slots HT.

[5942] Apr 07:48:35.858 - 1 clients connected (@ slaves), 773168 bytes in use

[5942] Apr 07:48:40.958 - DB 0: 1 keys (@ volatile) in 4 slots HT.

[5942] Apr 07:48:40.958 - 1 clients connected (@ slaves), 773168 bytes in use

[5942] Apr 07:48:44.430 - Client closed connection

[5942] Apr 07:48:46.058 - DB 0: 1 keys (@ volatile) in 4 slots HT.

[5942] Apr 07:48:46.058 - 0 clients connected (@ slaves), 752296 bytes in use

root@helper #

loglevel = debug




FNREBRER --> H{Tinfo --> H{Tset hello wrold --> exitiBH

Take the connection alive from the point of view of network
equipment in the middle.

On Linux, the specified value (in seconds) is the period used to send ACK
Note that to )se the connection the double of the time is needed.

On other kerne he period depends on the kernel configuration.

A reasonable value for this option is 60 seconds.
tcp-keepalive 0

ify the server verbosity level.

on, se'ul for déwelopment/testing}

wotice (moderately VEPﬁL,e} mwat you mawt in production pﬁooaolv‘

S
warning (only very important / critical messages are logged)

loglevel debud 7;L

pecify the log file name. Also the empty string can be used to force

Redis to log on the standard output. Note that if you use standard

. e
output for logging but daemonize, logs will be sent to /dev/null

To enable logging he s) gger, just set

and optionally u ' ' yslog parameter
log-enabled

root@helper
[5963] 19 Apr 07:49:56.354 * Increased maximum number of open files to 10032 (it was originally set to 1024).

Redis 2.8.17 (00000000/0) 64 bit

Running in stand alone mode
Port: 6379
PID: 5963

http://redis.io

[5963] 19 Apr 07:49:56.354 # Server started, Redis version 2.8.17
[5963] 19 Apr 07:49:56.354 # WARNING overcommit_memory is set to @! Background save may fail under low memory condition. To fix this issue ad
/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.
[5963] 19 Apr 07:49:56.354 * DB loaded from disk: ©.000 seconds

19 Apr 07:49:56.354 * The server is now ready to accept connections on port 6379

19 Apr 07:49:56.364 - DB 0: 1 keys (@ volatile) in 4 slots HT.

19 Apr 07:49:56.365 - @ clients connected (@ slaves), 752296 bytes in use

19 Apr 07:49:59.837 - Accepted 192.168.43.234:41038

19 Apr 07:50:01.557 DB 0: 1 keys (@ volatile) in 4 slots HT.

19 Apr 07:50:01.557 - 1 clients connected (0 slaves), 773168 bytes in use

19 Apr :50:06.663 - DB 0: 1 keys (@ volatile) in 4 slots HT.

19 Apr :50:06.664 - 1 clients connected (@ slaves), 773168 bytes in use

19 Apr :50:08.882 - Client closed connection

19 Apr :50:11.767 DB 0: 1 keys (O volatile) in 4 slots HT.

19 Apr :50:11.767 - 0O clients connected (@ slaves), 752296 bytes in use
root@helper

Z EAILIE:

REFMiRElogfileF BeRELE, BMINTEE

AN BE LR FnoticeBARIBRER. MITIES. REM,

logleveli& & verbosem & debugZ KIEREREMN

PATHVIES info , set ZFBNE loglevel & debug RFMARIER, ERIFBREINNEET Z 0 Tkey, EifkeyRITURA
BAR=RIER

NRABIGEFNER— TR E T LUER MONITOR




ERFRAIBIENZE Rredis, Z/FH1T MONITOR 5%, ZEFAIUE R HEtbENEZ redisARSS522/FRIIF AR

root@helper # ./redis-2.8.17/src/redis-cli
127.0.0.1:6379> MONITOR

OK

1618819132.622082 [0 192.168.43.234:41040] "COMMAND"
1618819135.808802 [0 192.168.43.234:41040] "info"
1618819150.404718 [0 192.168.43.234:41040] "set" "hello" "world"

redis &1IMEHE
helper@helper:~/redis-2.8.17/src$ netstat -pantu
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 127.0.0.53:53 0.0.0.0: LISTEN -
tcp 0.0.0.0:22 0.0.0.0: LISTEN
tcp 0.0.0.0:6379 0.0.0.0: LISTEN
tcp 192.168.43.219 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51:533 ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51:53 ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168.43.51: ESTABLISHED
tep 192.168.43.219: 192.168.43.51: ESTABLISHED
tcp 192.168.43.219: 192.168. ESTABLISHED
tcp 192.168.43.219: 192.168. ESTABLISHED
tcp 192.168.43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
tcp 192. .43.219: 192.168. ESTABLISHED
0 Q. 0 o AD n

()

w

F S N SO N N N N N N O N
wwwwwwwiwww

IS
w w w w

P O OO0 0000000000000 ®
P OO0 0000000000000 ®

SN

e |oglevel = notice




root@helper # cat
[6325] 19 Apr ©08:24:55.131 * Increased maximum number of open files to 10032 (it was originally set to 1024).

Redis 2.8.17 (00000000/0) 64 bit

Running in stand alone mode
Port: 6379
PID: 6325

http://redis.io

[6325] 19 Apr 08:24:55.131 # Server started, Redis version 2.8.17

[6325] 19 Apr ©8:24:55.131 # WARNING overcommit_memory is set to @! Background save may fail under low memory condition. To fix this isq
/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.

[6325] 19 Apr ©8:24:55.131 * DB loaded from disk: ©.000 seconds

[6325] 19 Apr ©8:24:55.131 * The server is now ready to accept connections on port 6379

root@helper #

e loglevel = verbose

[6355] 19 Apr 08:27:53.799 # Server started, Redis version 2.8.17

[6355] 19 Apr 08:27:53.799 # WARNING overcommit_memory is set to @! Background save may fail under low memory
/etc/sysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.
[6355] 19 Apr 08:27:53.799 * DB loaded from disk: ©.000 seconds

[6355] 19 Apr 08:27:53.799 The server is now ready to accept connections on port 6379
[6355] 19 Apr 08:27:53.810 - 0 clients connected (@ slaves), 752200 bytes in use
[6355] 19 Apr 08:27:58.964 - O clients connected (0 slaves), 752200 bytes in use
[6355] 19 Apr 08:28:04.076 - O clients connected (@ slaves), 752200 bytes in use
[6355] 19 Apr 08:28:08.180 - Accepted 192.168.43.51:53569

[6355] 19 Apr 08:28:08.286 - Client closed connection

[6355] 19 Apr 08:28:09.176 - 0@ clients connected (@ slaves), 752200 bytes in use
[6355] 19 Apr ©08:28:13.613 - Accepted 192.168.43.51:53702

[6355] 19 Apr 08:28:13.613 - Accepted 192.168.43.51:53703

[6355] 19 Apr 08:28:13.613 Accepted 192.168.43.51:53704

[6355] 19 Apr ©08:28:13.614 - Accepted 192.168.43.51:53705

[6355] 19 Apr ©08:28:13.614 - Accepted 192.168.43.51:53706

[6355] 19 Apr 08:28:13.614 Accepted 192.168.43.51:53707

[6355] 19 Apr 08:28:13.614 - Accepted 192.168.43.51:53708

[6355] 19 Apr 08:28:13.614 - Accepted 192.168.43.51:53709

[6355] 19 Apr 08:28:13.615 Accepted 192.168.43.51:53710

[6355] 19 Apr 08:28:13.615 Accepted 192.168.43.51:53711

[6355] 19 Apr 08:28:13.615 - Accepted 192.168.43.51:53712

[6355] 19 Apr 08:28:13.615 - Accepted 192.168.43.51:53713

[6355] 19 Apr 08:28:13.615 Accepted 192.168.43.51:53714

[6355] 19 08:28:13.616 - Accepted 192.168.43.51:53715

[6355] 19 08:28:13.616 - Accepted 192.168.43.51:53716

[6355] 19 08:28:13.616 Accepted 192.168.43.51:53717

[6355] 19 08:28:13.616 - Accepted 192.168.43.51:53718

[6355] 19 08:28:13.616 - Accepted 192.168.43.51:53719

[6355] 19 08:28:13.616 Accepted 192.168.43.51:53720

[6355] 19 08:28:13.617 - Accepted 192.168.43.51:53721

[6355] 19 08:28:13.617 - Accepted 192.168.43.51:53722

e loglevel=debug
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DB loaded from disk: ©.000 seconds

The server is now ready to accept connections on port 6379
0@ clients connected (0 slaves), 752200 bytes in use
0@ clients connected (@ slaves), 752200 bytes in use
0@ clients connected (0 slaves), 752200 bytes in use
Accepted 192.168.43.51:53835

Client closed connection

0@ clients connected (0 slaves), 752200 bytes in use
Accepted 192. .43.51:53969

Accepted 192. .43.51:53970

Accepted 192. .43.51:53971

Accepted 192. .43.51:53972

Accepted 192. .43.51:

Accepted 192. .43.51:

Accepted 192. .43.51:53975

Accepted 192. .43.51:53976

Accepted 192. .43.51:53977

Accepted 192. .43.51:53978

Accepted 192. 3.51:53979

Accepted 192. .43.51:53980

Accepted 192. .43.51:53981

Accepted 192. .43.51:53982

Accepted 192. .43.51:53983

Accepted 192. .43.51:53984

Accepted 192. 3.51:53985

Accepted 192. 3.51:53986

Accepted 192. .43.51:53987

Accepted 192. .43.51:53988

Accepted 192. .43.51:53989

Accepted 192. .43.51:53990

Accepted 192. .43.51:

Accepted 192. 3.51:

Accepted 192. .51:

Accepted 192. ~Fils

Accepted 192. 3.51:53995

Accepted 192. 3.51:53996

Accepted 192. 3.51:53997

Accepted 192. 3.51:

Accepted 192. .43.51:

31 clients connected (@ slaves), 1399480 bytes in use
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19 Apr 08:43:01.926 # Server started, Redis version 2.8.17
19 Apr 08: 1.926 # WARNING overcommit_memory is set to @! Background save may fail under low memory condition. To fix this issue add
ysctl.conf and then reboot or run the command 'sysctl vm.overcommit_memory=1' for this to take effect.

19 Apr 08: 1.926 * DB loaded from disk: ©.000 seconds

19 Apr 08:43:01.926 The server is now ready to accept connections on port 6379

19 Apr .930 - 0 clients connected (@ slaves), 752200 bytes in

19 Apr 08:43:07.029 - O clients connected (@ slaves), 752200 bytes in

19 Apr : .133 - 0 clients connected (0@ slaves), 752200 bytes in

19 Apr :43:13. Accepted 192.168.43.234:41056

19 Apr - ! 1 clients connected (0@ slaves), 773072 bytes in

19 Apr 08:43: clients connected (@ slaves), 773072 bytes in
Apr © .449 clients connected (0 slaves), 773072 bytes in
Apr 08:43:32.5 clients connected (0 slaves), 773096 bytes in
Apr € .63 1 clients connected (@ slaves), 773096 bytes in
Apr 08:43:41. Client closed connection
Apr : .746 0 clients connected (@ slaves), 752200 bytes in

9 Apr 08:43:47. 0 clients connected (@ slaves), 752200 bytes in

9 Apr B Accepted 192.168.43.234:41058

9 Apr 08:43:52. 1 clients connected (@ slaves), 773072 bytes in

9 Apr © ! 1 clients connected (0@ slaves), 773072 bytes in
Apr :44:03.15; 1 clients connected (@ slaves), 773072 bytes in
Apr € .51¢ Client closed connection
Apr 08:44:08. clients connected (@ slaves), 752200 bytes
Apr - .365 0 clients connected (@ slaves), 752200 bytes

9 Apr :44:18.46 @ clients connected (@ slaves), 752200 bytes
Apr : . clients connected (0 slaves), 752200 bytes
Apr 08:44:28. clients connected (0 slaves), 752200 bytes

9 Apr © . clients connected (0 slaves), 752200 bytes
Apr 144 clients connected (0 slaves), 752200 bytes
Apr € clients connected (0 slav 752200 bytes
Apr 08:44:49. clients connected (@ slaves), 752200 bytes
Apr .279 @ clients connected (@ slaves), 752200 bytes

9 Apr :44:59.3 0 clients connected (@ slaves), 752200 bytes

9 Apr clients connected (0 slaves), 752200 bytes

9 Apr 08: .60 clients connected (0 slaves), 752200 bytes
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Accepted 192.168.43.51:55229

Client closed connection
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root@helper TH" grep "slave\|save\|~A\$"
bind 127.0.0.1 ::1

protected-mode yes

port 6379

tcp-backlog 511

timeout @

tcp-keepalive 300

daemonize yes

supervised no

pidfile /var/run/redis/redis-server.pid
loglevel notice

logfile /var/log/redis/redis-server.log
databases 16

always-show-logo yes

rdbcompression yes

rdbchecksum yes

dbfilename dump.rdb

dir /var/lib/redis

repl-diskless-sync no
repl-diskless-sync-delay 5
repl-disable-tcp-nodelay no
lazyfree-lazy-eviction no
lazyfree-lazy-expire no
lazyfree-lazy-server-del no

appendonly no

appendfilename "appendonly.aof"
appendfsync everysec

no-appendfsync-on-rewrite no

HflxFAprotected-mode , IXE bind 0.0.0.0 ,FHTIERBIAAFMBIRERER, 18E requirepass 23

ter a reboot. Redis must be restarted after THP is disabled.

4730:M 21 Apr 06:21:27.504 * DB loaded from disk: ©0.000 seconds

4730:M 21 Apr 06:21:27.504 * Ready to accept connections

4730:M 21 Apr 06:21:27.504 - 0@ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:32.629 - 0@ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:34.706 Accepted 192.168.43.235:44990

4730:M 21 Apr 06:21:37.721 1 clients connected (@ slaves), 803368 bytes
4730:M 21 Apr 06:21:42.839 1 clients connected (@ slaves), 803392 bytes
4730:M 21 Apr 06:21:43.855 Client closed connection

4730:M 21 Apr 06:21:47.932 @ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:53.048 @ clients connected (@ slaves), 782496 bytes
4730:M 21 Apr 06:21:53.965 Accepted 192.168.43.235:44992

4730:M 21 Apr 06:21:58.158 1 clients connected (@ slaves), 803368 bytes
4730:M 21 Apr 06:22:03.271 DB ©: 1 keys (@ volatile) in 4 slots HT.
4730:M 21 Apr 06:22:03.272 1 clients connected (@ slaves), 803496 bytes
4730:M 21 Apr 06:22:03.931 Client closed connection

root@helper #

HEZESR debug --> HBIRZIBERZE --> B --> EREBBEER --> H1T info --> BT set hello world --> iR H




root@helper

4969:M 21 Apr :29:54. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :29:54. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :29:57. Accepted 192.168.43.235:45002

4969:M 21 Apr :29:59. DB ©: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :29:59. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:04. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:04. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:08. Client closed connection

4969:M 21 Apr :30:09. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:09. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :30:14. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:14. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :30:20. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:20. @ clients connected (@ slaves), 782600 bytes
4969:M 21 Apr :30:23. Accepted 192.168.43.235:45004

4969:M 21 Apr :30:25. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:25. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:30. DB @: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:30. 1 clients connected (@ slaves), 803472 bytes
4969:M 21 Apr :30:35. Client closed connection

4969:M 21 Apr :30:35. DB ©: 1 keys (@ volatile) in 4 slots HT.
4969:M 21 Apr :30:35. @ clients connected (@ slaves), 781576 bytes
root@helper

I, BABF, BRERHDRK—

0x05 Mongodb SR

Mongodb B4 HILE RIBBGARIRE, BEERUBEFreebuf ERIXE hitps://www.freebuf.com/vuls/212799.html

ATHMASE, HMIBEITIZENRN 0.0.00, FAS—ARS\IRHIITERE


https://www.freebuf.com/vuls/212799.html

# mongodb.conf

# Where to store the data.

dbpath=/var/lib/mongodb

#where to log

logpath=/var/log/mongodb/mongodb. log
logappend=true

bind_ip = 127.0.0.1

#port =

# Enable journaling, http://www.mongodb.org/display/DOCS/Journaling
journal=true

# Enables periodic logging of CPU utilization and I/0 wait
#cpu = true

# Turn on/off security. Off is currently the default
#noauth = true
#auth = true

7£ Ubuntu EBIATEEZREEIE (AILURNBEHSECRIKEZILRIE) , BRIANREXHAEN /etc/mongodb.conf ZRIA
MWHBEEMEN /var/log/mongodb/mongodb.log , 3.0 LI ERRZASERIA band_ip 79 127.0.0.1 , FHiMEHK—TLUESLE

mongodb . conf

# Where to store the data.

dbpath=/var/lib/mongodb

#where to log

logpath=/var/log/mongodb/mongodb. log
logappend=true

bind ip = 0.0.0.0

#port =

# Enable journaling, http://www.mongodb.org/display/DOCS/Journalin
journal=true

g
=1

nables periodic logging of CPU utilization and I/0 wait

# E
#cpu =

# Turn on/off security. Off is currently the default

X Centos FLAJLAEIZ T




[root@localhost bin]# ./mongo 192.168.43.219
MongoDB shell version v4.0.10
connecting to: mongodb://192.168.43.219:27017 /test?gssapiServiceName=mongodb
Implicit session: session { "id" : UUID("4f7ba@0@6-5402-4f6f-bb66a-e3769af0@364f") }
MongoDB server version: 3.6.3
WARNING: shell and server versions do not match
Welcome to the MongoDB shell.
For interactive help, type "help™.
For more comprehensive documentation, see
http://docs.mongodb.org/
Questions? Try the support group
http://groups.google.com/group/mongodb-user
Server has startup warnings:
2021-04-20T03:17:42.926+0000 STORAGE [initandlisten]
2021-04-20T03:17:42.926+0000 STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredT
2021-04-20T03:17:42.926+0000 STORAGE [initandlisten] See http://dochub.mongodb.org/core/prodnotes-filesystem
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten]
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten] ** WARNING: Access control is not enabled for the database.
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten] ** Read and write access to data and configuration is unrestricted.
2021-04-20T03:17:44.106+0000 CONTROL [initandlisten]
> show dbs
admin 0.000GB
config ©.000GB
local 0.000GB
>

BESH
o [EEREHRN, Finin

root@helper # cat

2021-04-20T03:25:31.637+0000
2021-04-20T03:25:31.637+0000
2021-04-20T03:25:31.637+0000
2021-04-20T03:25:31.637+0000

CONTROL [initandlisten] MongoDB starting : pid=9028 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper
CONTROL [initandlisten] db version v3.6.3

CONTROL [initandlisten] git version: 9586e557d54ef70f9cadb43c26892cd55257ela5

CONTROL [initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018

2021-04-20T03:25:31.637+0000
2021-04-20T03:25:31.637+0000

CONTROL [initandlisten] modules: none

CONTROL [initandlisten] build environment:

2021-04-20T03:25:31.637+0000 CONTROL [initandlisten] distarch: x86_64

2021-04-20T03:25:31.637+0000 CONTROL [initandlisten] target arch: x86 64

2021-04-20T03:25:31.637+0000 I CONTROL [initandlisten] options: { config: "/etc/mongodb.conf”, net: { bindIp: "0.0.0.0", unixDomainSocket: { pathPrefix: "/run
/mongodb™ } }, storage: { dbPath: "/var/lib/mongodb”, journal: { enabled: true } }, systemLog: { destination: "file”, logAppend: true, path: "/var/log/mongodb/

I
I
I
I
2021-04-207T03:25:31.637+0000 I CONTROL [initandlisten] allocator: tcmalloc
I
I
I
I

mongodb.log™ } }

2021-04-20T03:25:31.638+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the acti
ve storage engine to ‘wiredTiger"

2021-04-20T03:25:31.638+0000 I STORAGE [initandlisten]

2021-04-20703:25:31.638+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-04-20T03:25:31.638+0000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20T03:25:31.638+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache size=473M,session_max=20000,eviction=(threads_min=4,threads_max=4)
,config base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal,compressor=snappy),file_manager=(close_idle_time=100000),statistics_log=(wait=
0),verbose=(recovery_progress),

2021-04-20703:25:32.255+0000 I STORAGE [initandlisten] WiredTiger message [1618889132:255924][9028:0x7ff960ec90c@], txn-recover: Main recovery loop: starting
at 2/10112

2021-04-20T03:25:32.308+0000 I STORAGE [initandlisten] WiredTiger message [1618889132:308126][9028:0x7ff960ec90c@], txn-recover: Recovering log 2 through 3
2021-04-20703:25:32.341+0000 I STORAGE [initandlisten] WiredTiger message [1618889132:341949][9028:0x7ff960ec90c@], txn-recover: Recovering log 3 through 3
2021-04-20T03:25:32.442+0000 CONTROL [initandlisten]

2021-04-20T03:25:32.442+0000 CONTROL [initandlisten] ** WARNING: Access control is not enabled for the database

2021-04-20T03:25:32.442+0000 CONTROL [initandlisten] ** Read and write access to data and configuration is unrestricted.
2021-04-20703:25:32.442+0000 I CONTROL [initandlisten]

2021-04-20T03:25:32.448+0000 FTDC [initandlisten] Initializing full-time diagnostic data capture with directory °/var/lib/mongodb/diagnostic.data"’
2021-04-20T03:25:32.449+0000 NETWORK [initandlisten] waiting for connections on port 27017

root@helper #

o LERIBIERIAN -- > 9T show dbs --> exit




root@helper # cat
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL
2021-04-20T03:27:44.925+0000 I CONTROL

initandlisten] MongoDB starting : pid-9196 port-27017 dbpath-/var/lib/mongodb 64-bit host=helper
initandlisten] db version v3.6.3
initandlisten] git version: 9586e557d54ef70f9cadb43c26892cd55257ela5
initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018
initandlisten] allocator: tcmalloc
initandlisten] modules: none
initandlisten] build environment:
initandlisten] distarch: x86_64
initandlisten] target arch: x86 64
initandlisten] options: { config: “/etc/mongodb.conf”, net: { bindIp: “0.0.0.0", unixDomainSocket: { pathPrefix: "/run/mongodb” } }, storage: { dbPath:
“/var/lib/mongodb™, journal: { enabled: }
2021-04-20703:27:44.927+0000 I -
2021-04-20703:27:44.927+0000 I STORAGE

rue } }, systemlog: { destination: "file”, logAppend: true, path: */var/log/mongodb/mongodb.log™ }
initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the active storage engine to ‘wiredTiger'.

initandlisten]

2021-04-20T03:27:44.927+0000 I STORAGE
2021-04-20T03:27:44.927+0000 I STORAGE

initandlisten] See http://dochub.mongodb.org/core/prodnotes-filesystem

initandlisten] wiredtiger open config: create,cache_size-473M,session_max-20000,eviction=(threads min=4,threads_max-4),config_base=false,statistics=(fas
t),log=(enabled=true,archive=true,path=j
2021-04-20T03:27:45.550+0000 I STORAGE
2021-04-20703:27:45.605+0000 I STORAGE
2021-04-20T03:27:45.639+0000 I STORAGE
2021-04-20T03:27:45.749+0000 I CONTROL
2021-04-20T03:27:45.749+0000 I CONTROL
2021-04-20T03:27:45.749+0000 I CONTROL
2021-04-20T03:27:45.749+0000 I CONTROL
2021-04-207T03:27:45.755+0000 I FTDC
2021-€4-20703:27: 6+0000 I NETWORK
2021-04-20T03:27:49.082+0000 I NETWORK
2021-04-20703:27:49.082+0000 I NETWORK

urnal, compressor=snappy),file _manager=(close_idle time=18000@),statistics_log=(wait=0),verbose=(recovery progress),
initandlisten] WiredTiger message [1618889265:550316][9196:0x7ff4044baBc@], txn-recover: Main recovery loop: starting at 3/6784
initandlisten] WiredTiger message [1618889265:605655][9196:0x7ff4044ba0c@], txn-recover: Recovering log 3 through 4
initandlisten] WiredTiger message [1618889265:639302][9196:0x7ff4044baBc@], txn-recover: Recovering log 4 through 4
initandlisten]

initandlisten] ** WARNING: Access control is not enabled for the database.

initandlisten] ** Read and write access to data and configuration is unrestricted.

initandlisten]

initandlisten] Initializing full-time diagnostic data capture with directory ‘/var/lib/mongodb/diagnostic.data’
initandlisten] waiting for connections on port 27017

istener] connection accepted from 192.168.43.235:57288 #1 (1 connection now open)

[
[
[
[
[
[
[
[
[
[
t
[
[
2021-04-20T03:27:44.927+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
[
[
o
[
[
[
[
[
[
[
[
[
[
[

connl] received client metadata from 192.168.43.235:57288 conn: { application: { name: "MongoDB Shell” }, driver: { name: "MongoDB Internal Client
sion: "4.0.18" }, os: { type: "Linux”, na
2021-04-20T03:29:01.756+0000 I NETWORK [connl] efd connection 192.168.43.235:57288 (@ connections now open)
root@helper #

me: "CentOS Linux release 7.8.2003 (Core)”, architecture: "x86_64", version: "Kernel 3.10.0-1127.el7.x

mongodb B—RIFEY, ESRBREFFIRNARS banner 58, LERBILIBEMEEI Centos 7.8 B F iRiERE T
mongodb, EREBHIZIRINAKBIBREFWNEMRRE, JAT, BERXMIFRHNRZEARKIRE, NFNAILE
BER, BSEME, ARG, REEFHERN, XAMEAEEN.

47T, mongodb iR T IR HERIED, FHIZHITH

HVE—THBT verbose Zfg

o TTCERIIEREIFIA -- > H1T show dbs --> exit IBH



root@helper # cat

2021-04-20T03:41:43.460+0000
2021-04-20T03:41:43.462+0000
2021-04-20T03:41:43.462+0000

D NETWORK [main] fd limit hard:64000 soft:64000 max conn: 51200

I CONTROL [initandlisten] MongoDB starting : pid=9764 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper
I CONTROL [initandlisten] db version v3.6.3

2021-04-20T03:41:43.462+0000 I CONTROL [initandlisten] git version: 9586e557d54ef70f9cadb43c26892cd55257ela5
2021-04-20703:41:43.463+0000 I CONTROL [initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018

2021-04-20703:41:43.463+0000 I CONTROL [initandlisten] allocator: tcmalloc

2021-04-20703:41:43.463+0000 I CONTROL [initandlisten] modules: none

2021-04-20703:41:43.463+0000 I CONTROL [initandlisten] build environment:

2021-04-20T03:41:43.463+6000 I CONTROL [initandlisten] distarch: x86_64

2021-04-20T03:41:43.463+0000 I CONTROL [initandlisten] target arch: x86 64

2021-04-20T03:41:43.463+0000 I CONTROL [initandlisten] options: { config: "/etc/mongodb.conf”, net: { bindIp: “0.0.0.0", unixDomainSocket: { pathPrefix: "/run

/mongodb™ } }, storage: { dbPath: "/var/lib/mongodb™, journal: { enabled: true } }, systemLog: { destination: "file", logAppend: true, path: “/var/log/mongodb/

mongodb.log™, verbosity: 1 } }

2021-04-20703:41:43.463+0000 D NETWORK [initandlisten] fd limit hard:64000 soft:64000 max conn: 51200

2021-04-20703:41:43.463+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the acti
ve storage engine to ‘wiredTiger®.

2021-04-20703:41:43.463+0000 I STORAGE [initandlisten]

2021-04-20703:41:43.463+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-04-20703:41:43.463+0000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20703:41:43.463+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache size=473M,session_max=208000,eviction=(threads_min=4,threads_max=4)
,config base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal, compressor=snappy),file_manager=(close_idle_ time=100000),statistics_log=(wait=
0),verbose=(recovery_progress),

2021-04-20T03:41:44.048+0000 I STORAGE [initandlisten] WiredTiger message [1618890104:48475][9764:0x7fb2983ab0c@], txn-recover: Main recovery loop: starting a
t 5/6656

2021-04-20T03:41:44.098+0000 STORAGE [initandlisten] WiredTiger message [1618890104:98232][9764:0x7fb2983ab0c@], txn-recover: Recovering log 5 through 6
2021-04-20T03:41:44.128+0000 STORAGE [initandlisten] WiredTiger message [1618890104:128010][9764:0x7fb2983ab0c@], txn-recover: Recovering log 6 through 6
2021-04-20T03:41:44.232+0000 COMMAND [WTJournalFlusher] BackgroundJob starting: WTJournalFlusher

2021-04-20T03:41:44.232+0000 STORAGE [WTJournalFlusher] starting WTJournalFlusher thread

2021-04-20T03:41:44.233+0000 COMMAND [WTCheckpointThread] BackgroundJob starting: WTCheckpointThread

2021-04-20T03:41:44.233+0000 STORAGE [WTCheckpointThread] starting WTCheckpointThread thread

2021-04-20T03:41:44.245+0000 STORAGE [initandlisten] flushing directory /var/lib/mongodb

2021-04-20T03:41:44.247+0000 CONTROL [initandlisten]

2021-04-20T03:41:44.247+0000 CONTROL [initandlisten] ** WARNING: Access control is not enabled for the database

2021-04-20T03:41:44.247+0000 CONTROL [initandlisten] ** Read and write access to data and configuration is unrestricted.
2021-04-20T03:41:44.247+0000 CONTROL [initandlisten]

2021-04-20T03:41:44.248+0000 STORAGE [initandlisten] enter repairDatabases (to check pdfile version #)

2021-04-20T03:41:44.254+0000 STORAGE [initandlisten] local.startup_log: clearing plan cache - collection info cache reset

2021-04-20T03:41:44.255+0000 D - [initandlisten] reloading view catalog for database config

2021-04-20T03:41:44.255+0000 D STORAGE [initandlisten] Recovering database: local

2021-04-20T03:41:44.255+0000 D STORAGE [initandlisten] done repairDatabases

2021-04-20T03:41:44.255+0000 I COMMAND [initandlisten] command admin.system.roles command: find { find: "system.roles”, $db: “admin” } planSummary: EOF keysEx

amined:® docsExamined:® cursorExhausted:1 numYields:® nreturned:® reslen:91 locks:{ Global: { acquireCount: { r: 8, w: 1, W: 3 } }, Database: { acquireCount: {
r: 2, W: 1} }, Collection: { acquireCount: { r: 2 } } } protocol:op msg @Oms

2021-04-20T03:41:44.256+0000 I FTDC [initandlisten] Initializing full-time diagnostic data capture with directory ®/var/lib/mongodb/diagnostic.data’

2021-04-20T03:41:44.256+0000 D INDEX [initandlisten] checking complete

2021-04-20T03:41:44.256+0000 D COMMAND [TTLMonitor] BackgroundJob starting: TTLMonitor

2021-04-20T03:41:44.256+0000 D COMMAND [PeriodicTaskRunner] BackgroundJob starting: PeriodicTaskRunner

2021-04-20T03: .256+0000 D

2021-04-20T03:41:44.256+0000 I

2021-04-20T03:42:10.181+0000 I

2021-04-20T03:42:10.181+0000 I

me: "MongoDB Internal Client”, version: "4.8.10" }, os: { type: "Linux®, name: "CentOS Linux release 7.8.2003 (Core)", architecture: "x86 64", version: "Kernel
3.10.0-1127.e17.x86_64" } }

2021-04-20T03:42:10.181+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: isMaster { isMaster: 1, client: { application: { name: "Mo

ngoDB Shell” }, driver: { name: "MongoDB Internal Client™, version: "4.0.10" }, os: { type: “Linux”, name: "CentOS Linux release 7.8.2003 (Core)”, architecture
“x86_64", version: “"Kernel 3.10.0-1127.el17.x86_64" } }, $db: “admin® } numYields:@ reslen:223 locks:{} protocol:op query @ms

2021-04-20T03:42:10.182+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: whatsmyuri { whatsmyuri: 1, $db: “admin® } numYields:0 res

len:52 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.183+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: buildInfo { buildinfo: 1.0, $db: “admin™ } numYields:0 res

len:1546 locks:{} protocol:op msg @ms

2021-04-20T03:42:10.184+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: getlog { getlog: “startupWarnings™, lsid: { id: UUID("92c6

9a93-e073-4be2-978d-629ff@dd2ce6™) }, $db: "admin™ } numYields:@ reslen:8080 locks:{} protocol:op msg €ms

2021-04-20T03:42:10.185+0000 D - [connl] User Assertion: 59:no such command: ‘getFreeMonitoringStatus®, bad cmd: ‘{ getFreeMonitoringStatus: 1.0, lsid:

{ id: UUID("92c69a93-e073-4be2-978d-629Ff@dd2ce6”) }, $db: "admin® }' src/mongo/db/service entry point mongod.cpp 864

2021-04-20T03:42:10.185+0000 D COMMAND [connl] assertion while executing command ‘getFreeMonitoringStatus’ on database ‘admin‘: CommandNotFound: no such comma

nd: ‘getFreeMonitoringStatus', bad cmd: '{ getFreeMonitoringStatus: 1.0, lsid: { id: UUID("92c69a93-e@73-4be2-978d-629ff@dd2ce6”) }, $db: "admin” }°

2021-04-20T03:42:10.185+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: { getFreeMonitoringStatus: 1.0, 1sid: { id: UUID("92c69a93

-e073-4be2-978d-629ff0dd2ce6”) }, $db: "admin” } exception: no such command: ‘getFreeMonitoringStatus’, bad cmd: '{ getFreeMonitoringStatus: 1.0, lsid: { id: U

UID("92c69a93-e073-4be2-978d-629ff0dd2ce6™) }, $db: "admin™ }* code:CommandNotFound numYields:@ reslen:259 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.186+0000 I COMMAND [connl] command test.$cmd appName: "MongoDB Shell” command: isMaster { isMaster: 1.0, forShell: 1.8, lsid: { id: UUID("

92c69a93-e073-4be2-978d-629ff0dd2ce6") }, $db: "test” } numYields:@ reslen:208 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.187+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell” command: buildInfo { buildInfo: 1.0, $db: "test” } numYields:@ resle

n:1546 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.187+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell” command: isMaster { isMaster: 1.0, forShell: 1.0, $db: "test™ } numY

ields:0 reslen:208 locks:{} protocol:op_msg @ms

2021-04-20T03:42:10.188+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell™ command: replSetGetStatus { replSetGetStatus: 1.0, forShell: 1.0, $

db: "admin” } numYields:@ reslen:106 locks:{} protocol:op_msg @ms

2021-04-20T03:42:44.259+0000 D INDEX [TTLMonitor] ns: config.system.sessions key: { lastUse: 1 } name: 1sidTTLIndex

2021-04-20T03:42:44.259+0000 D INDEX [TTLMonitor] deleted: @

COMMAND [ClientCursorMonitor] BackgroundJob starting: ClientCursorMonitor

NETWORK [initandlisten] waiting for connections on port 27017

NETWORK [listener] connection accepted from 192.168.43.235:57290 #1 (1 connection now open)

NETWORK [connl] received client metadata from 192.168.43.235:57290 conn: { application: { name: "MongoDB Shell” }, driver: { na




-e073-4be2-978d-629Ff0dd2ce6™) }, $db: “admin® } exception: no such command: ‘getFreeMonitoringStatus‘, bad cmd: ‘{ getFreeMonitoringStatus: 1.0, 1lsid: { id: U
)
}

UID("92c69a93-e073-4be2-978d-629ff0dd2ce6™) }, $db: “admin” }‘ code:CommandNotFound numYields:@ reslen:259 locks:{}
2021-04-20T03:42:10.186+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell* command: isMaster { isMaster: 1.8, forShell: 1.0, lsid: { id: UUID("
92c69a93-e073-4be2-978d-629FF0dd2ce6™) }, $db: “test” } numYields:@ reslen:208 locks:{} protocol:op.msg @ms

2021-04-20T03:42:10.187+0000 I COMMAND [conn1] command test.$cmd appName: “MongoDB Shell® command: buildInfo { buildInfo: 1.8, $db: "test” } numYields:@ resle

protocol:op_msg €ms

n:1546 locks:{} protocol:op_msg @ms
2021-04-20T03:42:10.187+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell* command: isMaster { isMaster: 1.8, forShell: 1.0, $db: “test® } numY
ields:0 reslen:208 locks:{} protocol:op_ msg @ms

2021-04-20T03:42:10.188+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell” command: replSetGetStatus { replSetGetStatus: 1.8, forShell: 1.8, $
db: “"admin” } numYields:@ reslen:106 locks:{} protocol:op msg @ms

2021-04-20T03:42:44.259+0000 D INDEX  [TTLMonitor] ns: config.system.sessions key: { lastUse: 1 } name: lsidTTLIndex

2021-04-20T03:42:44.259+0000 D INDEX  [TTLMonitor] deleted: ©

2021-04-20T03:43:01.534+0000 I COMMAND [connl] command test.$cmd appName: “MongoDB Shell® command: isMaster { isMaster: 1.8, forShell: 1.0, $db: “test

} numyY
ields:@ reslen:208 locks:{} protocol:op_msg ems

2021-84-20703:43:06.206+0000 I COMMAND [connl] command admin.$cmd appName: “MongoDB Shell” command: listDatabases { listDatabases: 1.0, nameOnly: false, lsid:
{ id: UUID("92c69a93-e073-4be2-978d-629ff@dd2ce6") }, $db: “admin® } numYields:® reslen:214 locks:{ Global: { acquireCount: { r: 8 } }, Database: { acquireCou
nt: { r: 3} } } protocol:op_msg €ms

2021-04-20703:43:06.208+0000 I COMMAND [connl] command test.$cmd appName: “"MongoDB Shell" command: isMaster { isMaster: 1.8, forShell: 1.0, $db: "test™ } numY
ields:@ reslen:208 locks:{} protocol:op_msg ems

2021-04-20T03:43:44.261+0000 D INDEX [TTLMonitor] ns: config.system.sessions key: { lastUse: 1 } name: 1sidTTLIndex

2021-04-20T03:43:44.262+0000 D INDEX [TTLMonitor] deleted: ©

2021-04-20703:43:58.979+0000 I COMMAND [connl] command admin.$cmd appNaie: "MongoDB Shell” command: endSessions { endSessions: [ { id: UUID("92c69a93-e@73-4be
2-978d-629ff0dd2ce6™) } ], $db: "admin” } numYields:@ reslen:22 locks:{}| protocol:op_msg €ms

2021-04-20703:43:58.979+0000 I NETWORK [connl] end connection 192.168.43.235:57290 (@ connections now open)

root@helper # cat grep

root@helper #

SEREBTIT

BILUEER, BMERIRE verbose FIRRARICREAMKIIREE, BHIEBRIIREEFAT

HERIEE verbose

o BERIBIERIAN --> H11T show dbs --> IBH

logappend

10€8¢e]

o0

true




root@helper # cat
2021-04-20T05:50: 29. 455+0000
2021-04-20T05:50:29.455+0000
2021-04-20T05:50:29.455+0000 I CONTROL
2021-04-20T05:50:29.455+0000 I CONTROL

I CONTROL
I
I
I
2021-04-20T05:50:29.455+0000 I CONTROL
I
I
I
I

CONTROL

initandlisten] MongoDB starting : pid=10729 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper
initandlisten] db version v3.6.3

initandlisten] git version: 9586e557d54ef70f9cadb43c26892cd55257ela5

initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018

initandlisten] allocator: tecmalloc

2021-04-20T05:50:29.455+0000 I CONTROL
2021-04-20T05:50:29.455+0000 I CONTROL
2021-04-20T05:50:29.455+8000 I CONTROL
2021-04-20T05:50:29.455+0000 I CONTROL
2021-04-20T05:50:29.455+0000 I CONTROL

initandlisten] modules: none
initandlisten] build environment:
initandlisten] distarch: x86_64
initandlisten] target_arch: x86_64

[
[
[
[
[
[
[
[
[
[

initandlisten] options: { config: “/etc/mongodb.conf®, net: { bindIp: “0.8.0.0", unixDomainSocket: { pathPrefix: */run

/mongodb™ } }, security: { authorization: “enabled” }, storage: { dbPath: */var/lib/mongodb®, journal: { enabled: true } }, systemlog: { destination: "file", 1

ogAppend: true, path: “/var/log/mongodb/mongodb.log® } }

2021-04-20T05:50:29.455+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the acti

ve storage engine to ‘wiredTiger'.

2021-04-20T05:50:29.455+0000 I STORAGE [initandlisten

2021-04-20T05:50:29.455+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine

2021-04-20T05:50:29.455+0000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20T05:50:29.456+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache size=473M,session _max=20000,eviction=(threads_min=4,threads_max=4
,config_base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal,compressor=snappy),file manager=(close idle time=10000@),statistics log=(wait=

0),verbose=(recovery_progress),

2021-04-20T05:50:30.084+0000 I STORAGE [initandlisten] WiredTiger message [1618897830:84608][10729:0x7f7cf6ac30c@], txn-recover: Main recovery loop: starting

at 7/7168

2021-04-20T05:50:30.134+0000 I STORAGE [initandlisten] WiredTiger message [1618897830:134510][10729:0x7f7cf6ac3@c@], txn-recover: Recovering log 7 through 8

2021-04-20T05:50:30.164+0000 I STORAGE [initandlisten] WiredTiger message [1618897830:164491][10729:0x7f7cf6ac30c@], txn-recover: Recovering log 8 through 8

2021-04-20T05:50:30.294+0000 I FTDC [initandlisten] Initializing full-time diagnostic data capture with directory ‘/var/lib/mongodb/diagnostic.data

2021-04-20T05:50:30.294+0000 I NETWORK [initandlisten] waiting for connections on port 27017

2021-04-20T05:50:40.468+0000 I NETWORK [listener] connection accepted from 192.168.43.235:57294 #1 (1 connection now open

2021-04-20T05:50:40.468+0000 I NETWORK [connl] received client metadata from 192.168.43.235:57294 conn: { application: { name: ngoDB Shell® }, driver: { na

me: “"MongoDB Internal Client”, version: "4.0.18" }, os: { type: "Linux", name: "CentOS Linux release 7.8.2003 (Core)", architecture: "x86_64", version: "Kernel
3.10.0-1127.e17.x86_64" } }

2021-04-20T05:50:40.475+0000 I ACCESS [connl] Unauthorized: not authorized on admin to execute command { replSetGetStatus: 1.8, forShell: 1.0, $db: “admin®

2021-04-20T05:52:28.151+0000 I ACCESS  [connl]|Successfully authenticated as principal root on admin

2021-04-20T05:52:44.970+0000 I NETWORK [connl] end connection 192.168.43.235:57294 (@ connections now open)

root@helper #

XEREIRNZE, ERFMEER, TRTEARFRIFETEXFES

B HATC NERFEARIAERIX 5

o BEW --> FAFEFEIRFER --> FEAFH#EIR > IEMF P BB E R--> show dbs --> IRH

root@helper # cat
2021-04-20T06:18:19.040+0000
2021-04-20T06:18:19.040+0000

I CONTROL [initandlisten] MongoDB starting : pid=10949 port=27017 dbpath=/var/lib/mongodb 64-bit host=helper

I CONTROL [initandlisten] db version v3.6.3

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] git version: 9586e557d54ef70f9ca4b43c26892cd55257ela5

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] OpenSSL version: OpenSSL 1.1.1 11 Sep 2018

2021-04-20706:18:19.040+6000 I CONTROL [initandlisten] allocator: tcmalloc

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] modules: none

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] build environment:

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] distarch: x86 64

2021-04-20706:18:19.040+6000 I CONTROL [initandlisten] target arch: x86_64

2021-04-20T06:18:19.040+0000 I CONTROL [initandlisten] options: { config: “/etc/mongodb.conf™, net: { bindIp: "0.0.0.0", unixDomainSocket: { pathPrefix: “/run
/mongodb™ } }, security: { authorization: "enabled” }, storage: { dbPath: */var/lib/mongodb™, journal: { enabled: true } }, systemlLog: { destination: "file", 1

ogAppend: true, path: "/var/log/mongodb/mongodb.log® } }

2021-04-20T06:18:19.042+0000 I - [initandlisten] Detected data files in /var/lib/mongodb created by the ‘wiredTiger' storage engine, so setting the acti

ve storage engine to ‘wiredTiger'.

2021-04-20706:18:19.042+0000 I STORAGE [initandlisten

2021-04-20T06:18:19.042+0000 I STORAGE [initandlisten] ** WARNING: Using the XFS filesystem is strongly recommended with the WiredTiger storage engine
2021-04-20706:18:19.842+6000 I STORAGE [initandlisten] ** See http://dochub.mongodb.org/core/prodnotes-filesystem

2021-04-20T06:18:19.042+0000 I STORAGE [initandlisten] wiredtiger open config: create,cache_size=473M,session _max=20000,eviction=(threads_min=4,threads_max=4)
,config _base=false,statistics=(fast),log=(enabled=true,archive=true,path=journal, compressor=snappy),file manager=(close_idle time=100000),statistics_log=(wait=

0),verbose=(recovery progress),

2021-04-20706:18:19.782+6000 I STORAGE [initandlisten] WiredTiger message [1618899499:782676][10949:0x7fac3745c0c@], txn-recover: Main recovery loop: starting
at 8/8448

2021-04-20T06:18:19.832+0000 I STORAGE [initandlisten] WiredTiger message [1618899499:832167][10949:0x7fac3745c0c@], txn-recover: Recovering log 8 through 9
2021-04-20T06:18:19.864+0000 I STORAGE [initandlisten] WiredTiger message [1618899499:864750][10949:0x7fac3745¢c@c0@], txn-recover: Recovering log 9 through 9
2021-04-20T06:18:19.972+0000 I FTDC [initandlisten] Initializing full-time diagnostic data capture with directory */var/lib/mongodb/diagnostic.data
2021-04-20T06:18:19.972+0000 I NETWORK [initandlisten] waiting for connections on port 27017

2021-04-20T06:18:24.690+0000 I NETWORK [listener] connection accepted from 192.168.43.235:57296 #1 (1 connection now open)

2021-04-20T06:18:24.691+0000 I NETWORK [connl] received client metadata from 192.168.43.235:57296 conn: { application: { name: “"MongoDB Shell" }, driver: { na

me: "MongoDB Internal Client”, version: "4.0.10" }, os: { type: "Linux”, name: "CentOS Linux release 7.8.2003 (Core)”, architecture: "x86_64", version: "Kernel
3.10.0-1127.e17.x86_64" } }

2021-04-20T06:18:24.699+0000 I ACCESS [connl] Unauthorized: not authorized on admin to execute command { replSetGetStatus: 1.0, forShell: 1.0, $db: "admin" }
2021-04-20T06:18:52.563+0000 I ACCESS [connl] SCRAM-SHA-1 authentication failed for rootl on admin from client 192.168.43.235:57296 ; UserNotFound: Could not
find user rooti@admin

2021-04-20T06:19:07.155+0000 I ACCESS [connl] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.235:57296 ; AuthenticationFailed: SC
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20706:19:19.208+0000 I ACCESS [connl] Successfully authenticated as principal root on admin

2021-04-20T06:19:28.328+0000 I NETWORK [connl] end connection 192.168.43.235:57296 (@ connections now open)

root@helper #

o EIMKAE




2021-04-20T06:31:04.717+0000 I STORAGE [initandlisten] WiredTiger message [1618900264:717529][11500:0x7fce22dce@c@], txn-recover: Recovering
2021-04-20T06:31:04.835+0000 FTDC [initandlisten] Initializing full-time diagnostic data capture with directory ®'/var/lib/mongodb/diag
2021-04-20T06:31:04.835+0000 NETWORK [initandlisten] waiting for connections on port 27017

2021-04-20706:32:25.873+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61507 #1 (1 connection now open)
2021-04-20T06:32:25.879+0000 NETWORK [connl] end connection 192.168.43.51:61507 (@ connections now open)
2021-04-20T06:32:26.013+0000 NETWORK [listener] connection accepted from 192.168.43.51:61508 #2 (1 connection now open)
2021-04-20T06:32:26.022+0000 NETWORK [listener] connection accepted from 192.168.43.51:61509 #3 (2 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61510 #4 (3 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61511 #5 (4 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61512 #6 (5 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61513 #7 (6 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61514 (7 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61515 (8 connections now open)
2021-04-20T06:32:26.023+0000 NETWORK [listener] connection accepted from 192.168.43.51:61516 (9 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61517 (10 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61518 (11 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61519 (12 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61520 (13 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61521 (14 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61522 (15 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61523 (16 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61524 (17 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61526 (18 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61525 (19 connections now open)
2021-04-20T06:32:26.024+0000 NETWORK [listener] connection accepted from 192.168.43.51:61527 (20 connections now open)

2021-04-20T06:32:26.050+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61540 #34 (33 connections now open)

2021-04-20T06:32:26.407+0000 I ACCESS [conn2] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61508 ; AuthenticationFailed
AM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.416+0000 I NETWORK [conn2] end connection 192.168.43.51:61508 (32 connections now open)

2021-04-20T06:32:26.422+0000 I ACCESS [conn5] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61511 ; AuthenticationFailed
AM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.423+0000 I NETWORK [conn5] end connection 192.168.43.51:61511 (31 connections now open)

2021-04-20T06:32:26.444+0000 I ACCESS [conn16] SCRAM-SHA-1 authentication failed for root on admin from client .51:61522 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.445+0000 I NETWORK [connl16] end connection 192.168.43.51:61522 (3@ connections now open)

2021-04-20T06:32:26.445+0000 I ACCESS [conn24] SCRAM-SHA-1 authentication failed for root on admin from client .51:61530 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.445+0000 I NETWORK [conn24] end connection 192.168.43.51:61530 (29 connections now open)

2021-04-20T06:32:26.448+0000 I ACCESS [conn25] SCRAM-SHA-1 authentication failed for root on admin from client .51:61531 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.449+0000 I NETWORK [conn25] end connection 192.168.43.51:61531 (28 connections now open)

2021-04-20T06:32:26.451+0000 I ACCESS [conn17] SCRAM-SHA-1 authentication failed for root on admin from client .51:61523 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.451+0000 I NETWORK [connl7] end connection 192.168.43.51:61523 (27 connections now open)

2021-04-20T06:32:26.453+0000 I ACCESS [conn4] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61510 ; AuthenticationFailed
AM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.453+0000 I ACCESS [conn29] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61535 ; AuthenticationFailed:
RAM-SHA-1 authentication failed, storedKey mismatch

2021-04-20T06:32:26.454+0000 I NETWORK [conn4] end connection 192.168.43.51:61510 (26 connections now open)

AILLEE, FREAENfailed WAL, XMEFNT

HEIRE verbose

BEERZE DR

"admin” } numYields:@ reslen:1561 locks:{} protocol:op query €ms
2021-04-20T06:37:04.371+0000 I NETWORK [listener] connection accepted from .168.43.51:61898 #7 (6 connections now open)
2021-04-20T06:37:04.372+0000 I NETWORK [listener] connection accepted from .168.43.51:61899 #8 (7 connections now open)
2021-04-20T06:37:04.372+0000 I NETWORK [listener] connection accepted from .168.43.51:61900 #9 (8 connections now open)
2021-04-20T06:37:04.372+0000 I NETWORK [listener] connection accepted from .168.43.51:61901 #10 (9 connections now open)
2021-04-20T06:37:04.372+0000 I NETWORK [

1 [

2021-04-20T06:37:04.372+0000 COMMAND

listener] connection accepted from .168.43.51:61902 #11 (10 connections now open)

conn4] command admin.$cmd command: saslStart { saslStart: 1, mechanism: "SCRAM-SHA-1", payload: "xxx", $readPreference
: { mode: "secondaryPreferred™ }, $db: "admin™ } numYields:® reslen:171 locks:{} protocol:op query @ms

2021-04-20T06:37:04.373+0000 I NETWORK listener] connection accepted from 192.168.43.51:61903 #12 (11 connections now open)

2021-04-20T06:37:04.373+0000 I NETWORK listener] connection accepted from 192.168.43.51:619@4 #13 (12 connections now open)

2021-04-20T06:37:04.373+0000 I NETWORK listener] connection accepted from 192.168.43.51:61905 #14 (13 connections now open)

2021-04-20T06:37:04.373+0000 I COMMAND conn2] command admin.system.users command: saslStart { saslStart: 1, mechanism: "SCRAM-SHA-1", payload: "xxx", $readPr

eference: { mode: “secondaryPreferred” }, $db: "admin™ } numYields:® reslen:171 locks:{ Global: { acquireCount: { r: 2 } }, Database: { acquireCount: { r: 1 }

>
}, Collection: acquireCount: { r: 1 } } } protocol:op_query 1ms

2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61906 #15 (14 connections now open)
2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61907 #16 (15 connections now open)
2021-04-20T06:37:04.373+0000 I NETWORK [listener] connection accepted from 192.168.43.51:61909 #17 (16 connections now open)
[

2021-04-20T06:37:04.373+0000 I COMMAND

conn7] command admin.$cmd command: isMaster { isMaster: true, $readPreference: { mode: "secondaryPreferred” }, $db: "a




RAM-SHA-1 authentication failed, storedKey mismatch
2021-04-20T06:37:04.772+0000 I COMMAND [connl7] command admin.$cmd command: saslContinue { saslContinue: 1, conversationId: 1, payload: BinData(®, 633D6269777
32C723D64277457495F3559495A6565342F624E7B2830273A5C6C60645A496B75465238743464384779597A493174695570754461424C42493632582C703D6674...), $readPreference: { mode

"secondaryPreferred” }, $db: "admin™ } numYields:@ reslen:117 locks:{} protocol:op_query @ms

2021-04-20T06:37:04.773+0000 I NETWORK [conn17] end connection 192.168.43.51:61989 (2 connections now open)

2021-04-20T0 04.775+0000 I ACCESS [conn32] SCRAM-SHA-1 authentication failed for root on admin from client 192.168.43.51:61923 ; AuthenticationFailed: SC
RAM-SHA-1 authentication failed, storedKey mismatch
2021-04-20T06:37:04.775+0000 I COMMAND [conn32] command admin.$cmd command: séslContinue { saslContinue: 1, conversationId: 1, payload: BinData(®, 633D6269777

32C723D463B3D3E365552645E664F5D59212A62593FAE475766622B6F6B6448767A616E46384668786D4154766C38542B436F586954594A6A5336702C703D4233...), $readPreference: { mode

“secondaryPreferred” }, $db: “admin™ } numYields:@ reslen:117 locks:{} protocol:op_query @ms

BILLEE, BAEMFEAT, BRXEF failed BEERY, BIUALERIEATHIERMKYE

BES R
FRIRGUNRZEFIEHEERAUEARR, XEFEA ubuntuBIABIE R  /var/log/mongodb/mongodb. log
o FEMNKFHNERKKIER

cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed | awk -F " " '{print
$9}' | sort|uniq -c|sort -nr
root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound”|grep failed | awk -F * * *{print $9}' | sort|uniq -c|sort -nr

5 root
root@helper: /home/helper#

o EFERFENIKS (MrootAfl) BRKMBIFKIRIP LUK RER

cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed| grep root | awk -F " "

"{print $14}' | cut -d ":" -f 1 | sort | unig -c | sort -nr

root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound”|grep failed| grep root | awk -F " " ‘{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sort -nr
5 192.168.43.51

root@helper: /home/helper#

o BEEFMBEFENMKFERRMBIRIRIUARREL

cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed | awk -F " " '{print
$9}' |sort | uniqg | while read line;do echo $line;cat /var/log/mongodb/mongodb.log |grep -v
"UserNotFound" | grep failed | grep $line | awk -F " " '{print $14}' | cut -d ":" -f 1 | sort

| unig -c | sort -nr; done

root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep -v "UserNotFound"|grep failed | awk - ‘{print $9}' |sort | uniq | while read line;do ech
o $line;cat /var/log/mongodb/mongodb.log |grep -v "UserNotFound” | grep failed | grep $line | awk -F ‘{print $14}" | cut -d ":" -f 1 | sort | uniqg -c | sor
t -nr; done
root

52 192.168.43.111

50 192.168.43.51
rootadmin

52 192.168.43.111

45 192.168.43.51
root@helper: /home/helper#

FYPRNEN
o FEFEMNKFHERZR
cat /var/log/mongodb/mongodb.log | grep "UserNotFound"|grep failed | awk -F " " '{print $9}'
| sort|uniq -c|sort -nr
root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep "UserNotFound”|grep failed | awk -F " ™ ‘{print $9}' | sort|uniq -c|sort -nr

11 brute

5 admins

root@helper: /home/helper#

o REFEHEKFIBERIPUSIRER

cat /var/log/mongodb/mongodb.log | grep "UserNotFound"|grep failed | awk -F " " '{print $9}'

|sort | uniqg | while read line;do echo $line;cat /var/log/mongodb/mongodb.log |grep
"UserNotFound" | grep failed | grep $line | awk -F " " '{print $14}' | cut -d ":" -f 1 | sort

| unig -c | sort -nr; done



root@helper: /home/helper# cat /var/log/mongodb/mongodb.log | grep “UserNotFound”|grep failed | awk -F " " ‘{print $9}' |sort | uniq | while read line;do echo $

line;cat /var/log/mongodb/mongodb.log |grep "UserNotFound” | grep failed | grep $line | awk -F " " ‘{print $14}' | cut -d ":" -f 1 | sort | uniq -c | sort -nr;

done
admins
5 192.168.43.51
brute
11 192.168.43.51
root@helper: /home/helper#

0x06 smtp FHR
MRS X —E B W REAMNERKX, FESKR=MY SMTP, POP3, IMAP

BEKIG, SMTPHEA, POP3. IMAPTAZRUL, POP3IMNEFIRUEIERM, ARSSSRmmMSKGEEMPR, FRIFEISHRBIED
B, JRE—EHEEHAR. IMAPUITRHTX—iRME, FRHZBY, RSEELMEEE, RERERF RS
BERFRIERSSE LETED

REBEHRBIZEXIR, =fhiYEESOIANERERE, MFXMHMEIMRENY, &I ZNELAENAZIANEXMEA, £5
EREARHILUE, WEATEARET, FAIUEIRTHESHIMYAATE, FF=MHMVEESIEESHEIUETE
X E

XEEEBNEFHRNERSI A

e POP3

+0OK Microsoft Exchange Server 2003 POP3 6.5.6944.0 (a-ba2la05129e24.test.orqg)
/ /RS ZREE T

CAPA  //FTEUSIARSSZFRITNEEIRIE

+OK Capability list follows

TOP

USER

PIPELINING

EXPIRE NEVER

UIDL

USER jufeng00l@test.org //5 PoOP3 server EHIKFH

+0OK

PASS lgaz@WSX //5 POP3 Server i%HZRH
+OK User successfully logged on. / /INERL I
STAT

+OK 14 21568

QuUIT

+OK Microsoft Exchange Server 2003 POP3

e smip


https://wooyun.js.org/drops/Wireshark%E9%BB%91%E5%AE%A2%E5%8F%91%E7%8E%B0%E4%B9%8B%E6%97%85%EF%BC%884%EF%BC%89%E2%80%94%E2%80%94%E6%9A%B4%E5%8A%9B%E7%A0%B4%E8%A7%A3.html

220 a-ba2la05129e24.test.org Microsoft ESMTP MAIL Service, Version: 6.0.3790.3959 ready at
Thu, 6 Aug 2015 11:10:17 +0800 //PREZHiLE

EHLO Mr.RightPC //FEHE

250-a-ba2lal05129e24.test.org Hello [192.1.14.228]

AUTH LOGIN //iNIEFFA

334 VXNlcm5hbWU6 // Username:
anVmzZW5nMDAXQHR1c3Qub3Jdn //3IAFF &fbase64ZRmi5
334 UGFzc3dvcmQ6 // Password:

MXFhekBXUlg= //HAZiE8Hbase644Ri3

235 2.7.0 Authentication successful. / /INTERRTN

e IMAP

* OK Microsoft Exchange Server 2003 IMAP4revl 6.5.6944.0 (a-ba2la05129e24.test.orq)
/ / TMAPRRSS T4

bf8p CAPABILITY

* CAPABILITY IMAP4 IMAP4revl IDLE LOGIN-REFERRALS MAILBOX-REFERRALS NAMESPACE LITERAL+ UIDPLUS

CHILDREN

bf8p OK CAPABILITY completed.

s3yg LOGIN "jufeng002" "lgaz@WSX" /MNP & :jufeng002, Z518:1qaz@wWSX

s3yg OK LOGIN completed. / IINIERTH

Linux FABREARS 284 Postfix , ubuntu EEHABENME /var/log/mail.log

SMTPIAMER G HYIPSE it
cat /var/log/mail.log | grep "authentication failed" | grep -Po '(1\d{2}|2[0-4]\d|25[0-5]]|[1-
91\d | [1-91) (\.(1\d{2}]|2[0-4]\d|25[0-5]|[1-9]1\d|\d)){3}' |sort|unig -c|sort -nr
root@example # cat “log | grep "authentication failed™ | grep! o “(1\d{2}|2[0-41\d[25[0-5][1-9]\d|[1-91)(\.(1\d{2}|2[0-4]\d|25[0-5]| [1-91\d | \d))
{3}* |sort uniq sort

62 192.168.43.54
3 192.168.43.51

root@example #

Postfix ASBEBIZRINIIABINER S, Hhitixte
0x07 EGME.

BEREEERMRENT



fEiE
ATRERE, XEEBEFEABERHITREMBSRE
0x01 SSH%iE
SSHEHERIFAASEIE I 2 AR SRR AE B EIR = iR 0x03
BEREF—#F, MmEBAUEAND. B0, ERIHOEWMT
WENFLARBVIEN] 10.211.55.2

BITEN], (MBFEREN) Centos 10.211.55.11

iFRIZ PR EN] Ubuntu 10.211.55.10

Itit R BEiE

WA

HNRE-—TREINEEEFERE
o MBERE

[helper@centos-7 ~]$ netstat -pantu

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp () 0 127.0.0.1:631 0.0.0.0:* LISTEN -
tcp 127.0.0.1:25 0.0.0.0:* LISTEN -
0.0.0.0:111 0.0.0.0:* LISTEN -
0.0.0.0:22 0.0.0.0:* LISTEN
10.211.55.11:22 10.211.55.2:56450 ESTABLISHED
10.211.55.11:53348 10.211.55.10:80 TIME_WALT
10.211.55.11:22 10.211.55.2:55843 ESTABLISHED
10.211.55.11:22 10.211.55.2:55845 ESTABLISHED
::1:631 B8 LISTEN

g8 8alalil 288 LISTEN

38922 RQ 6 LISTEN

(%)
tcp ()
Q
(%)
(%)
(%)
(%)
(%)
Q
0 : 238
0 0.0.0.0:951 0.0.0.0:
(%)
(/)
(/)
(/)
0
(7]
0
0
~1$

tcp
tcp
tcp
tcp
tcp
tcpb
tcpb
tcpb
udp
0.0.0.0:68 0.0.0.0:
0.0.0.0:111 0.0.0.0:
0.0.0.0:5353 0.0.0.0:
127.0.0.1:323 0.0.0.0:

udp
udp
udp
udp
udp
udp6
udp6
udp6 0

[helper@centos-7

0.0.0.0:55883 0.0.0.0:

::951 388%
38 83lldl 2886

::1:323 2884

S © © OO 0 0606666

MRELEZ T — I HENEEZIZEEVCentos 221 O BIEE, RNZ T —1M=EENCentos /18] 10.211.55.10 80ixmH
RUEE, EBRANIRRENPRILUEMELR, BERMREELMFERE, REZWSEERBR—ENNE, SIEEHEUD Y
HIXZE—NSSHEKER, B LAMMESEZ 5 SSHEE WK

]

L ﬂf*z



2460 2469 2469 2469 pts/0 2658 Ss 1000 0:00 \_ bash

2469 2658 2658 2469 pts/0 2658 R+ 1000 0:00 \_ ps afjx

1 2567 2567 2567 ? -1 Ss 0 0:00 /usr/sbin/sshd -D
2567 2599 2599 2599 ? -1 Ss 0 0:00 \ sshd: helper [priv]
2599 2604 2599 2599 ? -18S 1000 0:00 \ sshd: helper

[helper@centos-7 ~1%

MHRBERERS 7 —PsshiEZi#iE, XMHRRRAIEMZERNEN T, AIUBRREXENILSARBHIA

o AE
fEHlostb REEREEREERRKIHNEA
[root@centos-7 helper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# |}

EEREXH /var/log/secure

btmp begins Wed Apr 28 17:46:45 2021

[root@centos-7 helper]# tail /var/log/secure

Apr 28 17:46:27 centos-7 su: pam _unix(su:session): session opened for user root by helper(uid=1000)

Apr 28 17:46:51 centos-7 su: pam_unix(su:session): session closed for user root

Apr 28 17:47:08 centos-7 su: pam_unix(su:session): session opened for user root by helper(uid=1000)

Apr 28 17:47:08 centos-7 su: pam lastlog(su:session): corruption detected in /var/log/btmp

Apr 28 17:47:22 centos-7 sshd[2604]: Received disconnect from 10.211.55.2 port 52461:11: disconnected by user
Apr 28 17:47:22 centos-7 sshd[2604]: Disconnected from 10.211.55.2 port 52461

Apr 28 17:47:22 centos-7 sshd[2599]: pam unix(sshd:session): session closed for user helper Ab"'——'
Apr 28 17:47:29 centos-7 sshd[2931]: Accepted password for helper from 10.211.55.2 port 54019 ssh2

Apr 28 17:47:29 centos-7 sshd[2931]: pam_unix(sshd:session): session opened for user helper by (uid=0)

Apr 28 17:47:29 centos-7 sshd[2931]: pam lastlog(sshd:session): corruption detected in /var/log/btmp
[root@centos-7 helper]#

BILEE, FERBXREN (WIEY] 10.211.55.2) BsshINIEERE
XFSSHAMEL A BFERN, HITHLBERENL, FIUELEEShistoryEEIERIER

MEERE, TELAVMSSHEENFEMEEEMEEENAE, XMEESIEEHNSSHIERTR, FRIUBMS Y
infER R IEE
THlCentos 1Bid sshiZiBEZE TN TR ENEIEN), HEERNBEV EFAHR—" %0 (8008) , fisocksh¥id

RENFLRBE-EHIEERET, FTRRANENIMNAEOZERE, XFERITBIERERENISSHIRO N 53 InHrIsEMIhER T
P& |

ZFRUEREENTZE RN IR, RRNsshAIARE -R SHFFRIEOHERMALZE 127.0.0.1 MAZE 0.0.0.0 XS EAED
fERMEMEREEN Centos EFF T 8008 imH, AT EERE, FRIUAFMNXARBHNAR

KM%



[root@centos-7 helper]# netstat -pantu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp ¢} 0 127.0.0.1:631 0.0.0.0:%* LISTEN 882/cupsd

tcp 0 0 127.0.0.1:25 0.0.0.0:%* LISTEN 1225/master

tcp 0 0 0.0.0.0:111 0.0.0.0:%* LISTEN 1/systemd

tcp ¢} 0 0.0.0.0:22 0.0.0.0:* LISTEN 2567/sshd

tcp ¢} 0 10.211.55.11:46280 10.211.55.10:80 ESTABLISHED 3043/ssh

tcp ] 0] 10.211.55.11:58514 10.211.55.2:22 ESTABLISHED 3043/ssh

tcp ] O 10.211.55.11:46278 10.211.55.10:80 CLOSE WAIT 3043/ssh

tcp ] 0 10.211.55.11:46282 10.211.55.10:80 ESTABLISHED 3043/ssh

tcpb ¢} 0 ::1:631 ook LISTEN 882/cupsd

tcpb (¢} 0 :::111 HH LISTEN 1/systemd

tcpb ¢} 0 :::22 HE LISTEN 2567/sshd

udp ¢} 0 0.0.0.0:953 0.0.0.0:%* 780/rpcbind

udp [} 0 0.0.0.0:68 0.0.0.0:%* 1269/dhclient
udp 0 0 0.0.0.0:111 0.0.0.0:% 1/systemd

udp 0 0 0.0.0.0:5353 0.0.0.0:% 787/avahi-daemon: r
udp ¢} 0 127.0.0.1:323 0.0.0.0:%* 835/chronyd

udp 0 0 0.0.0.0:48495 0.0.0.0:% 787/avahi-daemon: r
udp6 0 0 :::953 HEERS 780/rpcbind

udp6 0 0 :::111 HE 1/systemd

udp6 0 0 ::1:323 HE 835/chronyd
[root@centos-7 helper]#

MEERZ ] U HRITENSSHIZIZEZRATAEN, BEXMERMBTEZHTHMEN. WSARBINEERRTERLS

o #iE

1 2460 1686 1686 ? -1 Sl 1000 0:02 /usr/libexec/gnome-terminal-server
2460 2468 1686 1686 ? -1S 1000 0:00 \_ gnome-pty-helper
2460 2469 2469 2469 pts/0 3096 Ss 1000 0:00 \_ bash
2469 2880 2880 2469 pts/0 3096 S 0 0:00 \_ su
2880 2889 2889 2469 pts/0 3096 S 0 0:00 \_ bash
2889 3096 3096 2469 pts/0 3096 R+ 0 0:00 \_ ps afjx

1 2567 2567 2567 7 -1 Ss 0 0:00 /usr/sbin/sshd -D

1 3043 3043 3043 ? -1 Ss 0 0:00 ssh -fCNg -R 8008:10.211.55.10:80 helper@l0.211.55.2 -p 22

[root@centos-7 helper]#

BHIZPRI LB RN RITRIEG <
e BE

[root@centos-3 helper]# history | tail

90 clear

91 ssh -fCNg -R 8008:10.211.55.10:80 helper@l0.211.55.2 -p 22
92 pwd

93 1s

94 1s Desktop/

95 clear

96 netstat -pantu

97 ps afjx

98 history

99 history | tail
[root@centos-7 helperl# |}

Mhistory a] LUB R FA0EREIRIE, KT history®IRiR = UIEEEE TEHhMhistory
BhASBRE

L EHNATHEER R (A —PNIPH—NEO, XNFREERNR, FEREANNTRERA, NIREWE— M AMERI—
REAKRRIT , FRUASSHIZMH Y —FapShEiE, MAEE, REBAREIND, HSSH ServerRHMTRGKR D AN, HEE
BalkssE

ISR ER—F A R B8 TS E RO F —socks4/SHIRIE, HEEGEREGRLIARIAMNEN
WM 7TE
RITRE—TRIZEN Centos FHEMLESE
o [MARERE



ER—#, RREIINEER, FESHEXARRIA

o #Hi2

M#HZAILEHZ T —ssh, Ht&E

e HE

JTaxN
SEERETPERE

[root@centos-% ﬁelper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# |}

£ /var/log/secure FE] LB R ssh INEEE

0x02 DNS#i&
dnsh¥ i 2 —FiExIRe IR —FEE S, BITDNSHA. CNAME. TXT. MXEMIESZHITRBMEE, RTRRBERA
= BIDNSHE T A

e dns2fcp
e dnscat2


https://github.com/alex-sector/dns2tcp
https://github.com/iagox86/dnscat2

dnscat2 powershellff
e jodine

Cobalt Strike

e Reverse_DNS_Shell

Xt FONSEEE, #WlEESANMNAE

e DNSHKERIFHZ
e DNSHUREZE(FH

HIZAE

HIMHARAEREERETHADNSKRE, KFE—RNKREECRICINNTAERZN L, EEUNjavaFMEENAE—FRY
2, PRUXEHNRZHHIES

® ps afjx

mER

FHFEEZERIIAPT—RR A UERERKKEHNE), WRKEHEEE, T2 UEHEE L MERL, KBDONSTHFHEZK
ERGIEEEKETEN (Lbi3~51MNFR) , EREDNSIEREIFIFEEEER, bl www.demo.com B2 fET, E
EMERNER IV ESEERITIEZNZFCREN, BELEARINEEHE

FRUAR BRINTIEREEEHITHER, WELEBRZMAIAERHFTRNDNSHEENXE, Bt/ RE—BMEET #
ELBERIONE, FIUSE

Kt

e DNSEEEIMIFIESLE hitps://zhuanlan.zhihu.com/p/143220945
o RM-ETVI2EF SIPIDNSFEHEBEEIN /575 5L hitps://blog.riskivy.com/iRIB-EF 285 > B9dns PR ik BEE 1N
FESEM/

IR, HAKEE, REMEBELINUXARSS 2 EIM—RNENE, ZEEFNRETTEN EEH#HITON
fcpdump
tcpdump -p -n -s 0 port domain -w dnstest.pcap

RN E—ERRYE], Z/EHN wireshark Fi#1T3 4

root@ubuntu-64bit:/home/helper# tcpdump -p -n -s @ port domain

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on enp@s5, link-type EN1@MB (Ethernet), capture size 262144 bytes
16:27:16.537682 IP 10.211.55.10.56689 > 10.211.55.1.53: 59730+ A? hichina.cn. (28)
16:27:17.125612 IP 10.211.55.1.53 > 10.211.55.10.56689: 59730 1/0/0 A 218.30.103.45 (44)

16:27:30.531525 IP 10.211.55.10.39753 > 10.211.55.1.53: 13612+ A? tacbao.com. (28)

16:27:30.932498 IP 10.211.55.1.53 > 10.211.55.10.39753: 13612 2/0/0 A 140.205.220.96, A 140.205.94.189 (60)
16:27:30.978158 IP 10.211.55.10.59091 > 10.211.55.1.53: 33646+ PIR? 96.220.205.140.1in-addr.arpa. (45)
16:27:31.226820 IP 10.211.55.1.53 > 10.211.55.10.59091: 33646 NXDomain 0/1/0 (116)



https://github.com/lukebaggett/dnscat2-powershell
https://github.com/yarrick/iodine
https://www.cobaltstrike.com/
https://github.com/ahhh/Reverse_DNS_Shell
http://www.demo.com/
https://zhuanlan.zhihu.com/p/143220945
https://blog.riskivy.com/

R ‘ udp.stream eq O

No. | Time | Source | Destination | Protocol | Lengtr| Info
1 0.000000 10.211.55.10 10.211.55.1 DNS 71 Standard query 0x7a@2 A sina.com.cn
2 0.579764 10.211.55.1 10.211.55.10 DNS 135 Standard query response 0x7a@2 A sina.com.cn A 123.126.45.205 A 49.7.37.133 A 123

Frame 2: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits)
Ethernet II, Src: Parallel_00:00:18 (00:1c:42:00:00:18), Dst: Parallel_lc:1f:2c (00:1c:42:1c:1f:2c)
Internet Protocol Version 4, Src: 10.211.55.1, Dst: 10.211.55.10
User Datagram Protocol, Src Port: 53, Dst Port: 49960
Domain Name System (response)
Transaction ID: 0x7a02
Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 4
Authority RRs: @
Additional RRs: 0@
Queries
v sina.com.cn: type A, class IN
Name: sina.com.cn
[Name Length: 11]
[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (0x0001)
Answers
[Request In: 1]
[Time: 0.579764000 seconds]

WEDNSTRERA, FILUZERERH#HITIHIE, baidu, sina, ubuntu, centos, redhat HFEHIHEE A LAFEE, FITH
B#ITOW

MEREP AL TXT. CNAME. MXZFIZRHPEEGRLUTXMELIRFHAYIER, AIBEFEEDNSHGE

+ Queriles
v 46a401907a57e1336938f 3003e06a03945. k .com: type CNAME, class IN
Name: 46a401907a57e1336938f 3003e06a03945. k .com

[Name Length: 48]

[Label Count: 3]

Type: CNAME (Canonical NAME for an alias) (5)
Class: IN (0x0001)

0x03 ICMP[i¥i&

ICMP B¥iE5 DNSEREEN, #EEEREIERPINBEERIEN]E SHHE

EIWICMPRXETA
e ptunnel
e icmpsh
e icmptunnel
e icmpshell
HIZAE

~/Desktop
afjx ep ptunnel
1180 1546 1546 1180 pts/0 1546 S+ 0 0:00 \_ sudo -p 10.211.55.10 -1p 8000 -da 10.211.55.12 -dp 80 -x 12345

1546 1547 1546 1180 pts/0 1546 Sl+ 0 0:00 \_ -p 10.211.55.10 -1p 8000 -da 10.211.55.12 -dp 80 -x
1580 1608 1607 1580 pts/1 1607 S+ 1000 0:00 \_ grep --color=auto

-[~/Desktop

LR IEE AR

hn)



W ENFTREFF BV IR, UERSHITRORANEERENCIEZMIIRE, KIEILITE

netstat -pantu

Active Internet connections (servers and established)

Prot
tcp
tcp
udp

0 Recv-

Send-Q Local Address
0 0.0.0.0:8000
0 10.211.55.6:471
© 10.211.55.6:68

Foreign Address
0.0.0.0:%
52.25.31.211:443
10.211.55.1:67

State
LISTEN

ESTABLISHED 1280/x-wa

PID/Program name
1547/ptunnel
browser

ESTABLISHED 482/NetworkManager

udp6 0 fe80::21c:42ff:fe58:546 482 /NetworkManager

~/Desktop

MEAE
tcpdump #MEXICMPIRE
tcpdump -p -n -s 0 icmp -w icmp.pcap

B wireshark #1791, BEERSHFE—LEXNNFREENRENEREFEFTEMDINNFH

icmp.pcap - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

—_ [
Am:® Rl Sex2EF IS QAQQE
[(R]Apply a display filte Ctrl-/> ~] +
No. Time Source Destination Protocol Lengtt Info -
1 0.000000 10.211.55.6 10.211.55.10 ICHP 70 Echo (ping) request id=0x180e, seq=0/0, ttl=64 (reply in 2)
2 0.000250 10.211.55.10 10.211.55.6 ICHP 70 Echo (ping) reply  id=0x18@e, /0, ttl=64 (request in 1)
3 0.000607 10.211.55.10 10.211.55.6 IcMp 102 Echo (ping) reply id=0x180@e, /0, ttl=64
4 0.000607 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply 1d=0x180e, seq=1/256, ttl=64
5 0.000638 10.211.55.6 10.211.55.10 Icmp 102 Echo (ping) request 1id=0x180e, seq=1/256, ttl=64 (reply in 7)
6 0.000663 10.211.55.6 10.211.55.10 ICHP 506 Echo (ping) request id=0x18@e, seq=2/512, ttl=64 (reply in 8)
7 0.600719 10.211.55.10 10.211.55.6 ICHP 102 Echo (ping) reply  id=0x18@e, ttl=64 (request in 5)
8 0.000733 10.211.55.10 10.211.55.6 icmp 506 Echo (ping) reply id=0x180e, ttl=64 (request in 6)
9 1.006010 10.211.55.6 10.211.55.10 Icmp 70 Echo (ping) request 1id=0x180@e, ttl=64 (reply in 10)
10 1.006181 10.211.55.10 10.211.55.6 ICHP 70 Echo (ping) reply  id=0x18@e, ttl=64 (request in 9)
11 1.006213 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply id=0x180@e, ttl=64
12 1.505414 10.211.55.6 10.211.55.10 ICHP 70 Echo (ping) request id=0x180e, , ttl=64 (reply in 13)
13 1.505680 10.211.55.10 10.211.55.6 ICHP Echo (ping) reply  id=0x180e, , ttl=64 (request in 12) —
14 1.506682 10.211.55.10 10.211.55.6 IcMp Echo (ping) reply id=0x180@e, ttl=64
15 2.007418 10.211.55.10 10.211.55.6 IcMp cho (ping) reply 1d=0x180e
16 2.007515 10.211.55.6 10.211.55.10 Icmp cho (ping) request 1id=0x180e, (reply in 17)
17 2.007640 10.211.55.10 10.211.55.6 ICHP cho (ping) reply  id=0x18@e, (request in 16)
18 3.007728 10.211.55.10 10.211.55.6 ICHP cho (ping) reply  id=0x180e
19 3.007797 10.211.55.6 10.211.55.10 icmp cho (ping) request 1id=0x180e, (reply in 20)
20 3.007928 10.211.55.10 10.211.55.6 ICMP cho (ping) reply id=0x180e, (request in 19)
21 4.008336 10.211.55.6 10.211.55.10 P cho (ping) request 1id=0x180e, (reply in 22)
22 4.008708 10.211.55.10 10.211.55.6 1 cho (ping) reply  id=0x180e, (request in 21)
23 4.008741 10.211.55.10 10.211.55.6 ICMP cho (ping) reply i1d=0x180e,
4, 10=0x180e, (reply in 25)

25 4.877867 10.211.55.10 10.211.55.6 ICMP 506 Echo (ping) reply 1d=0x180@e, , ttl=64 (request in 24)
26 4.878498 10.211.55.10 10.211.55.6 IcMp 250 Echo (ping) reply id=0x180@e, , ttl=64
27 5.013314 10.211.55.6 10.211.55.10 Icmp 70 Echo (ping) request 1id=0x18@e, , ttl=64 (reply in 29)
28 5.013573 10.211.55.10 10.211.55.6 Icmp 70 Echo (ping) reply i1d=0x180e, seq=8/2048, ttl=64
29 5.013574 10.211.55.10 10.211.55.6 Icmp 70 Echo (ping) reply i1d=0x180e, seq=9/2304, ttl=64 (request in 27
30 5.753610 10.211.55.6 10.211.55.10 icmp 506 Echo (ping) request id=0x180@e, (reply in 31)
31 5.753810 10.211.55.10 10.211.55.6 icmp 506 Echo (ping) reply id=0x180e, (request in 30)
32 5.754409 10.211.55.10 10.211.55.6 icmp 250 Echo (ping) reply 1d=0x180e,
33 6.019606 10.211.55.6 10.211.55.10 IcMp 70 Echo (ping) request 1id=0x18@e, seq=11/2816, (reply in 34)

| 34 6.019830 10.211.55.10 10.211.55.6 CHP 70 Echo (ping) reply  1id=0x180e, seq=11/2816, (request in 33)
35 6.019871 10.211.55.10 10.211.55.6 ICcMP 70 Echo (ping) reply 1d=0x180e, seq=10/2560
36 7.020166 10.211.55.6 10.211.55.10 ICHP 70 Echo (ping) request id=0x180e, (reply in 37)
37 7.020348 10.211.55.10 10.211.55.6 IcMp 70 Echo (ping) reply id=0x180@e, (request in 36)
38 7.020397 10.211.55.10 10.211.55.6 Icmp 70 Echo (ping) reply id=0x180e, seq=11/2816
39 8.025241 10.211.55.10 10.211.55.6 Icmp 70 Echo (ping) reply i1d=0x180e, seq=12/3072
40 8.025312 10.211.55.6 10.211.55.10 ICHP 70 Echo (ping) request id=0x180e, seq=13/3328, (reply in 41)
41 8.025421 10.211.55.10 10.211.55.6 ICHP 70 Echo (ping) reply  id=0x18@e, seq=13/3328, ttl=64 (request in 40)
42 0 A2017R 10 211 85 A 10 211 85 10 TrMD 70 Erhn (ninn) rennast id-Avi90a  can-14/2584 £+1-RA (ranlu in A2) b

Frame 24: 506 bytes on wire (4048 bits), 506 bytes captured (4048 bits)

Ethernet II, Src: Parallel 58:ae:d@ (00:1c:42:58:ae:d0@), Dst: Parallel 1c:1f:2c (00@:1c:42:1c:1f:2c)
Internet Protocol Version 4, Src: 10.211.55.6, Dst: 10.211.55.10

Internet Control Message Protocol

00 1c 42 1c 1f 2c 00 1c 42 58 ae dO 08 00 45 00

01 ec 94 aa 40 00 40 01 20 bl Ga d3 37 06 @a d3
0020 00 4b
0030
0040
0050
0060
0070
0080
0090
0020
00bO
00cO
00d0 4
00e0 61 74 69

© 7 icmp.pcap

Packets: 73 - Displayed: 73 (100.0%) Profile: Default




0x04 HTTP/HTTPS B¥iE

http BEE—RZLL webshel SERTETE, HIMERER EHE R Nwebshel Hi—E

Proxytunnel
httptunnel(htc/hts)
reGeorg
Neo-reGeorg
Tunna

e ABPTTS

KNFER:
o XHEXR

o fFADEZwebshel ERTEHITER
o DE

o WEBDIR+

o WebShellkiller

o JAIGEXR

(o}

o XHHH

o BR/IRISETIFRR B
o XHABXEF

o fflal regeorg B9 cmd £#%E, —REELLIRFHITIHE
o HiZ

o proxytunnel I httptunnel X4
o FTEfF

o BHREHE—RITEINFEIERA M, B IMRITHRERXHFNET
o ENMIMTA

o EUMERBEMNTIFMBRERMEN, FIUKESHMINETIERA UG —LELI

© netstat -pantu

0x05 SSLINZEFSE

SSLEFEH AT EMEIEEISSLNEHE, FRHR2ERE

e stunnel
e go-tunnel

ssIff B — AR E R R A P in/ RS0 + BEXHNER, FRUETUMU T NMBEES R
o HiE

0 ps afjx

o XH & HEXH

o BRNRITHAXTFXHEHRNET
o XHRAE (REXH)


http://www.d99net.net/
https://scanner.baidu.com/#/pages/intro
https://edr.sangfor.com.cn/api/download/WebShellKillerForLinux.tar.gz
http://dl.shellpub.com/hm/latest/hm-linux-amd64.tgz?version=1.8.2
https://www.stunnel.org/
https://github.com/opencoff/go-tunnel

o BR/IKITHXTXHRBERNET
o MEBIE

o FE/MZ—ASSLIEHOMMLEIERE

©0 netstat -pantu

0x06 Socksp¥id

e frp
e earthworm
e shadowsocks

socksMXBRIERFEIFE S, EXRALLEIHICKHAITE S, MRLTLIRELIMEE socks HINBERS, BARTUE
BUE—T

ssh B9 -D B2 2FE A T socksLIE
o 1Y
o FBELZLRERHRBMMNOMN, FAtcpdump MEEBAwireshark E3 bR, ERTEEHBEX

]

o HiZ

o ps afjx

o XHE &HEXMH

o BR/IKITHXTXAEHRNET
o XHRE (BEXH)

o BR/IKITHXTFXHARBERNET

o MLKIEE
© netstat -pantu BEELIFERHNROER
o 1T

o EREEFEMAMEMENKTITAH
0x07 Wi-Fi or Bluetooth %8

® Ghost Tunnel
B2 Ghost Tunnel: ERTIRBMBHIWIFiFaRkEHEIEE - FreeBufER 2T TA
M7 IE:
MBFAEWELEPALI, —REZLRENARZRFI2RMXMIERHAIBERN, FIUXERIGEEE THEXBNEHEILE, ]
REAMBUENAERES
Wi-Fi
o REMRMRIZENEMER
© iwconfig wlan0 mode monitor  (wlanOJIM-F#EO&R)
MRHITERY, BILSEIBM Rdownt®, B#TIRE, BupieX
ifconfig wlan0 down
iwconfig wlan0 mode monitor

ifconfig wlan0 up
e wireshark #ll 802.11K98
o Xt Wi-Fi INEIRE#H TN, BREFEREHES


https://github.com/JcQSteven/GhostTunnel
https://www.freebuf.com/wireless/171108.html

EERINEIIZNT:

© ()
J

STA AP

P (1) Beacon (Broadcast SSID)
(2) Probe Request
> Ghost Tunnel Connection
(3) Probe Response
-
(4) Authentication Request
=
(5) Authentication Response
-
(6) Association Request
-
(7) Association Response
-
WiFi Connection Established
< <

£#E Ghost Tunnel: ERFREMZHWIFFRIREEIEE - FreeBufRK LTI~

Bluetooth
BN —RR AT R, FSEHRHITINEES EMMGETIEL
AILUERA WireShark #{TIEF HIBE 0, AEIUSE

Bluetooth - Wiki - Wireshark Foundation / wireshark - GitLab

Wi-Fi #1 Bluetooth FUBSEXNZHREEEEER, FILESRNE—THE, FERBRXHAEFMWI-Fi


https://www.freebuf.com/wireless/171108.html
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/Bluetooth

&Gk

EEMESFMEEHLERBHNSE, HERE—RE, TERAEUTNANAE
Ox01 RETAEXR

e chkrootkit

e clamav

e Unhide

e Rootkit Hunter

0x02 history 8
LT =ME Rhistory A58

o WEFTHIEERICHE, history -c Z#FE unset HISTORY HISTFILE HISTSAVE HISTZONE HISTORY HISTLOG;
export HISTFILE=/dev/null; export HISTSIZE=0; export HISTFILESIZE=0

e WIRssh FE T (l:l:ﬂl]ﬂf%q:'li‘ﬁ) ) LR ERZHAXPARAREANIIXHF, MRSBUERRITHHOSEIER

o MEMBLHIHF—ITHE, z—unvﬁjETA?&lE',i

0x03 it{H{ES
EBEHIR

e /etc/crontab

e /etc/cron.d/*

e /var/spool/cron/xxxx

e /etc/anacrontab (Redhat/Centos)

BEENRRERVImITARFHHIESXHEHEE, catfiSEFEE—LRIE, FIMBRLFTHE, ENENTFL, A
FRIMBERRSXE TUESE] | Linux EITRT

[ubuntu server 16.04 641i1] ERINITRIES

helper@ubuntu-64bit:~$ cat /etc/crontab

# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the " crontab'

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username fields,
# that none of the other crontabs do.

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

# m h dom mon dow user command
7 * *  root cd / & run-parts --report /etc/cron.hourly.

25 6 * * oot test -x /usr/sbin/anacron || C cd / && run-parts --report /etc/cron.daily )
47 6 * 7 root test -x /usr/sbin/anacron || € cd / && run-parts --report /etc/cron.weekly )
52 6 ERLE root test -x /usr/sbin/anacron || C cd / && run-parts --report /etc/cron.monthly )
#

helper@ubuntu-64bit:~$



http://www.chkrootkit.org/
https://www.clamav.net/
https://www.unhide-forensics.info/
http://rkhunter.sourceforge.net/
https://mp.weixin.qq.com/s/snJ80-Aiy9-XfFvJw380vg

helper@ubuntu-64bit:~$ cat /etc/cron.d/*

#

# cron.d/mdadm -- schedules periodic redundancy checks of MD devices
#

# Copyright © martin f. krafft <madduck@madduck.net>

# distributed under the terms of the Artistic Licence 2.0

#

# By default, run at 00:57 on every Sunday, but do nothing unless the day of

# the month is less than or equal to 7. Thus, only run on the first Sunday of

# each month. crontab(5) sucks, unfortunately, in this regard; therefore this

# hack (see #380425).

57 @ * * @ root if [ -x /usr/share/mdadm/checkarray ] && [ $(date +\%¥d) -le 7 1; then /usr/share/mdadm/checkarray --cron --all --idle --quiet; fi
SHELL=/bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

49 18 * * *  root test -x /etc/cron.daily/popularity-contest && /etc/cron.daily/popularity-contest --crond

helper@ubuntu-64bit:~$

helper@ubuntu-64bit:~$ sudo 1s -al /var/spool/cron/*
/var/spool/cron/atjobs:
total 12
drwxrwx--T 2 daemon daemon 4096 Apr 26 11:34 .
drwxr-xr-x 5 root root 4096 Apr 26 11:34 ..

1 daemon daemon 2 Apr 26 11:34 .

/var/spool/cron/atspool :

total 8

drwxrwx--T 2 daemon daemon 4096 Jan 15 2016 .
drwxr-xr-x 5 root root 4096 Apr 26 11:34 ..

/var/spool/cron/crontabs:

total 8

drwx-wx--T 2 root crontab 4096 Apr 6 2016 .

drwxr-xr-x 5 root root 4096 Apr 26 11:34 ..
helper@ubuntu-64bit:~$ sudo cat /var/spool/cron/atjobs/.SEQ
0

helper@ubuntu-64bit:~$

helper@ubuntu-64bit:~$ cat /etc/anacrontab

cat: /etc/anacrontab: No such file or directory
helper@ubuntu-64bit:~$

[Centos7 64i] ERIATRIESIER




[helper@centos-7 ~]$ sudo cat /etc/crontab
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

For details see man 4 crontabs

Example of job definition:
minute (@ - 59)
hour (0 - 23)
day of month (1 - 31)
month (1 - 12) OR jan,feb,mar,apr ...
.—---- day of week (@ - 6) (Sunday=0 or 7) OR sun,mon,tue,wed,thu,fri, sat
|
* user-name command to be executed

[helper@centos-7 ~1$ sudo cat /etc/cron.d/*

# Run the hourly jobs

SHELL=/bin/bash

PATH=/sbin:/bin:/usr/sbin:/usr/bin

MAILTO=root

@1 * * * * root run-parts /etc/cron.hourly

# Run system wide raid-check once a week on Sunday at lam by default
@ 1 * * Sun root /usr/sbin/raid-check

# Run system activity accounting tool every 10 minutes
*/10 * * * * root /usr/lib64/sa/sal 1 1

# @ * * * * poot /usr/lib64/sa/sal 600 6 &

# Generate a daily summary of process accounting at 23:53
53 23 * * * root /usr/lib64/sa/sa2 -A

[helper@centos-7 ~1$ sudo ls -al /var/spool/cron/.
SHE 0

2 root root 6 88 9 2019 .
drwxr-xr-x. 12 root root 140 95 17 2019 ..
[helper@centos-7 ~]1$




[helper@centos-7 ~]$ sudo cat /etc/anacrontab
# /etc/anacrontab: configuration file for anacron

# See anacron(8) and anacrontab(5) for details.

SHELL=/bin/sh

PATH=/sbin:/bin:/usr/sbin:/usr/bin

MAILTO=root

# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45

# the jobs will be started during the following hours only:
START_HOURS_RANGE=3-22

#period in days delay in minutes  job-identifier  command

1 5 cron.daily. nice run-parts /etc/cron.daily.

7 25 cron.weekly nice run-parts /etc/cron.weekly.
@monthly 45 cron.monthly nice run-parts /etc/cron.monthly:
[helper@centos-7 ~1$

EIMFAEERAUSRTEXREXE

https://mp.weixin.qg.com/s/snJ80-Aiy9-XfFvJIw380vg

0x04 kP E2
o FILMKF

o caf /etc/passwd

root@helper # cat

root:x:0:0:root: /root:/usr/bin/fish

daemon:x:1:1:daemon: /usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev: /usr/sbin/nologin

sync:x:4:65534:sync:/bin: /bin/sync

games:x:5:60:games: /usr/games:/usr/sbin/nologin
man:x:6:12:man: /var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news: /var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin: /usr/sbin/nologin
www-data:x:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd: /var/run/ircd: /usr/sbin/nologin
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-network:x:100:102:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve: /usr/sbin/nologin
syslog:x:102:106:: /home/syslog: /fusr/sbin/nologin
messagebus:x:103:107: : /nonexistent: /usr/sbin/nologin
_apt:x:1@4:65534: :/nonexistent: /usr/sbin/nologin
1xd:x:105:65534:: /var/lib/1xd/: /bin/false
uuidd:x:106:110:: /run/uuidd: /usr/sbin/nologin
dnsmasq:x:107:65534:dnsmasq, , ,:/var/lib/misc: /usr/sbin/nologin
landscape:x:108:112:: /var/lib/landscape: /usr/sbin/nologin
pollinate:x:109:1::/var/cache/pollinate: /bin/false
sshd:x:110:65534: :/run/sshd: /usr/sbin/nologin
helper:x:1000:1000: helper:/home/helper: /bin/bash
proftpd:x:111:65534:: /run/proftpd:/usr/sbin/nologin
ftp:x:112:113:ftp daemon,,,:/srv/ftp:/usr/sbin/nologin
mongodb:x:113:115:: /var/1lib/mongodb: /usr/sbin/nologin
postfix:x:114:116::/var/spool/postfix:/usr/sbin/nologin
mysql:x:115:118:MySQL Server,,,:/nonexistent:/bin/false
redis:x:116:119:: /var/lib/redis: /usr/sbin/nologin

root@helper #

RIS ENMISEXARBERSFERNIKS, EIfER nologin Bt ZFIAEIEAXFRAT,
X



https://mp.weixin.qq.com/s/snJ80-Aiy9-XfFvJw380vg

[ubuntu server 16.04 641iI] FiIAKS1ER (helper@IKBIENKS)

helper@ubuntu-64bit:~$ cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

www-data:x:33:33:waw-data: /var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody : x:65534:65534 :nobody : /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108: : /home/syslog:/bin/false
_apt:x:105:65534: : /nonexistent:/bin/false

1xd:x:106:65534: :/var/1lib/1xd/:/bin/false

messagebus :x:107:111: : /var/run/dbus:/bin/false
uuidd:x:108:112::/run/uuidd:/bin/false
dnsmasq:x:109:65534:dnsmasq, , , :/var/lib/misc:/bin/false
sshd:x:110:65534: : /var/run/sshd:/usr/sbin/nologin
helper:x:1000:1000:helper, , , :/home/helper:/bin/bash

bin
sys
sync
games
man

1p
mail
news
uucp
proxy
www-data
backup
list
irc
gnats
nobody

systemd-timesync

systemd-network
systemd-resolve
systemd-bus-proxy
syslog

_apt

1xd

messagebus

uuidd

dnsmasq

sshd




[Centos 7] BRINKSIER (helper@FKEIZNWKS)

[helper@centos-7 ~]$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash

:bin:/bin:/sbin/nologin

:2:daemon:/sbin:/sbin/nologin

4:adm:/var/adm:/sbin/nologin

1p:x:4:7:1p:/var/spool/lpd:/sbin/nologin
Sync:x: :sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
operator:x:11:@:operator:/root:/sbin/nologin
games :x:12:100: games: /usr/games:/sbin/nologin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody: /:/sbin/nologin
systemd-network:x:192:192:systemd Network Management:/:/sbin/nologin
dbus:x:81:81:System message bus:/:/sbin/nologin
polkitd:x:999:998:User for polkitd:/:/sbin/nologin
sssd:x:998:996:User for sssd:/:/sbin/nologin
Libstoragemgmt:x:997:994:daemon account for libstoragemgmt:/var/run/lsm:/sbin/nologin
colord:x:996:993:User for colord:/var/lib/colord:/sbin/nologin
rpc:x:32:32:Rpcbind Daemon:/var/lib/rpcbind:/sbin/nologin
abrt:x:173:173: :/etc/abrt:/sbin/nologin
setroubleshoot:x:995:991: :/var/Lib/setroubleshoot:/sbin/nologin
rtkit:x:172:172:RealtimeKit:/proc:/sbin/nologin
chrony:x:994:990: : /var/lib/chrony:/sbin/nologin
ntp:x:38:38: :/etc/ntp:/sbin/nologin
gluster:x:993:989:GlusterFS daemons:/run/gluster:/sbin/nologin
unbound:x:992:988:Unbound DNS resolver:/etc/unbound:/sbin/nologin
tss:x:59:59:Account used by the trousers package to sandbox the tcsd daemon:/dev/null:/sbin/nologin
usbmuxd:x:113:113:usbmuxd user:/:/sbin/nologin
geoclue:x:991:987:User for geoclue:/var/lib/geoclue:/sbin/nologin
pulse:x:171:171:PulseAudio System Daemon:/var/run/pulse:/sbin/nologin
gdm:x:42:42: :/var/1ib/gdm:/sbin/nologin
saned:x:990:984:SANE scanner daemon user:/usr/share/sane:/sbin/nologin
rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534: Anonymous NFS User:/var/lib/nfs:/sbin/nologin
gnome-initial-setup:x:989:983::/run/gnome-initial-setup/:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
avahi:x:70:70:Avahi mDNS/DNS-SD Stack:/var/run/avahi-daemon:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/sbin/nologin
tepdump:x:72:72::/:/sbin/nologin
helper:x:1000:1000:helper:/home/helper:/bin/bash

bin
daemon
adm

1p

sync
shutdown
halt
mail
operator
games
ftp
nobody
systemd-network

dbus

polkitd

sssd
libstoragemgmt
colord

rpc

abrt
setroubleshoot
rtkit

chrony

ntp

gluster
unbound

tss

usbmuxd




0x05 451U
awk -F: '$3==0 {print $1}' /etc/passwd
[ubuntu server 16.04 641i1] ZRiATE

helper@ubuntu-64bit:~$ awk -F: '$3==0 {print $1}' /etc/passwd
root
helper@ubuntu-64bit:~$

[Centos7 641i1] BAIANIER

[helper@centos-7 ~]$ awk -F: '$3==0 {print $1}' /etc/passwd
root

[helper@centos-7 ~]$

o0x06 ERER

o wERHABERALKNAFER

e who ERAFZHEWLEERAR

e lost -awF ETRFIEERER

e users HFIERMKF

o lastlog ETFMBERAFRE—RNERER

BE https://www.jianshu.com/p/05926453654c

0x07 $FHIPR ¥

e SUID

o find / -perm /4000
e GUID

o find / -perm /2000
e SUIDZEGUID

o find / -perm /6000

[ubuntu server 16.04 641i1] ERINER



https://www.jianshu.com/p/05926453654c

helper@ubuntu-64bit:~$ sudo find / -perm /4000

find: ‘/proc/29540/task/29540/fd/6’: No such file or directory.
find: ‘/proc/29540/task/29540/fdinfo/6’: No such file or directory.
find: ‘/proc/29540/fd/5’: No such file or directory
find: ¢/proc/29540/fdinfo/5’: No such file or directory.
/bin/ping

/bin/mount

/bin/fusermount

/bin/ping6

/bin/su

/bin/umount

/usr/lib/openssh/ssh-keysign
/usr/1lib/x86_64-11inux-gnu/lxc/lxc-user-nic
/usr/lib/snapd/snap-confine
/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper-1
/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
/usr/bin/chfn

/usr/bin/newgidmap

/usr/bin/at

/usr/bin/newuidmap

/usr/bin/passwd

/usr/bin/chsh

/usr/bin/gpasswd

/usr/bin/sudo

/usr/bin/pkexec

/usr/bin/newgrp
helper@ubuntu-64bit:~$

helper@ubuntu-64bit:~$ sudo find / -perm /2000
/var/cache/man

/var/local

/var/mail

find: ‘/proc/30008/task/30008/fd/6’: No such file or directory
find: ‘/proc/30008/task/30008/fdinfo/6’: No such file or directory
find: ‘/proc/30008/fd/5’: No such file or directory.
find: ‘/proc/30008/fdinfo/5’: No such file or directory:
/sbin/unix_chkpwd

/sbin/pam_extrausers_chkpwd

/run/log/journal
/run/log/journal/8a877d13c7d5f293f8bfb222608634c4
/usr/local/lib/python3.5
/usr/local/lib/python3.5/dist-packages
/usr/local/share/sgml

/usr/local/share/sgml/dtd
/usr/local/share/sgml/misc
/usr/local/share/sgml/declaration
/usr/local/share/sgml/stylesheet
/usr/local/share/sgml/entities

/usr/local/share/xmlL

/usr/local/share/xml/misc
/usr/local/share/xml/schema
/usr/local/share/xml/declaration
/usr/local/share/xml/entities
/usr/1ib/x86_64-11inux-gnu/utempter/utempter
/usr/bin/crontab

/usr/bin/at

/usr/bin/screen

/usr/bin/chage

/usr/bin/wall

/usr/bin/expiry

/usr/bin/ssh-agent

/usr/bin/bsd-write

/usr/bin/mlocate

helper@ubuntu-64bit:~$




helper@ubuntu-64bit:~$ sudo find / -perm /6000
/var/cache/man

/var/local

/var/mail

find: ¢/proc/1207/task/1207/fd/6’: No such file or directory.
find: ¢/proc/1207/task/1207/fdinfo/6’: No such file or directory
find: ‘/proc/1207/fd/5’: No such file or directory
find: ‘/proc/1207/fdinfo/5’: No such file or directory.
/sbin/unix_chkpwd

/sbin/pam_extrausers_chkpwd

/bin/ping

/bin/mount

/bin/fusermount

/bin/ping6

/bin/su

/bin/umount

/run/log/journal
/run/log/journal/8a877d13c7d5f293f8bfb222608634c4
/usr/local/1lib/python3.5
/usr/local/lib/python3.5/dist-packages
/usr/local/share/sgml

/usr/local/share/sgml/dtd
/usr/local/share/sgml/misc
/usr/local/share/sgml/declaration
/usr/local/share/sgml/stylesheet
/usr/local/share/sgml/entities
/usr/local/share/xml

/usr/local/share/xml/misc
/usr/local/share/xml/schema
/usr/local/share/xml/declaration
/usr/local/share/xml/entities
/usr/1lib/openssh/ssh-keysign
/usr/1ib/x86_64-1inux-gnu/1xc/1lxc-user-nic
/usr/1ib/x86_64-1inux-gnu/utempter/utempter
/usr/1ib/snapd/snap-confine
/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper-1

/usr/lib/eject/dmcrypt-get-device
/usr/lib/policykit-1/polkit-agent-helper-1
/usr/1lib/dbus-1.0/dbus-daemon-launch-helper
/usr/bin/chfn

/usr/bin/crontab
/usr/bin/newgidmap

/usr/bin/at

/usr/bin/newuidmap
/usr/bin/passwd

/usr/bin/screen

/usr/bin/chsh

/usr/bin/gpasswd

/usr/bin/chage

/usr/bin/wall

/usr/bin/expiry

/usr/bin/sudo

/usr/bin/ssh-agent
/usr/bin/pkexec

/usr/bin/newgrp
/usr/bin/bsd-write
/usr/bin/mlocate
helper@ubuntu-64bit:~$

[Centos7 641i1] BRINIBR




[helper@centos-7 ~]$ sudo find / -perm /4000

find: ¢/proc/4793/task/4793/fd/5’: &8 ALk B F
find: ¢/proc/4793/task/4793/fdinfo/5’: ;& B BN X 2k B &
find: ¢/proc/4793/fd/6’: & B WA X4 B F

find: ¢/proc/4793/fdinfo/6’: i&H X 2k B &

find: ¢/run/user/1000/gvfs’: PR A6

/usr/bin/chfn

/usr/bin/Xorg

/usr/bin/chsh

/usr/bin/at

/usr/bin/crontab

/usr/bin/chage

/usr/bin/fusermount

/usr/bin/ksu

/usr/bin/gpasswd

/usr/bin/newgrp

/usr/bin/mount

/usr/bin/passwd

/usr/bin/pkexec

/usr/bin/su

/usr/bin/sudo

/usr/bin/staprun

/usr/bin/umount
/usr/1lib/polkit-1/polkit-agent-helper-1
/usr/libexec/dbus-1/dbus-daemon-launch-helper
/usr/libexec/spice-gtk-x86_64/spice-client-glib-usb-acl-helper
/usr/libexec/sssd/krb5_child
/usr/libexec/sssd/ldap_child
/usr/libexec/sssd/proxy_child
/usr/libexec/sssd/selinux_child
/usr/libexec/abrt-action-install-debuginfo-to-abrt-cache
/usr/libexec/flatpak-bwrap

/usr/sbin/mount.nfs

/usr/sbin/pam_timestamp_check

/usr/sbin/unix_chkpwd

/usr/sbin/userhelper

/usr/sbin/usernetctl

[helper@centos-7 ~]$

[helper@centos-7 ~]$ sudo find / -perm /2000

find: ¢/proc/4850/task/4850/fd/5’: && BN Xk B F
find: ¢/proc/4850/task/4850/fdinfo/5’: & A& BB F
find: ¢/proc/4850/fd/6’: &%& M Xk B X

find: ¢/proc/4850/fdinfo/6’: &% A X2 B &

find: ¢/run/user/1000/gvfs’: X PR3
/run/log/journal
/run/log/journal/73c9d059d4ba8941a5be94c15aa86fbb
/usr/bin/cgclassify

/usr/bin/cgexec

/usr/bin/locate

/usr/bin/ssh-agent

/usr/bin/wall

/usr/bin/write

/usr/1ib64/vte-2.91/gnome-pty-helper
/usr/libexec/openssh/ssh-keysign
/usr/libexec/utempter/utempter
/usr/libexec/abrt-action-install-debuginfo-to-abrt-cache
/usr/sbin/netreport

/usr/sbin/lockdev

/usr/sbin/postdrop

/usr/sbin/postqueue

[helper@centos-7 ~]$




[helper@centos-7 ~1$ sudo find / -perm /6000 2>/dev/null
/run/log/journal
/run/log/journal/73c9d059d4ba8941a5be94c15aa86fbb.
/usr/bin/chfn

/usr/bin/Xorg

/usr/bin/chsh

/usr/bin/at

/usr/bin/crontab

/usr/bin/cgclassify

/usr/bin/cgexec

/usr/bin/chage

/usr/bin/fusermount

/usr/bin/ksu

/usr/bin/gpasswd

/usr/bin/locate

/usr/bin/newgrp

/usr/bin/mount

/usr/bin/passwd

/usr/bin/pkexec

/usr/bin/su

/usr/bin/sudo

/usr/bin/ssh-agent

/usr/bin/staprun

/usr/bin/umount

/usr/bin/wall

/usr/bin/write
/usr/1lib/polkit-1/polkit-agent-helper-1
/usr/1ib64/vte-2.91/gnome-pty-helper
/usr/libexec/dbus-1/dbus-daemon-Llaunch-helper:
/usr/libexec/openssh/ssh-keysign
/usr/libexec/spice-gtk-x86_64/spice-client-glib-usb-acl-helper
/usr/libexec/sssd/krb5_child
/usr/libexec/sssd/ldap_child
/usr/libexec/sssd/proxy_child
/usr/libexec/sssd/selinux_child
/usr/libexec/utempter/utempter
/usr/libexec/abrt-action-install-debuginfo-to-abrt-cache
/usr/libexec/flatpak-bwrap
/usr/sbin/netreport

/usr/sbin/mount.nfs

/usr/sbin/lockdev
/usr/sbin/pam_timestamp_check
/usr/sbin/postdrop

/usr/sbin/postqueue

/usr/sbin/unix_chkpwd

/usr/sbin/userhelper

/usr/sbin/usernetctl

[helper@centos-7 ~]$

0x08 T HEEELNF

LD_PRELOAD

© echo $LD_PRELOAD
/etc/ld.so.conf

LD_LIBRARY_PATH

© echo $LD_LIBRARY PATH
/etc/Id.so.preload

[ubuntu server 16.04 641i[] 2

helper@ubuntu-64bit:~$ echo $LD_PRELOAD

helper@ubuntu-64bit:~$ cat /etc/1d.so.conf
include /etc/1d.so.conf.d/*.conf

helper@ubuntu-64bit:~$ cat /etc/ld.so.conf.d/*
# libc default configuration

/usr/local/lib

# Multiarch support

/1ib/x86_64-11inux-gnu
/usr/1ib/x86_64-1inux-gnu
helper@ubuntu-64bit:~$ echo $LD_LIBRARY_PATH

helper@ubuntu-64bit:~$




helper@ubuntu-64bit:~$ cat /etc/ld.so.preload
cat: /etc/ld.so.preload: No such file or directory

helper@ubuntu-64bit:~$

[Centos7 641i1] BRINIBR

[helper@centos-7 ~]$ echo $LD_PRELOAD

[helper@centos-7 ~]$ cat /etc/ld.so.conf

include 1d.so.conf.d/*.conf

[helper@centos-7 ~]$ cat /etc/ld.so.conf.d/*
/usr/1ib64//bind9-export/

/usr/1ib64/dyninst

# Placeholder file, no vDSO hwcap entries used in this kernel.
/usr/1ib64/mysql

[helper@centos-7 ~]$ echo $LD_LIBRARY_PATH

[helper@centos-7 ~]$

[helper@centos-7 ~]$ cat /etc/ld.so.preload
cat: /etc/1d.so.preload: && BN X430 B F
[helper@centos-7 ~]$

BfEasE
https://mp.weixin.qgq.com/s/7m0OeZ6DkSAFqzibN82gcMg

https://mp.weixin.qg.com/s/InMQaKOwns2mEIp5yF8dDw

0x09 BASHHEHS

bash
£ bash FIIA—1 8%, NREZIMERIES, bash BEIZE—EMNEERAKSH—NA1T, bash SpLHIERINF !

1. 3%, ERaliostEZRE<S

2. XBEF, g0if, for

3. BREK

4, HEMS, Wcd, pwd¥E

5. JMNEpap<, TEPATHERRHI K

BRI LIBE https://www.cnblogs.com/zhiminyu/p/14388997.html

RIE bash e LRI, RENERSERSRTHUEEXNXM, BRFLEI, XEFAITEIRIT, FRLOXESH
MREGIFNEIIXM, iRk

£ Centos LIRZABEGLEARBXHAHR, £ /usr/bin/ BRTHE, 7 Ubuntu FIEBERZ XM, XEXHHATEARR
EHIT bash AEHS

o BEENEDT
o compgen -b // FAEEMFERAE, (VXL RGSHERL


https://mp.weixin.qq.com/s/7mOeZ6DkSAFqzibN82qcMg
https://mp.weixin.qq.com/s/InMQaKOwns2mEIp5yF8dDw
https://www.cnblogs.com/zhiminyu/p/14388997.html

[helper@centos-linux--live-dvd- ~]$ compgen -b

help // FIhE L AL ERTTE

[helper@centos-linux--live-dvd- ~]$ help

GNU bash, k7 4.2.46(2)-release (x86_64-redhat-11inux-gnu)
XL shell BLEBAMEXN . HMA “help' MRE—1FIxK.
B “help ' UBIBEXHH ZM'NWEZEL .

M “info bash' X3IK/XTF shell NEZ—RMHERFES

A "man -k' 3 ‘info' RIEMAEIXRFHNGBIMEZELR .

BMBDNES () BREZDIHER.

job_spec [&] history [-c] [-d fr#&] [n] 3% history -anr
(&) if &<; then @< [ elif &< ; then &< ; 1..
. XttE (B8] jobs [-lnprs] [fE55AB ...]1 8¢ jobs -x < [ZH
: kill [-s E5/&MH | -n E5&RS | -E25H]
[&%... 1] let 28 [B#& ...]

[[ #EX 1] local [option] B [=E] ...

ubuntu 16.04 # Centos 7 BMAREHSE—HER, T

[

alias
bg

bind
break
builtin
caller
cd
command
compgen
complete
compopt
continue
declare
dirs
disown
echo
enable
eval
exec
exit
export
false
fc

fg
getopts
hash
help




history
jobs
kill
let
local
logout
mapfile
popd
printf
pushd
pwd
read
readarray
readonly
return
set
shift
shopt
source
suspend
test
times
trap
true
type
typeset
ulimit
umask
unalias
unset

wait

o FHRNEMLEBXM

compgen -b | grep -v -E "\.|\:" | while read line;do 1ls /usr/bin/$line 2>null ; done

ubuntu 16.04 E7ZFERMER

/usr/bin/[
/usr/bin/printf
/usr/bin/test

Centos 7 EFTERIRE XX 14

/usr/bin/|
/usr/bin/alias
/usr/bin/bg
/usr/bin/cd
/usr/bin/command
/usr/bin/echo
/usr/bin/false
/usr/bin/fc




/usr/bin/fg

/usr/bin/getopts

/usr/bin/jobs

/usr/bin/kill
/usr/bin/printf
/usr/bin/pwd
/usr/bin/read
/usr/bin/test
/usr/bin/true
/usr/bin/umask
/usr/bin/unalias

/usr/bin/wait

o NEMIHNXHRA
L cd s8$ A, Centos 7 # /usr/bin/cd RAIWTF:
[helper@centos-linux--live-dvd- ~]$ cat /usr/bin/cd
#1/bin/sh

builtin cd "$@"
[helper@centos-1linux--live-dvd- ~]$

XEFE—NEE, B—E0XMHEN /usr/bin/test F) ARG LEMAXH, MEMRERFRENRE, bashiRZAEIR
BIMAR, PRAXEBRITICHEAN Y, T#HEIXGUERERNE, dTWlT:

compgen -b | grep -v -E "\.|\:" | while read line;do result=$(ls /usr/bin/$line 2>null &&
file /usr/bin/$line);if [[ S$Sresult =~ "script" ]]; then echo "-—-—————————— " &&

echo /usr/bin/$line && cat /usr/bin/$line; fi ; done
ubuntu 16.04 NE &< N X EHREFIZSH)

helper@localhost:~$ compgen -b | grep -v. -E "\.I\:" | while read line;do result=$Cls /usr/bin/$li
" && echo /usr/bin/$line && cat /usr/bin/$line; fi ; done

helper@localhost:~$

ubuntu & B 242K F R XH
Centos7 NE <N X R BBl H)



[helper@centos-Linux--live-dvd- ~J$ compgen -b | grep -v -E "\.I\:" | while read Line;do result=S(ls /usr/bin/$line 2>null & file /usr/bin/$line);if [[ Sresult =— “script! 11; then echo "------ ———" 8& echo /usr/bin/$line & cat /usr/bin/Sline; fi ; done
Jusr/bin/alias
#1/bin/sh

builtin alias "$@"
/usr/bin/bg
#1/bin/sh

builtin bg "$e”
Jusr/bin/cd
#1/bin/sh

builtin cd "se"
/usr/bin/command
#1/bin/sh

builtin command “$e"
Jusr/bin/fc
#!/bin/sh

builtin fc 'se"
Jusr/bin/fg
#1/bin/sh

builtin fg "se"
/usr/bin/getopts
#1/bin/sh

builtin getopts "$e"
Jusr/bin/jobs
#!/bin/sh

builtin jobs "$e"
/usr/bin/read
#1/bin/sh

builtin read "$@"
/usr/bin/unask
#1/bin/sh

builtin unask "$e”
/usr/bin/unalias
#1/bin/sh

builtin unalias “$e"
/usr/bin/wait
#1/bin/sh

builtin wait "$e"
[helper@centos-Linux--live-dvd- ~J$

Centos 7 BRIAZRTEE U TLANE B AR 245 S5

/usr/bin/alias
/usr/bin/bg
/usr/bin/cd
/usr/bin/command
/usr/bin/fc
/usr/bin/fg
/usr/bin/getopts
/usr/bin/jobs
/usr/bin/read
/usr/bin/umask
/usr/bin/unalias

/usr/bin/wait

AT HERKER, BXHAEHMLL

/usr/bin/alias
#!/bin/sh

builtin alias "$@"

/usr/bin/bg
#!/bin/sh
builtin bg "s$@"

/usr/bin/cd
#!/bin/sh
builtin cd "s@"

/usr/bin/command
#!/bin/sh

builtin command "S$@"




/usr/bin/fc
#!/bin/sh
builtin fc "s@"

/usr/bin/fg
#!/bin/sh
builtin fg "S$@"

/usr/bin/getopts
#!/bin/sh
builtin getopts "S@"

/usr/bin/jobs

#1/bin/sh
builtin jobs "S$@"

/usr/bin/read
#!/bin/sh
builtin read "S$@"

/usr/bin/umask
#1/bin/sh

builtin umask "$@"

/usr/bin/unalias
#!/bin/sh

builtin unalias "s$@"

/usr/bin/wait
#!/bin/sh
builtin wait "$@"

Ox10 BASH &%k

bash
£ bash HIIAN— 1%, MNREZNERIES, bash BERB—EMNERREESH— 1T, bash SrLHIERINF !

1. 3%, FEHaliastIEMNH<
2. XE=F, f0if, for

3. K

4. REMZ, Wcd, pwdHE

5. JMEBERS, TEPATHERRARIHK

FHRUSE
RFEEIIAMIRE T —ERE, FILUET declare spK#HITES

® declare -f

BEEFBRHBHIREEXAR


https://www.cnblogs.com/zhiminyu/p/14388997.html

RELRK, WIRIEMLLRFG, TRUSENEITRESRTH

[ubuntu server 16.04 641i1] ERIAIE’

__expand_tilde by ref ()
{
if [[ ${!1} == \~* ]]; then
if [[ ${!1} == */* ]]; then
eval $1="${!11/8\/*}"/ '${11#*/}";
ellise
eval $1="${!1}";
fi;

}
__get _cword at cursor_ by ref ()
{
local cword words=();
___reassemble comp words by ref "$1" words cword;
local i cur index=$COMP_POINT lead=${COMP_ LINE:0:$COMP_POINT};
if [[ $Sindex -gt 0 && ( -n Slead && -n ${lead//[[:space:]1} ) 11; then
cur=$COMP_LINE;
for ((i = 0; i <= cword; ++i ))
do
while [[ ${#cur} -ge S${#words[i]} && "S${cur:0:${#words[i]}}" != "${words[i]}"

cur="${cur:1}";
((index--));
done;
if [[ $1i -1t Scword ]]; then
local old size=${#cur};
cur="${cur#"${words[i]}"}";
local new size=${#cur};
index=
i
done;
[[ -n $Scur && ! -n ${cur//[[:space:]]} 1] && cur=;
[[ $index -1t 0 ]] && index=0;
1Bal o
local "$2" "$3" "$4" && upvars -a${#words[@]} $2 "${words[@]}" -v $3 "Scword" -v $4
"${cur:0:$index}"
¥
__git eread ()
{
local f="$1";
shift;
test -r "S$f" && read "S$@" < "Sf"
}
__git psl ()
{
local exit=$?;
local pcmode=no;
local detached=no;

local pslpc_start='\u@\h:\w ';

11;




local pslpc_end='\$
local printf format='
case "S$#" in
2 | 3)

pcmode=yes;

pslpc start="$1";

pslpc _end="$2";

printf format="${3:-$printf format}";

PS1="$pslpc start$Spslpc end"

1)
printf format="${l:-$printf format}"

return S$exit
i
esac;

local psl_ expanded=yes;

[ -z "$ZSH VERSION" ] || [[ -o PROMPT SUBST ]] || psl_expanded=no;

[ -z "SBASH VERSION" ] || shopt -qg promptvars || psl expanded=no;
local repo info rev_parse exit code;

repo_info="

rev_parse exit code="$?";
if [ -z "$repo info" ]; then
return Sexit;
fi;
local short sha;
if [ "Srev_parse exit code" = "0" ]; then

short sha="${repo info##*

repo_info="§${repo info%

local inside worktree="${repo info##*
repo_info="${repo info%
local bare repo="${repo info##*
repo info="${repo info%
local inside gitdir="${repo info##*
local g="${repo info%
[ "true" = "$inside_worktree" ] && [ -n "${GIT_PS1_HIDE_ IF_PWD_ IGNORED-}" ] && [ "
" 1= "false" ] && git check-ignore -q .; then
return S$exit;

fi;

nn

local r="";

local b="";




local step="";
local total="";
if [ -d "$g/rebase-merge" ]; then
~_git eread "Sg/rebase-merge/head-name" b;
~_git eread "$Sg/rebase-merge/msgnum" step;
__git eread "$g/rebase-merge/end" total;
if [ -f "Sg/rebase-merge/interactive" ]; then
r="|REBASE-i";
else
r="|REBASE-m";
fi;
else
if [ -d "$Sg/rebase-apply" ]; then
__git eread "$g/rebase-apply/next" step;
__git eread "S$g/rebase-apply/last" total;
if [ -f "$Sg/rebase-apply/rebasing" ]; then

__git eread "$g/rebase-apply/head-name" b;

r="|REBASE";
else
if [ -f "Sg/rebase-apply/applying" ]; then
r="|AM";
else
r="|AM/REBASE" ;
1al)
el g
else
if [ -f "$g/MERGE_HEAD" ]; then
r="|MERGING";
else
if [ -f "$g/CHERRY PICK HEAD" ]; then
r="|CHERRY—PICKING";
else
if [ -f "$g/REVERT HEAD" ]; then
r="|REVERTING";
else
if [ -f "$g/BISECT LOG" ]; then
r="|BISECTING";
£i,
184l -
ity
fi;
fi;
"$b" ]; then

"$Sg/HEAD" ]; then

else
local head="";
if ! _ git eread "$g/HEAD" head; then
return $exit;

fi;




b="${head#ref: }";
if [ "Shead" = "$b" ]; then
detached=yes;
b="
case "${GIT PS1 DESCRIBE STYLE-}" in
(contains)
git describe --contains HEAD ;;
(branch)
git describe --contains --all HEAD ;;
(describe)
git describe
(* | default)
git describe --tags --exact-match HEAD
esac 2>/dev/null)" || b="$short_sha...";
b="($b)";

£ils

if [ -n "$step" ] && [ -n "$total" ]; then
r="$r S$step/S$total";

fi;

local w="";

—nn

local i ’

—nn

local s g

—_nn

local u g

local c o
local p="";
if [ "true" = "$inside gitdir" ]; then
if [ "true" = "S$bare repo" ]; then
c="BARE:";
else
b="GIT DIR!";
1gal -

= "$inside worktree" ]; then
"${GIT PS1 SHOWDIRTYSTATE-}"
" 1= "false" ]; then
git diff --no-ext-diff --quiet || w="*";
git diff --no-ext-diff --cached --quiet || i="+";
if [ -z "$short sha" ] && [ -z "$i" ]; then
i="#";
f£fi,

i

if [ -n "${GIT PS1 SHOWSTASHSTATE-}" ] && git rev-parse --verify --quiet refs/stash
> /dev/null; then

s="$";

fi;
if [ -n "${GIT PS1 SHOWUNTRACKEDFILES-}" ] && [ "
" 1= "false" ] && git ls-files --others --exclude-standard --directory
--no-empty-directory --error-unmatch -- ':/*' > /dev/null 2> /dev/null; then

u="%${ZSH_VERSION+%}";




i
if [ -n "${GIT_PSl_SHOWUPSTREAM—}" 1; then
__git psl_show_upstream;
f£fi:
18al o
Pl g
local z="${GIT_PSl_STATESEPARATOR— SR P
if [ $pcmode = yes ] && [ -n "${GIT PS1 SHOWCOLORHINTS-}" ]; then
__git psl colorize gitstring;
184l o
b=$ {b##refs/heads/};
if [ $pcmode = yes ] && [ $psl expanded = yes ]; then
__git psl branch name=$b;
b="\${_git_psl_branch_name}";
184l o
local f="$w$is$s$u";
local gitstring="$cS$bS${f:+$zS$£f}Srs$p";
if [ $Spcmode = yes ]; then
if [ "${ git printf supports v-}" != yes ]; then
gitstring= Sprintf format $gitstring");
else

printf -v gitstring -- "$printf format" "$gitstring";
£fi,
PS1l="S$Spslpc start$Sgitstring$pslpc end";
else
printf -- "S$printf format" "S$gitstring";
fi;
return Sexit
}
__git psl colorize gitstring ()
{
if [[ -n ${ZSH_VERSION—} 11; then
local c_red='%$F{red}';
local c_green='8F{green}';
local c_lblue='%F{blue}';

local c_clear='%f';

local c _red='\[\e[31m\]"';
local c_green='\[\e[32m\]"';
local c_lblue='\[\e[1l;34m\]";

local c_clear='\[\e[Om\]"';

fi;
local bad color=$c_red;
local ok color=$c_green;
local flags color="$c lblue";
local branch_color="";
if [ Sdetached = no ]; then
branch color="$ok color";
else
branch color="$bad color";
fi;

c="$branch colors$c";




}

z="$c clears$z";

if [ "Sw" = "*" ]; then
w="$bad colors$w";

£fi,

if [ -n "$i" ]; then
i="$ok colors$i";

fi;

if [ -n "$s" ]; then
s="$flags color$s";

184l o

if [ -n "$u" ]; then
u="$bad colorsu";

fi;

r="$c _clearS$r"

__git psl show upstream ()

{

local key value;

local svn_remote svn_url pattern count nj;

nn nn nn

local upstream=git legacy= verbose= name="";
svn_remote=();

local output="

2>/dev/null | tr ' "

while read -r key value; do
case "S$key" in
bash.showupstream)
GIT PS1 SHOWUPSTREAM="$value";
if [[ -z "${GIT PS1 SHOWUPSTREAM}" ]]; then
p="";

return;

rr

svn-remote.*.url)

svn_remote[ ${#svn_remote[@]} ]1="$value";

svn_url pattern="$svn url pattern\\|Svalue";
upstream=svn+git
esac;
done <<< "Soutput";
for option in ${GIT PS1 SHOWUPSTREAM};
do

case "Soption" in

git | svn)

upstream="S$option"
verbose)

verbose=1
legacy)

legacy=1

name)




P
esac;
done;
case "Supstream" in
git)
upstream="@{upstream}"
T
svn*)
local -a svn_upstream;

svn_upstream=(

${svn_url pattern#?2?} ):

if [[ 0 -ne ${#svn upstream[@]} ]]; then
svn_upstream=${svn upstream[${#svn upstream[@]} - 2]};
svn_upstream=${svn_upstream%@*};
local n stop="${#svn remote[@]}";
for ((n=1; n <= n_stop; n++))
do
svn_upstream=${svn upstream#${svn _remote[$n]}};
done;
if [[ -z "$svn upstream" ]]; then
upstream=${GIT SVN ID:-git-svn};
else
upstream=${svn_ upstream#/};
igal g
cllEE
if [[ "svntgit" = "Supstream" ]]; then

upstream="@{upstream}";

-z "S$legacy" 1]; then
count=" Supstream
else

local commits;
if commits=" Supstream

local commit behind=0 ahead=0;

for commit in Scommits;

do

case "$Scommit" in
")

( (behind++))

( (ahead++))
v
esac;
done;
count="$behind $ahead";
else

count= 8




-z "$verbose" ]]; then
case "Scount" in

")

esac;

else

case "S$Scount" in

")

u+$ {count#0 }"

u-${count% O0}"

u+${count#* }-${count® *}"

-n "Scount" && -n "S$name" ]]; then
__git psl upstream name= Supstream
if [ $Spcmode = yes ] && |
p="$p \${ git psl upstream name}";

$psl expanded = yes ]; then

else
p="$p ${ git psl upstream name}";

unset git psl upstream name;

fi;




local i c=1 boot dir;
for ((c=1; c <= ${#COMP_WORDS[Q@]}; c++ ))
do
i="${COMP_WORDS[c]}";
case "$i" in
--boot-directory)
c= 7
i="${COMP_WORDS[c]}";
boot dir="${i##*=}";
break
esac;
done;
boot dir=${boot dir-/boot};
echo "${boot dir%/}/grub"

__grub get last option ()

local i;
for ((i=$COMP_CWORD-1; i > 0; i--
do
if [[ "${COMP_WORDS[i]}" == -*
echo "${COMP_WORDS[i]}";
break;

i

__grub _get options from help ()

local prog;

if [ $# -ge 1 ]; then
prog="$1";

else
prog="${COMP_WORDS[0]}";

1Bl g

local i IFsS=" "'

for i in
do
case $i in
__*)

echo "${i%=*}"

__grub get options from usage ()

local prog;
if [ $# -ge 1 ]; then
prog="§1";

else




prog="${COMP_WORDS[O0]}";
fi;

local i IFs=" "'

for i in
do
case $i in
N===\1)
i=§{i#[};

echo ${i%%?2(=*)]}

__grub list menuentries ()

local cur="${COMP_WORDS[COMP CWORD]}";

local config file= /grub.cfg;

if [ -f "$Sconfig file" ]; then
local IFS='

COMPREPLY=(
$config file
fi

__grub list modules ()

local grub dir=

local IFS='

COMPREPLY=(
while read -r tmp; do
[ -n $tmp ] && {
tmp=S$ { tmp##=*/}
printf '%s\n' ${tmp%.mod}

__grubcomp ()

local cur="${COMP_WORDS[COMP CWORD]}";
if [ $# -gt 2 ]; then
cur="$3";
fi;
case "S$Scur" in

__*:)

COMPREPLY= ()

local IFs=' '

${grub dir}/Scur




COMPREPLY=( ${1-}

}

__ltrim colon completions ()

[[ "$1" == *:* && "$COMP_WORDBREAKS" == *:* ]]; then

local colon word=${1%"S${1l##*:}"};

local i=${#COMPREPLY[*]};

while [[ -ge 0 ]1]; do
COMPREPLY[$1i]=${COMPREPLY[$i]#"$Scolon word"};

done;

}
___parse_options ()
{
local option option2 i IFS='
A
option=;
for i in $1;
do
case $i in
———%)
break
—=2%)
option=$i;

break

| option=$i

[[ -n $option ]]

esac;
done;
[[ -n Soption ]] || return 0;

IFS="'

if [[ $option =~ (\[((no|dont)-?)\]1). 1]1; then
option2=${option/"${BASH REMATCH[1]}"/};
option2=${option2%%[<{().[1*};

printf '%s\n' "${option2/=*/=}";
option=${option/"${BASH REMATCH[1]}"/"${BASH REMATCH[2]}"};
fi;
option=${option%%[<{()-[]1*};
printf '%s\n' "${option/=*/=}"
}

__reassemble comp words_by ref ()

{




local exclude i j line ref;
if [[ -n $1 ]1]; then
exclude="${1//["$COMP_WORDBREAKS]}";
£fi,
eval $3=$COMP_CWORD;
if [[ -n Sexclude ]]; then
line=$COMP LINE;
for ((i=0, j=0; i < ${#COMP_WORDS[@]}; i++, j++))
do
while [[ $i -gt 0 && ${COMP_WORDS[$i]} == +([$exclude]) ]]; do
[[ $line != [' ']1* 1] && (( J >= 2 )) && ((J--));
ref="$2[$j]1";
eval $2[$j1=\${!ref}\${COMP_WORDS[i]};

[[ $1 == $COMP CWORD ]] && eval $3=$7;
line=${line#*"${COMP_WORDS[S$i]}"};

[[ $line == [' '"]1* ]] && ((J++));

(( $1i < S{#COMP _WORDS[@]} - 1)) && ((i++)) || break 2;

done;
ref="$2[$3j1";
eval $2[$j1=\${!ref}\${COMP WORDS[i]};
line=${line#*"${COMP_WORDS[1]}"};
[[ $1 == SCOMP_CWORD ]] && eval $3=$j;
done;
[[ $i == $COMP_CWORD ]] && eval $3=$j;
else

eval $2=\( \"\${COMP WORDS[@]}\" \);

}
_allowed groups ()

{
if complete as root; then

local IFS='

COMPREPLY=(
else

local IFS='

COMPREPLY= (
) :

}

_allowed users ()

{
if complete as root; then

local IFS='

COMPREPLY=( ${1l:-$cur}
else

local IFS='

COMPREPLY=(
${1l:-Scur} )




_apport-bug ()
{

local cur dashoptions prev param;

COMPREPLY=() ;

cur= g

prev=${COMP_WORDS[COMP_ CWORD-1]};

dashoptions='-h --help --save -v --version --tag -w --window';

case "$prev" in

ubuntu-bug | apport-bug)
case "S$Scur" in
—%)
COMPREPLY=( $dashoptions

_apport parameterless

i

--save)
COMPREPLY=(

T

-w | --window)
dashoptions="--save --tag";

COMPREPLY=( $dashoptions

| --help | -v | --version | --tag)

return 0

dashoptions="--tag";
if ! [[ "${COMP_WORDS[*]}" =~ .*--save.* ]]; then
dashoptions="--save S$dashoptions";
i
if ! [[ "${COMP_WORDS[*]}" =~ .*--window.* || "${COMP_WORDS[*]}" =~ .*\

dashoptions="-w --window $dashoptions";
ki
case "Scur" in

_*)

COMPREPLY= ( S$dashoptions

__apport parameterless

}
_apport-cli ()

{




local cur dashoptions prev param;
COMPREPLY=( ) ;
cur= g
prev=${COMP_WORDS[COMP CWORD-1]};
dashoptions='-h --help -f --file-bug -u --update-bug -s --symptom \
-c --crash-file --save -v --version --tag -w —--window';
case "Sprev" in
apport-cli)
case "Scur" in
—%)

COMPREPLY=( $Sdashoptions

_apport parameterless

-f | --file-bug)
param="-P --pid -p --package -s --symptom";
COMPREPLY=( Sparam

-s | --symptom)
COMPREPLY=(

--save)

COMPREPLY=(

rrs

-c | --crash-file)

COMPREPLY= ( ${cur}

compgen -G "S${cur}*.crash" ))
-w | --window)
dashoptions="--save --tag";
COMPREPLY=( S$dashoptions
-h | --help | -v | --version | --tag)

return 0

dashoptions='--tag';

if ! [[ "${COMP_WORDS[*]}" =~ .*--save.* ]]; then
dashoptions="--save $dashoptions";

f£fi:

if ! [[ "${COMP WORDS[*]}" =~ .*--window.* || "${COMP_WORDS[*]}" =~ .*\

dashoptions="-w --window S$dashoptions"”;
fi;

if ! [[ "${COMP_WORDS[*]}" =~ .*--symptom.* || "${COMP_WORDS[*]}" =~ .*\

dashoptions="-s --symptom $dashoptions";

fi;




if ! [[ "${COMP WORDS[*]}" =~ .*--update.* || "${COMP_WORDS[*]}" =~ .*\ -u\

dashoptions="-u --update $dashoptions";
f£fi:

if ! [[ "${COMP WORDS[*]}" =~ .*--file-bug.* || "${COMP_WORDS[*]}" =~ .*\ —f\ .*

dashoptions="-f --file-bug $dashoptions"”;
fi;

if ! [[ "${COMP_WORDS[*]}" =~ .*-—crash-file.* || "${COMP_WORDS[*]}" =~ .*\ —c\ .*

dashoptions="-c --crash-file $dashoptions”;
fi;
case "Scur" in

—%)

COMPREPLY= ( Sdashoptions

_apport parameterless

}
_apport-collect ()
{
local cur prev;
COMPREPLY=() ;
cur= 7
prev=${COMP_WORDS[COMP CWORD-1]};
case "$prev" in
apport-collect)
COMPREPLY=(

rr

-p | --package)

COMPREPLY=(
--tagqg)

return 0

if [[ "${COMP_WORDS[*]}" =~ .*\ -p.* || "${COMP_WORDS[*]}" =~ .*--package.* ]];

COMPREPLY= ( Scur));
else

COMPREPLY=(

}
_apport-unpack ()
{

local cur prev;




COMPREPLY=( ) ;
cur= g
prev=${COMP_WORDS[COMP_ CWORD-1]};
case "$prev" in
apport-unpack)
COMPREPLY=( ${cur}

compgen -G "${cur}*.crash" ))

}
_apport parameterless ()
{

local param;

param="$dashoptions

${cur} i
COMPREPLY=(
}
_apport_ symptoms ()
{
local syms;
if [ -r /usr/share/apport/symptoms ]; then
for FILE in
do
[[ ! "$FILE" =~ " .* && -n
SFILE) ]]; then
syms="$syms S${FILES.py}";
f£fi;
done;
1Bl &
echo $syms
}
_available interfaces ()
{
local cmd PATH=$PATH:/sbin;
if [[ ${1l:-} == -w ]]; then
cmd="iwconfig";
else
if [[ ${1:-} == -a ]]; then
cmd="{ ifconfig || ip link show up; }";
else
cmd="{ ifconfig -a || ip link show; }";
£is
184l &
COMPREPLY=(
)i
COMPREPLY=( ${COMPREPLY[@]/%[[:punct:]]1/}

()

local cur prev words cword;

_init completion || return;




local IFS='

J ki

compopt -o filenames;

if [[ -z "${CDPATH:-}" || "$cur" == ?(.
_filedir -d;
return 0;

fi;

local -r mark dirs=

local -r mark symdirs=

for i in S${CDPATH//:/'

do
k="$ {#COMPREPLY[@]}";
for j in $i/Scur );

do

[[ ( -n $mark symdirs && -h $j || -n $mark dirs && ! -h $j ) && ! -d ${j#S$i/}

="
f£its
COMPREPLY [k++]=S$ {j#Si/};
done;
done;
_filedir -d;
if [[ ${#COMPREPLY[@]} -eq 1 ]]; then
i=${COMPREPLY[0]};
if [[ "$i" == "Scur" && $i = "x/"
COMPREPLY[O0]="S${i}/";
£i,
£,

}

_cd_devices ()

{
COMPREPLY+=( ${cur:-/dev/}

local offset i;
offset=1;
for ((i=1; i <= COMP_CWORD; i++ ))
do
if [[ "${COMP_WORDS[i]}" != -* ]];
offset=$i;
break;
fi;
done;
_command offset S$Soffset
}
_command_offset ()
{
local word offset=$1 i j;

for ((i=0; i < $word offset; i++ ))




j <= ${#COMP_LINE}; j++ ))

[[ "$COMP LINE" == "${COMP_ WORDS[i]}"* 1]
COMP_LINE=${COMP_ LINE:1};
((COMP_POINT--));
done;
COMP_LINE=${COMP_LINE#"${COMP_WORDS[i]}"};
( (COMP_POINT-=${#COMP_WORDS[i]}));
done;
for ((i=0; i <= COMP_CWORD - $word offset; i++ ))
do
COMP_WORDS[1i]=${COMP_WORDS[i+$word offset]};
done;
for ((i; i <= COMP_CWORD; i++ ))
do
unset COMP_WORDS[i];
done;
( (COMP_CWORD -= $word offset));
COMPREPLY=() ;
local cur;
_get_comp words_by ref cur;
if [[ SCOMP_CWORD -eq 0 ]]; then
local IFs='

compopt -o filenames;
COMPREPLY= ( Scur ) E
else
local cmd=${COMP WORDS[0]} compcmd=${COMP WORDS[0]};
local cspec= Scmd 5
if [[ ! -n $Scspec && $cmd == */* ]]; then
cspec= S{cmd##*/}
[[ -n Scspec ]] && compcmd=S${cmd##%*/};
1gal -
if [[ ! -n S$cspec ]]; then
compcmd=$ {cmd##*/ } ;

_completion loader $compcmd;

cspec= $compcmd
18al o
if [[ -n S$cspec ]]; then
if [[ ${cspec#* -F } != Scspec ]]; then
local func=${cspec#*-F };
func=${func%s%s *};
if [[ ${#COMP_WORDS[@]} -ge 2 ]]; then
S$func $cmd "${COMP_WORDS[${#COMP_ WORDS[@]}-1]}"
"${COMP_WORDS[ $ {#COMP_WORDS[@]}-21}";
else
$func $cmd "${COMP_ WORDS[${#COMP_WORDS[@]}-1]}";
18l o
local opt;
while [[ $cspec == *" -0 "* ]]; do

cspec=$ {cspec#*-o0 };




opt=${cspec%%s *};
compopt -o $opt;
cspec=$ {cspec#$opt};
done;
else
cspec=${cspec#complete};
cspec=${cspec%%$Scompcmd} ;
COMPREPLY= ( Scspec
f£fi;
else
if [[ ${#COMPREPLY[Q]} -eq O ]]; then
_minimal;
fi;
£

}
_complete as _root ()
{
[[ SEUID -eq 0 || -n ${root command:-} ]]
}
_completion loader ()
{
local compfile=./completions;
[[ $BASH SOURCE == */* ]] && compfile="${BASH SOURCE%/*}/completions";
compfile+="/${1##*/}";

[[ -f "Scompfile" ]] && . "S$Scompfile" &> /dev/null && return 124;

complete -F minimal "$1" && return 124
}
_configured interfaces ()
{
if [[ -f /etc/debian version ]]; then
COMPREPLY=(
Scur ) e
else
if [[ -f /etc/SuSE-release ]]; then
COMPREPLY=(

else
if [[ -f /etc/pld-release ]]; then
COMPREPLY=(

else

COMPREPLY=(

}
_count_args ()
{
local i cword words;

__reassemble comp words by ref "$1" words cword;




args=1;

for i in "${words[@]:l:cword-1}";

&& args= Sargs

¥
_cryptdisks ()
{
local tf;
tf=${TABFILE-"/etc/crypttab"};
COMPREPLY=( ${COMP_WORDS[COMP_ CWORD] }

}
_dvd devices ()
{
COMPREPLY+= ( ${cur:-/dev/}
}
_expand ()
{
[[ "Scur" == \~*/* ]]; then
eval cur=$cur 2> /dev/null;
else
if [[ "Scur" == \~* ]]; then
cur=${cur#\~};
COMPREPLY=( Scur )
[[ ${#COMPREPLY[@]} -eq 1 ]] && eval COMPREPLY[0]=${COMPREPLY[0]};
return ${#COMPREPLY[@]};

_file ()
{

local cur prev words cword;

_init completion || return;

case S$prev in
--help | -v | --version | -F | --separator)
return
-m | --magic-file | -f | --files-from)
_filedir;

return

| --exclude)
COMPREPLY=(
soft tar text tokens troff' -- "Scur" ));

return

[[ Scur == -* ]];
COMPREPLY= (

return;




_filedir ()
{
local i IFS='
xspec;

_tilde "Scur" || return 0;

local -a toks;

local quoted x tmp;

_quote readline by ref "$cur" quoted;

X= Squoted && while read -r tmp; do
toks+=("$tmp");

done <<< "$x";
[[ "$1" != -d ]]; then
xspec=${1l:+"1*.@($1|${1""})"};
X= $xspec Squoted && while read -r tmp; do

toks+=("$tmp");

done <<< "S$x";

183l &

[[ -n ${COMP_ FILEDIR FALLBACK:-} && -n "$1" && "$1" != -d && ${#toks[@]} -1t 1 ]] && x=

Squoted && while read -r tmp; do

toks+=("$tmp");

done <<< "S$x";

if [[ ${#toks[@]} -ne 0 ]]; then
compopt -o filenames 2> /dev/null;

COMPREPLY+=("${toks[@]}");

}
_filedir xspec ()
{
local cur prev words cword;

_init completion || return;

_tilde "S$Scur" || return 0;

local IFS='
xspec=${ xspecs[${1##*/}1} tmp;
local -a toks;
toks=(
compgen -d -- "
while read -r tmp; do
printf '$s\n' S$tmp
done
}
))i
eval xspec="${xspec}";
local matchop=!;
if [[ $xspec == !* ]]; then
xspec=${xspec#!};
matchop=@;
fi;
xspec="$matchop ($xspec|${xspec”"})";

toks+=(




eval compgen -f -X "!S$xspec" -- "\$(quote readline "\Scur")"

while read -r tmp; do
[[ -n Stmp ]] && printf '%s\n' S$tmp
done
}
))i
if [[ ${#toks[@]} -ne 0 ]1]; then
compopt -o filenames;

COMPREPLY=("${toks[@]}");

}
_fstypes ()

{
local fss;
[[ —e /proc/filesystems ]]; then
fss="

$NF

£ils
[[ -n $fss ]] && COMPREPLY+=(
}
_get comp words_by ref ()
{
local exclude flag i OPTIND=1;
local cur cword words=();
local upargs=() upvars=() vcur vcword vprev vwords;
while getopts "c:i:n:p:w:" flag "$@"; do

case $flag in

vcur=$OPTARG

veword=$SOPTARG

exclude=$SOPTARG

vprev=$OPTARG

vwords=$OPTARG

esac;

done;

while [[ $# -ge SOPTIND ]]; do
case ${!OPTIND} in




vcur=cur
T
prev)
vprev=prev
7
cword)
vceword=cword
T
words)

vwords=words

echo "bash: $FUNCNAME(): \ ${!OPTIND}': unknown argument" 1>&2;
return 1
esac;
let "OPTIND += 1";
done;
__get cword at cursor by ref "$exclude" words cword cur;
[[ =n Svcur ]] && {
upvars+=("Svcur");

upargs+=(-v $vcur "S$cur")

-n S$vcword ]] && {
upvars+=("S$vcword") ;

upargs+=(-v $vcword "$cword")

-n $vprev && S$cword -ge 1 ]] && {
upvars+=("S$vprev");

upargs+=(-v S$vprev "${words[cword - 1]}")

-n $Svwords ]] && {
upvars+=("S$vwords");
upargs+=(-a${#words[@]} S$vwords "${words[@]}")
}i
(( ${#upvars[@]} )) && local "${upvars[@]}" && _upvars "S${upargs[@]}

}

_get _cword ()

{
local LC_CTYPE=C;
local cword words;
___reassemble comp words by ref "$1" words cword;
if [[ -n ${2//["0-9]1/} 1]1; then

printf "%s" "${words[cword-$2]1}";
else
if [[ "${#words[cword]}" -eq O || "SCOMP_POINT" == "${#COMP_LINE}" ]]; then
printf "%s" "${words[cword]}";
else

local i;

local cur="$COMP_LINE";

local index="$COMP_ POINT";




for ((i = 0; i <= cword; ++i ))

do

while [[ "${#cur}" -ge ${#words[i]} && "S${cur:0:${#words[i]}}" != "${words[i]}"

cur="${cur:1}";
((index--));
done;
if [[ "$i" -1t "Scword" ]]; then
local old size="${#cur}";
cur="${cur#${words[i]}}";
local new size="${#cur}";
index=
fi;
done;
if [[ "${words[cword]:0:${#cur}}" !=

ng oM

printf "%s" "${words[cword]}";
else
printf "%s" "${cur:0:$index}";

f£its

}
_get first arg ()
{
local i;
arg=;
for ((i=1; i < COMP_CWORD; i++ ))
do
if [[ "${COMP_WORDS[i]}" != —-*
arg=${COMP_WORDS[1]};

break;

_get _pword ()
{
if [[ $COMP _CWORD -ge 1 ]]; then
_get cword "s${@:-}" 1;

}
_gids ()
{
if type getent &> /dev/null; then
COMPREPLY=(
else
if type perl &> /dev/null; then
COMPREPLY=(
Scur ) E
else
COMPREPLY=(

fi;




}

_grub editenv ()

{

}

local cur prev;

COMPREPLY=() ;

cur= 7
prev=${COMP_WORDS[COMP_CWORD-1]};

case "S$prev" in

create | list | set | unset)

COMPREPLY=("");
return
i
esac;

___grubcomp

create list set unset"

_grub install ()

{

}

local cur prev last split=false;
COMPREPLY=() ;
cur= 7
prev=${COMP_WORDS[COMP_ CWORD-1]};
last= B
_split longopt && split=true;
case "$prev" in
--boot-directory)
_filedir -d;
return
—--disk-module)
__grubcomp "biosdisk ata";
return
esac;
$split && return 0;
if [[ "Scur" == -* ]];
___grubcomp "
else
case "S$last" in
--modules)
__grub_list modules;
return
esac;

_filedir;

_grub_mkconfig ()

{

local cur prev;
COMPREPLY=() ;

cur=




"Scur" == -* ]];

___grubcomp

_filedir;

¥
_grub_mkfont ()
{
local cur;
COMPREPLY=() ;
cur= 5
[[ "Scur" == -* ]];

___grubcomp

_filedir;

}

_grub_mkimage ()

{
local cur prev split=false;
COMPREPLY=( ) ;
cur= g
prev=${COMP_WORDS[COMP_CWORD-1]};
_split longopt && split=true;

case "$prev" in

-d | --directory | -p | --prefix)

_filedir -d;
return
-0 | --format)
local prog=${COMP_WORDS[O0]};

___grubcomp $prog
$2
return
esac;
$split && return 0;
[[ "Scur" == -* ]]; then

___grubcomp

_filedir;

}
_grub_mkpasswd pbkdf2 ()
{
local cur;
COMPREPLY=() ;
cur= 7
if [[ "$cur" == -* ]];
___grubcomp "
else

_filedir;




_grub_mkrescue ()

{

}

local cur prev last;
COMPREPLY=() ;
cur= g
prev=${COMP_WORDS[COMP_ CWORD-1]};
last= B
if [[ "Scur" == -* ]1]; then
___grubcomp "
else
case "S$last" in
—-modules)
__grub list modules;
return
esac;

_filedir;

_grub_probe ()

{

}

local cur prev split=false;
COMPREPLY=( ) ;

cur= 7
prev=${COMP_WORDS[COMP_ CWORD-1]};
_split longopt && split=true;

case "$prev" in

-t | --target)

local prog=${COMP_WORDS[O0]};
___grubcomp "

$2

return

$prog

esac;
$split && return 0;
[[ "Scur" == -* ]]; then

___grubcomp

_filedir;

_grub_script check ()

{

local cur;

COMPREPLY=() ;

cur= 7

if [[ "Scur" == -* ]]; then
___grubcomp "

else

_filedir;




_grub_set entry ()
{
local cur prev split=false;
COMPREPLY=( ) ;
cur= 7
prev=${COMP_WORDS[COMP_ CWORD-1]};
_split longopt && split=true;
case "$prev" in
--boot-directory)
_filedir -d;
return
esac;
$split && return 0;
if [[ "$cur" == -* ]];

___grubcomp

__grub_list menuentries;

¥
_grub_setup ()

{
local cur prev split=false;
COMPREPLY=( ) ;
cur= 5
prev=${COMP_WORDS[COMP_ CWORD-1]};
_split longopt && split=true;

case "$prev" in

-d | --directory)
_filedir -d;

return
esac;
$split && return 0;
[[ "Scur" == -x ]];

___grubcomp

_filedir;

}

_have ()
{

PATH=SPATH: /usr/sbin:/sbin:/usr/local/sbin type $1 &> /dev/null
}
_init completion ()
{

local exclude= flag outx errx inx OPTIND=1;

while getopts "n:e:o:i:s" flag "$@"; do

case $flag in

n)




exclude+=$SOPTARG

errx=SOPTARG

outx=$OPTARG

inx=$OPTARG

split=false;
exclude+==
P
esac;

done;

COMPREPLY= () ;
local redir="@(2([0-9])<|2?([0-9&])>2(>)|>&)";

_get comp words by ref -n "S$exclude<>&" cur prev words cword;
_variables && return 1;
if [[ $cur == Sredir* || Sprev == $redir ]]; then
local xspec;
case S$Scur in
2'>"%)
xXspec=$Serrx
*‘>‘*)
xspec=$outx
*‘<‘*)

xspec=$inx

case $prev in

2'>"%)
Xspec=S$errx

I

*'>'*)
xXspec=$outx

i

*'<'*)

xspec=$inx

esac;
cur="${cur##Sredir}";
_filedir $xspec;
return 1;

fi;

local i skip;




for ((i=1; i < ${#words[@]}; 1))
do
if ${words[i]} == S$redir* ]]; then
[[ ${words[i]} == $redir ]] && skip=2 || skip=1;
words=("${words[@]:0:1}" "${words[@]:i+skip}");
[[ $1 -le Scword ]] && cword=
else
i=
£is
done;
[[ $Scword -1le 0 ]] && return 1;
prev=${words[cword-1]};
[[ -n ${split-} ]] && _split longopt && split=true;
return 0
}
_installed modules ()
{
COMPREPLY=(
$1 $1
}
_ip addresses ()
{
local PATH=S$PATH:/sbin;
COMPREPLY+=(

}

_kernel versions ()

{
COMPREPLY=(

}

_known hosts ()

{
local cur prev words cword;
_init completion -n : || return;
local options;

[[ "$1" == -a || "$2" == -a ]] && options=-a;

[[ "$1" == —c || "$2" == -c ]] && options+=" -c";

’

_known hosts real S$Soptions -- "S$cur"
}
_known hosts real ()
{

local configfile flag prefix;

local cur curd awkcur user suffix aliases i host;

local -a kh khd config;

local OPTIND=1;

while getopts "acF:p:" flag "$@"; do

case S$flag in
a)

aliases='yes'




configfile=$OPTARG

prefix=$OPTARG

esac;
done;
[[ $# -1t SOPTIND ]] && echo "error: $SFUNCNAME: missing mandatory argument CWORD";
cur=${!OPTIND};
let "OPTIND += 1";

[[ $# -ge SOPTIND ]] && echo "error: $SFUNCNAME("$Q@"): unprocessed arguments:"

$OPTIND ${!OPTIND} ;
[[ $Scur == *@* ]] && user=${cur%@*}@ && cur=${cur#*Q};
kh=();
if [[ -n $configfile ]]; then

[[ -r $configfile ]] && config+=("S$Sconfigfile");
else

for i in /etc/ssh/ssh config ~/.ssh/config ~/.ssh2/config;

do

[[ -r $1 ]] && config+=("$i");

done;
fi;
if [[ ${#config[@]} -gt 0 ]]; then

local OIFS=$IFS IFS='

local -a tmpkh;
tmpkh=(
S$S{config[@]}
IFS=S$0IFS;
for i in "${tmpkh[@]}";
do
while [[ $1i =~ “(["\"1%)\"(["\"1*)\"(.*)$ 1]; do
i=${BASH_REMATCH[1]}${BASH REMATCH[3]};
j=${BASH REMATCH[2]};
__expand tilde by ref j;
[[ -r $J 1] && kh+=("$3");
done;
for j in $i;
do
__expand tilde by ref j;
[[ -r $J 1] && kh+=("$3");
done;
done;
£i,
if [[ -z $configfile ]]; then
for i in /etc/ssh/ssh_known_hosts /etc/ssh/ssh_known hosts2 /etc/known hosts
/etc/known_hosts2 ~/.ssh/known_hosts ~/.ssh/known hosts2;

do




[[ -r $i ]] && kh+=("$i");
done;
for i in /etc/ssh2/knownhosts ~/.ssh2/hostkeys;
do
[[ -d $1i 1] && khd+=("$i"/*pub);
done;
fi;
if [[ ${#kh[@]} -gt O || S${#khd[@]} -gt 0 ]]; then
awkcur=${cur//\//\\\/};
awkcur=$ {awkcur//\./\\\.};
curd=S$awkcur;
if [[ "Sawkcur" == [0-9]*[.:]* ]]; then
awkcur=""$awkcur[.:]*";
else

if [[ "Sawkcur" == [0-9]* ]]; then

naA '

awkcur=""Sawkcur.*[.:]";
else
if [[ -z Sawkcur ]]; then
awkcur="[a-z.:]";
else

naA

awkcur=""Sawkcur";
fi;
f£fi;
£its
if [[ ${#kh[€]} -gt O ]]; then
COMPREPLY+=(
/"\s* [~ | \#1/ {
sub(""@[”~ 1+ +", ""); \
sub(" .*$", ""); \
for (i=1; i<=NF; ++i) { \
sub("*\\[", "", $i); sub("\\](:[0-9]+)2s", "",
if ($1i !~ /[*?]1/ && $i ~ /'"Sawkcur"'/) {print
11" "${kh[@]}" 2>/dev/null ));
1gal -
if [[ ${#khd[@]} -gt O ]]; then
for i in "${khd[@]}";
do
if [[ "$i" == *key 22 S$curd*.pub && -r "$i" ]]; then
host=${i/#*key 22 /};
host=${host/%.pub/};
COMPREPLY+=($host) ;
fi;
done;
184l o
for ((i=0; i < ${#COMPREPLY[@]}; i++ ))
do
COMPREPLY[i]=$prefixSuser${COMPREPLY[1i]}$suffix;
done;
184l o
if [[ ${#config[@]} -gt 0 && -n "S$aliases" ]]; then
local hosts=

S/ ${config[@]}




COMPREPLY+=( SprefixSuser Ssuffix Shosts

fi;
COMPREPLY+=(
Scur ) E
if [[ -n ${COMP_KNOWN HOSTS WITH HOSTFILE-1} ]]; then
COMPREPLY+=( SprefixSuser
fi;

__ltrim colon completions "S$prefixSuser$cur";
return 0
}
_longopt ()
{
local cur prev words cword split;
_init completion -s || return;
case "${prev,,}" in
--help | --usage | --version)
return 0
——*dir¥)
_filedir -d;

return 0

rr

--xfile* | --*path*)

_filedir;

return 0
-—+([-a-20-9_]))

local argtype= S

case ${argtype,,} in
*dirx)
_filedir -d;
return 0
*filex | *path¥)
_filedir;

return 0

esac;

$split && return 0;

if [[ "Scur" == -* ]1]; then
COMPREPLY=( $1

[[ SCOMPREPLY == *= ]] && compopt -o0 nospace;
else
if [[ "$1" == @(mk|rm)dir ]]; then
_filedir -d;
else

_filedir;




}

_mac_addresses ()

{
local re='\([A-Fa-£f0-9]1\{2\}:\)\{5\}[A-Fa-f0-9]1\{2\}";
local PATH="S$PATH:/sbin:/usr/sbin";

COMPREPLY+=(

)) i
COMPREPLY+= (

Sre

COMPREPLY+=(
)i
COMPREPLY= ( ${COMPREPLY[ @]}
__ltrim colon completions "$cur"
}
_minimal ()

{

local cur prev words cword split;

_init completion -s || return;

$split && return;
_filedir

local modpath;
modpath=/1ib/modules/$1;
COMPREPLY= ( $modpath
Scur )
}
_ncpus ()
{
local var=NPROCESSORS ONLN;
[[ $OSTYPE == *linux* ]] &&
local n= Svar
printf %s ${n:-1}
}
_parse_help ()
{
eval local cmd=
local line;
{
case $cmd in

-)




elulel " ${2:---help} 2>s&l
esac
while read -r line; do
[[ $line == *([ ' '])-* ]] || continue;
while [[ $line =~ (("|["-1)-[A-Za-20-9?][[:space:]]+)\[?2[A-Z0-9]+\]? ]]; do
line=${line/"${BASH REMATCH[0]}"/"${BASH REMATCH[1]}"};
done;
___parse_options "${line// or /, }";
done
}
_parse usage ()
{
eval local cmd= S1 .
local line match option i char;
{
case $cmd in

-)

elulel " ${2:---usage} 2>&l

esac

} | while read -r line; do

while [[ $line =~ \[[[:space:]1]*(-["11+)[[:space:]11*\1 11;
match=$ {BASH_ REMATCH[O0]};
option=${BASH REMATCH[1]};
case Soption in
-2(\[)+([a-2A-20-92]))
for ((i=1; i < ${#option}; i++ ))
do
char=${option:i:1};
[[ Schar != '[' ]] && printf '%s\n' -S$char;

done

__parse options "S$option"
esac;
line=${line#*"S$match"};

done;
done
}
_pci_ids ()
{
COMPREPLY+=(
Scur )
}
_pgids ()
{
COMPREPLY=(




}
_pids ()
{
COMPREPLY=(
}
_pnames ()

{
COMPREPLY=(

$/
}
_quote readline by ref ()
{
if [ -z "$1" ]; then
printf -v $2 %s "S$1";
else
if [[ $1 == \'* ]]1; then
printf -v $2 %s "${1:1}";
else
if [[ $1 == \~* ]]; then
printf -v $2 \~%qg "${1:
else
printf -v $2 %q "$1";
amal
i

fi;

[[ ${!2} == *\\* ]] && printf -v $2 %s "S${1//\\\\/\\}";
[[ ${!2} == \$* ]] && eval $2=${!2}

}

_realcommand ()
{
type -P "$1" > /dev/null && {
if type -p realpath > /dev/null; then
realpath " s1")";
else
if type -p greadlink > /dev/null; then
greadlink -f " $1")";
else
if type -p readlink > /dev/null; then
readlink -f " $1")";
else

type -P "$1";

= *§1+([[:space:]])on* ]]

_root command ()




local PATH=S$PATH:/sbin:/usr/sbin:/usr/local/sbin;
local root command=$1;
__command

}

_service ()

{

local cur prev words cword;

_init completion || return;

[[ Scword -gt 2 ]] && return 0;
if [[ $Scword -eq 1 && $prev == ?(*/)service ]]; then
_services;
[[ -e /etc/mandrake-release ]] && _xinetd services;
else
local sysvdirs;
_sysvdirs;

COMPREPLY=(

${sysvdirs[0]}/S${prev##*/}

}

_services ()
{
local sysvdirs;
_sysvdirs;
local restore nullglob=
shopt -s nullglob;
COMPREPLY= ( ${sysvdirs[0]} $_backup glob
Srestore nullglob;
COMPREPLY+=(
s/ $", " $1 $1 )i
COMPREPLY=( ${COMPREPLY[ @ ]#${sysvdirs[0]}/}
}
_shells ()
{
local shell rest;
while read -r shell rest; do
[[ $Sshell == /* && $shell == "Scur"* ]] && COMPREPLY+=($shell);
done 2> /dev/null < /etc/shells
}
_signals ()
{
local -a sigs=( Sl S{cur#s1l} )£
COMPREPLY+=("${sigs[Q@]/#S{1}SIG/${1}}")
}
_split longopt ()
{
if [[ "Scur" == --2*=* ]]; then
prev="${cur%%? (\\)=*}";
cur="${cur#*=}";
return 0;

fi;




}

_sysvdirs ()

{
sysvdirs=();
[[ -d /etc/rc.d/init.d ]] && sysvdirs+=(/etc/rc.d/init.d);
[[ -4 /etc/init.d ]] && sysvdirs+=(/etc/init.d);

[[ -f /etc/slackware-version ]] && sysvdirs=(/etc/rc.d)

COMPREPLY+=(

COMPREPLY+=(
s1

local result=0;
if [[ $1 == \~* && $1 != */* ]]; then
COMPREPLY=( S{1#\~} )
result=${#COMPREPLY[@]};
[[ Sresult -gt 0 ]] && compopt -o filenames 2> /dev/null;
£ils
return Sresult
}
_uids ()
{
if type getent &> /dev/null; then
COMPREPLY=(
ellise
if type perl &> /dev/null; then
COMPREPLY=(
Scur ) &
else
COMPREPLY=(
fi;

-v "$1"; then
$# == 2 )); then
eval $1=\"\$2\";
else
eval $1=\(\"\s{@:2}\"\);
fi;

}

_upvars




echo "${FUNCNAME[O0]}:
S I

return 2;

usage: ${FUNCNAME [

1>&2;

£fi,
while (( $# )); do
case $1 in
)
[[ -n ${1#-a} 1] || {
echo "bash: ${FUNCNAME[O0]}:
return 1

Y

printf %d "${l1#-a}" &> /dev/null ||

echo "bash:" "${FUNCNAME[O0]}

return 1
bi
[[

\

-n "$2"

{
echo "bash: ${FUNCNAME[O]}:"

]] && unset -v "$2"

${1#-a}

return 1

"$2" 1] "$2"
echo "bash: ${FUNCNAME[O0]}:

-n && unset -v &

return 1

echo "bash: S${FUNCNAME[O0]}: $1:

return 1

COMPREPLY+=(
Scur )

}

_user_at_host

{

()

local cur prev words cword;

| | return;

_init completion -n
if [[ 113

_known hosts real "$cur";

Scur == *@* then
else
COMPREPLY=(
£i,
return 0
}
_usergroup

{

()

&& eval $2=\(\"\${@:3:${1#-a}}\"\)

0]} [-v varname" "value] | [-aN varname [value

\"$1': missing" "number specifier" 1>&2;

{

: \"$1': invalid number specifier" 1>&2;

&& shift

"\"$1s{2+ }$2': missing argument(s)" 1>&2;

& eval $2=\"\$3\" && shift 3 || {

$1l: missing" "argument(s)" 1>&2;

invalid option" 1>&2;




[[ Scur = *\\\\* || Scur =
return;
else

if [[ $Scur = *\\:* ]]; then
local prefix;
prefix=${cur%%*([":]1)};
prefix=${prefix//\\};
local mycur="${cur#*[:]1}";
if [[ $1 == -u ]]; then

_allowed groups "$mycur";

else

local IFS='

COMPREPLY=( $mycur" ));
i

COMPREPLY= ( $prefix ${COMPREPLY[@]} )

if [[ Scur = *:* ]]; then
local mycur="${cur#*:}";
if [[ $1 == -u ]]; then
_allowed groups "$mycur";
else

local IFSs='

COMPREPLY=(
fi;
else
if [[ $1 == -u ]]; then
_allowed users "Scur";
else

local IFS='

COMPREPLY=(
15l
i
fi;

}

_userland ()

{
local userland= 0
[[ Suserland == @(Linux|GNU/*) ]] && userland=GNU;
[[ Suserland == $1 ]]

}

_variables ()

{
if [[ Scur =~ ~(\$\{?)([A-Za-2z0-9 ]1*)$ 1]; then

[[ Scur == *{* ]] && local suffix=} || local suffix=;

COMPREPLY+= ( ${BASH REMATCH[1]} $suffix

${BASH REMATCH[2]} );
return 0;

fi;




set -—- "$@";

local srcfile=$1;
shift;
declare -F $1 &> /dev/null || {

local compdir=./completions;

[[ $SBASH SOURCE == */* ]] && compdir="${BASH SOURCE%/*}/completions";

"Scompdir/$srcfile"
}i
ng@n
}
_xinetd services ()
{
local xinetddir=/etc/xinetd.d;
if [[ -d $xinetddir ]]; then
local restore nullglob=
shopt -s nullglob;
local -a svcs=( $xinetddir $ backup glob
$restore_nullglob;

COMPREPLY+=( ${svcs[@]#$Sxinetddir/} Scur

}
command not found handle ()
{
if [ -x /usr/lib/command-not-found ]; then
/usr/lib/command-not-found -- "$1";
return $?;
ellise
if [ -x /usr/share/command-not-found/command-not-found ]; then
/usr/share/command-not-found/command-not-found -- "S$1";
return $?;
else
printf "%s: command not found\n" "S$1" 1>&2;
return 127;

£i,

}
dequote ()
{
eval printf %s "$1" 2> /dev/null
}
quote ()

{
local quoted=${1//\'/\'\\\'\'};

printf gs'" "Squoted"

}

quote readline ()

{
local quoted;




_quote readline by ref "$1" ret;

printf %s "Sret"
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__expand tilde by ref ()
{
if [[ ${!1} == \~* ]]; then
if [[ ${!1} == */* ]]; then
eval $1="${11/8\/*}"/" '${11#*/}";
else
eval $1="S${!1}";
15al -

}

__get cword at cursor by ref ()
{
local cword words=();
___reassemble comp words by ref "$1" words cword;
local i cur index=$COMP_POINT lead=${COMP LINE:0:$COMP_ POINT};
if [[ Sindex -gt 0 && ( -n Slead && -n ${lead//[[:space:]]} ) 11; then
cur=$COMP_LINE;
for ((i = 0; i <= cword; ++i ))
do
while [[ S${#cur} -ge S${#words[i]} && "S{cur:0:${#words[i]}}" != "${words[i]}"

cur="${cur:1}";
((index--));
done;
if [[ $i -1t Scword ]]; then
local old size=${#cur};
cur="${cur#"${words[i]}"}";
local new size=${#cur};
index=
fi;
done;
[[ -n $Scur && ! -n ${cur//[[:space:]]} 1] && cur=;
[[ $index -1t 0 ]] && index=0;
fi;
local "$2" "$3" "$4" && upvars -a${#words[@]} $2 "S${words[@]}" -v $3 "Scword" -v $4
"${cur:0:$index}"
}

__ltrim colon completions ()

"S1" == *:*x §§& "$COMP_WORDBREAKS" == *:* ]]; then
local colon word=${1%"${l##*:}"};
local i=${#COMPREPLY[*]};
while [[ -ge 0 1]; do
COMPREPLY[$1]=${COMPREPLY[$i]#"$Scolon word"};

done;

11;




__parse_options ()

local option option2 i IFS='
AR
option=;
for i in $1;
do
case $i in
___*)
break
T
——2%)
option=$i;

break

[[ -n $option ]] || option=$i

esac;
done;
[[ -n Soption ]] || return 0;

IFS="'

[[ Soption =~ (\[((no|dont)-2)\]1). ]1; then
option2=${option/"${BASH REMATCH[1]}"/};
option2=${option2%%[<{().[1*};
printf '$s\n' "S${option2/=*/=}";
option=${option/"${BASH REMATCH[1]}"/"${BASH REMATCH[2]}"};
£5bs
option=${option%%[<{().[]1*};
printf '%s\n' "${option/=*/=}"

__reassemble comp words by ref ()

local exclude i j line ref;

if [[ -n $1 ]]; then
exclude="${1//["$COMP_WORDBREAKS]}";

£fi,

eval $3=$COMP_CWORD;

if [[ -n Sexclude ]]; then
line=$COMP_ LINE;
for ((i=0, j=0; i < ${#COMP_WORDS[@]}; i++, j++))
do

while [[ $i -gt 0 && ${COMP WORDS[S$i]} == +([Sexclude]) ]]; do
[[ $line != [' "]* ]]1 && (( J >= 2 )) && ((J--));
ref="$2[$j1";
eval $2[$j]1=\${!ref}\${COMP WORDS[i]};




[[ $i == $COMP_CWORD ]] && eval $3=$3;
line=${line#*"${COMP_WORDS[S$i]}"};
[[ $line == [' '1* 1] && ((j++));

(( $i < ${#COMP _WORDS[@]} - 1)) && ((i++)) || break 2;

done;
ref="$2[$3j]1";
eval $2[$j1=\${!ref}\${COMP WORDS[i]};
line=${line#*"${COMP_WORDS[i]}"};
[[ $1 == $COMP CWORD ]] && eval $3=$j;
done;
[[ $i == SCOMP CWORD ]] && eval $3=$j;
else

eval $2=\( \"\${COMP WORDS[@]}\" \);

}

_allowed groups ()

if complete as root; then

local IFS='

COMPREPLY=(
else

local IFs='

COMPREPLY=(
)

}

_allowed users ()
{
if complete as root; then

local IFS='

COMPREPLY=( ${1l:-Scur}
else

local IFS='

COMPREPLY= (
${1l:-$cur} )i
fi
}
_available fcoe interfaces ()
{
if [ "${1l:-}" = -a ]; then
COMPREPLY=(
S{E##*/}
else
COMPREPLY=( S{f##*/}
184l o
COMPREPLY=( ${COMPREPLY[@]/%[[:punct:]]/} Scur
}

_available interfaces ()




local cmd PATH=$SPATH:/sbin;
[[ ${1:-} == -w ]]; then
cmd="iwconfig";
else
if [[ ${1l:-} == -a ]]; then
cmd="{ ifconfig || ip link show up; }";
else
cmd="{ ifconfig -a || ip link show; }";
184l -
it g
COMPREPLY=(
$2 )7
COMPREPLY= ( ${COMPREPLY[@]/%[[:punct:]1/}
}
_bpftool ()

{

local cur prev words objword;

_init completion || return;

case $prev in
help | hex | opcodes | visual)
return 0
tag)
_bpftool get prog tags;
return 0
file | pinned)
_filedir;
return 0
batch)
COMPREPLY=(
return 0
esac;
local object command cmdword;
for ((cmdword=1l; cmdword < ${#words[@]}-1; cmdword++ ))
do
[[ -n Sobject ]] && command=${words[cmdword]} && break;
[[ ${words[cmdword]} != -* ]] && object=${words[cmdword]};
done;
if [[ -z $object ]]; then
case S$Scur in
—%)
local c='--version --json --pretty';
COMPREPLY= ( Se Scur

return 0




COMPREPLY=(

COMPREPLY+=(

return 0

fi;
[[ $Scommand == help ]] && return 0;
case $object in
prog)
case $prev in
id)
_bpftool get prog ids;
return 0
esac;
local PROG_TYPE='id pinned tag';

case $Scommand in

show | list)

[[ Sprev != "Scommand" ]] && return 0;
COMPREPLY=( $PROG_TYPE
return 0
dump)
case S$prev in
Scommand )

COMPREPLY+=(

return 0
7
xlated | jited)
COMPREPLY=( $PROG_TYPE

return 0
_bpftool once attr 'file';
if bpftool search list 'xlated'; then

COMPREPLY+=(

else

COMPREPLY+=(

it g

return 0

[[ Sprev == "Scommand" ]]; then

COMPREPLY=( $PROG_TYPE




else
_filedir;
fi;
return 0
load)
_filedir;

return 0

[[ Sprev == $object ]] && COMPREPLY=(

Scur )

map)
local MAP_TYPE='id pinned';
case $Scommand in
show | list | dump)
case $prev in
$command)
COMPREPLY=( $MAP_TYPE

return 0

_bpftool get map ids;

return 0

rr

lookup | getnext | delete)

case $prev in
S$command)
COMPREPLY=( $MAP_TYPE

return 0

_bpftool get map ids;
return 0
key)
COMPREPLY+=(
*)
_bpftool once attr 'key';

return 0




update)
case S$prev in
S$command)
COMPREPLY=( SMAP TYPE

return 0

_bpftool map update get id;
return 0

key)
COMPREPLY+=(

T

value)

case

array of maps | hash of maps)

local MAP_TYPE='id pinned';
COMPREPLY+=( SMAP_TYPE

return 0

prog_array)
local PROG_TYPE='id pinned tag';
COMPREPLY+=( $SPROG_TYPE

return 0

COMPREPLY+=(

return 0

rrs
esac;

return

_bpftool _once_attr 'key';
local UPDATE FLAGS='any exist noexist';
for ((idx=3; idx < ${#words[Q@]}-1; idx++ ))
do
if [[ ${words[idx]} == 'value' ]]; then
_bpftool one of list "SUPDATE FLAGS";
return 0;
184l &
done;
for ((idx=3; idx < ${#words[@]}-1; idx++ ))
do
if [[ ${words[idx]} == 'key' ]]; then
_bpftool once attr 'value';
return 0;

fi;




return 0

[[ Sprev == "$Scommand" ]]; then
COMPREPLY=( $PROG_TYPE
else
_filedir;
184l o

return 0

[[ $prev == $object ]] && COMPREPLY=(

v
cgroup)
case S$Scommand in
show | list)
_filedir;
return 0
i
attach | detach)
local ATTACH TYPES='ingress egress sock create sock ops \
device';
local ATTACH FLAGS='multi override';
local PROG TYPE='id pinned tag';
case S$prev in
$Scommand )
_filedir;
return 0

rr

ingress | egress | sock create | sock ops | device)

COMPREPLY=( $PROG_TYPE

return 0

_bpftool get prog ids;

return 0

if ! bpftool search list "S$ATTACH_TYPES"; then
COMPREPLY=( SATTACH_TYPES

if [[ "S$Scommand" == "attach" ]]; then
_bpftool one of list "$ATTACH FLAGS";

’

fi;




[[ Sprev == $object ]] && COMPREPLY=(

Scur )

}
_bpftool get map ids ()
{
COMPREPLY+=(
S/ Scur
}
_bpftool get prog ids ()
{
COMPREPLY+=(
S/ Scur
}
_bpftool get prog tags ()
{
COMPREPLY+=(
S/ Scur
}
_bpftool map update get id ()
{
local idx value;
for ((idx=7; idx < ${#words[@]}-1; idx++ ))
do
if [[ ${words[idx]} == "value" ]]; then
value=1;
break;
fi;
done;
[[ $Svalue -eq 0 ]] && _bpftool get map ids && return 0;
local type= £

case S$type in

array of maps | hash of maps)

_bpftool get map ids;
return 0

prog_array)
_bpftool get prog ids;

return 0

return 0




}
_bpftool map update map type ()
{
local keyword ref;
for ((idx=3; idx < ${#words[@]}-1; idx++ ))
do
if [[ ${words|[ 1} == "update" ]]; then
keyword=${words| 1}:
ref=${words| 1};
fi;
done;
[[ -z Sref ]] && return 0;
local type;
type= Skeyword S$ref
$/ ;
printf $type
}
_bpftool once attr ()
{
local w idx found;
for w in $*;
do
found=0;
for ((idx=3; idx < ${#words[@]}-1; idx++ ))
do
if [[ $w == ${words[idx]} ]]; then
found=1;
break;
i
done;

[[ $found -eq 0 ]] && COMPREPLY+=(

}
_bpftool one of list ()
{
_bpftool search list $* && return 1;
COMPREPLY+=( S$* Scur
}
_bpftool search list
{
local w idx;
for w in $*;

[ele}

for ((idx=3; idx < ${#words[@]}-1; idx++ ))
do

[[ Sw == ${words[idx]} ]] && return 0;
done;
done;
return 1

¥
_cd ()




local cur prev words cword;

_init completion || return;

local IFs='

j k;

compopt -o filenames;

if [[ -z "S{CDPATH:-}" || "Scur" == 2(.)2(.)/* 11;
_filedir -d;
return 0;

184l o

local -r mark dirs=

local -r mark symdirs=

for i in ${CDPATH//:/'

do
k="${#COMPREPLY[@]}";
for j in $i/Scur
do
if [[ ( -n $mark symdirs && $mark dirs && ! -h $j ) && ! -d ${j#$i/}

JH="/";
fi;
COMPREPLY [k++]1=${j#S1/};
done;
done;
_filedir -d;
if [[ ${#COMPREPLY[@]} -eq 1 ]]; then
i=$ {COMPREPLY[0]};
if [[ "$i" == "$Scur" && $i != "*/" ]]; then
COMPREPLY[O0]="S${i}/";
fi;
fi;
return 0
}
_cd _devices ()

{
COMPREPLY+=( ${cur:-/dev/}

local offset ij;
offset=1;
for ((i=1; i <= COMP_CWORD; i++ ))
do
if [[ "${COMP_WORDS[i]}" != -* 1];
offset=$i;
break;
£
done;
_command offset Soffset

}

_command_offset ()




local word offset=$1 i j;
for ((i=0; i < $word offset; i++ ))
do
for ((j=0; j <= ${#COMP _LINE}; j++ ))
do
[[ "$COMP LINE" == "${COMP_WORDS[i]}"* ]] &&
COMP_LINE=${COMP LINE:1};
( (COMP_POINT--));
done;
COMP_LINE=${COMP LINE#"${COMP WORDS[i]}"};
( (COMP_POINT-=${#COMP_WORDS[i]}));
done;
for ((i=0; i <= COMP_CWORD - S$word offset; i++ ))
do
COMP_WORDS[i]=${COMP_WORDS[i+$word offset]};
done;
for ((i; i <= COMP_CWORD; i++ ))
do
unset COMP_WORDS[i];
done;
((COMP_CWORD -= $word offset));
COMPREPLY=( ) ;
local cur;
_get _comp words by ref cur;
if [[ SCOMP_CWORD -eq 0 ]]; then
local IFS='

compopt -o filenames;
COMPREPLY= ( $cur );

else

local cmd=${COMP_WORDS[0]} compcmd=${COMP_WORDS[0]};

local cspec= Semd .
if [[ ! -n Scspec && S$cmd == */* ]]; then
cspec= S {cmd##*/}
[[ -n Scspec 1] && compcmd=${cmd##*/};
fi;
if [[ ! -n S$cspec ]]; then
compcmd=$ {cmd##*/} ;
_completion loader $compcmd;
cspec= Scompcmd
fi;
if [[ -n $cspec ]1]; then
if [[ ${cspec#* -F } != S$cspec ]]; then
local func=${cspec#*-F };
func=${func%s *};
if [[ ${#COMP_WORDS[@]} -ge 2 ]]; then
$func $cmd "${COMP WORDS[${#COMP_WORDS[@]}-11}"
"${COMP_WORDS[${#COMP_WORDS[@]}-2]}";
else
$func $cmd "${COMP_ WORDS[${#COMP WORDS[@]}-11}";
fi;




local opt;

while [[ $cspec == *" -0 "* ]]; do
cspec=$ {cspec#*-o0 };
opt=${cspecss *};
compopt -o S$opt;
cspec=${cspec#S$opt};

done;

else
cspec=${cspec#complete};
cspec=${cspec%%$compcmd} ;

COMPREPLY= ( $cspec

[[ ${#COMPREPLY[@]} -eq 0 ]]; then
_minimal;
fi;

fi;

}
_comp_iprconfig ()
{
iprconfig="${COMP_WORDS[O0]}";
cur="${COMP_WORDS [COMP_CWORD]}";
prev="${COMP_ WORDS[COMP_CWORD-1]}";
case "${prev}" in
"_em)
opts=5(${iprconfig}
COMPREPLY=( ${opts}
"_k")
COMPREPLY=(

opts=
COMPREPLY= ( ${opts}
esac;
return 0
}
_complete as_root ()
{
[[ SEUID -eq 0 || -n ${root command:-} 1]
}
_completion loader ()

{

local compfile=./completions;

[[ $BASH SOURCE == */* ]] && compfile="${BASH SOURCES%/*}/completions";
compfile+="/${1##*/}";
[[ -f "Scompfile" ]] && . "S$Scompfile" &>/dev/null && return 124;

complete -F minimal "$1" && return 124

}

_configured interfaces ()




if [[ -f /etc/debian version ]]; then
COMPREPLY=(
Scur ) e
else
if [[ -f /etc/SuSE-release ]]; then
COMPREPLY=(

else
if [[ -f /etc/pld-release ]]; then
COMPREPLY=(

else

COMPREPLY=(

}

_count_args ()

{
local i cword words;
__reassemble comp words by ref "$1" words cword;
args=1;

for i in "${words[@]:1l:cword-1}";

"$i" 1= -* ]] && args= Sargs

_cr_checksum_ type
{
COMPREPLY=(
}
_cr_ compress_type
{
COMPREPLY= ( ${l:-createrepo}
$2
}
_cr_createrepo ()
{
COMPREPLY=() ;

case $3 in

--version | -h | --help | -u | --baseurl | --distro | --content | --repo | --revision

--excludes | --changelog-limit | --max-delta-rpm-size)
return 0
--basedir | -c | --cachedir | --update-md-path | -o | --outputdir | --oldpackagedirs)
COMPREPLY= ( $2" ));
return 0
-g | --groupfile)
COMPREPLY=(




return 0

| --checksum)
_cr_checksum type "$2";

return 0

| --pkglist | --read-pkgs-list)
COMPREPLY=(

return 0

| --includepkg)
COMPREPLY=(
return 0
--retain-old-md)
COMPREPLY=(
return 0
—--num-deltas)
COMPREPLY=(
return 0
--workers)
local min=2 max=
[[ -z Smax || S$max -1t $min ]] && max=$min;
COMPREPLY=( Smax S2
return 0
—-—-compress-type)
_cr compress_type "$1" "$2";

return 0

$2 == -* ]]; then
COMPREPLY=(
--excludes --basedir --baseurl --groupfile --checksum --pretty
--cachedir --checkts --no-database --update --update-md-path
--skip-stat --split --pkglist --includepkg --outputdir
--skip-symlinks --changelog-limit --unique-md-filenames
--simple-md-filenames --retain-old-md --distro --content --repo
--revision --deltas --oldpackagedirs --num-deltas --read-pkgs-list
--max-delta-rpm-size --workers --compress-type' -- "$2" ));
else

COMPREPLY=( $2 );

_cr_mergerepo ()
{
COMPREPLY=() ;

case $3 in

--version | -h | --help | -a | --archlist)

return 0




-r | --repo | -o | --outputdir)
COMPREPLY=(
return 0
--compress-type)
_cr_compress_type "" "$2";
return 0
esac;
COMPREPLY=(
—--outputdir --nogroups --noupdateinfo --compress-type' -- "$2" ))
}
_cr_modifyrepo ()
{
COMPREPLY=( ) ;

case $3 in

--version | -h | --help | --mdtype)

return 0
—-—-compress-type)
_cr compress type "" "$2";
return 0
-s | --checksum)
_cr checksum type "$2";

return 0

== -* ]]; then
COMPREPLY=(
--compress —--no-compress —--compress-type --checksum
--unique-md-filenames --simple-md-filenames' -- "$2" ));
return 0;
1Bl g
local i argnum=1;
for ((i=1; i < ${#COMP_WORDS[@]}-1; i++ ))
do
if [[ ${COMP_WORDS[i]} != -* && ${COMP WORDS[i-1]} != @(=|--@(md|compress-)type) 11];

argnum=
fi;
done;
case S$argnum in
1)
COMPREPLY=(
return 0
2)
COMPREPLY=(

return 0




}
_dvd devices ()
{
COMPREPLY+= ( S$S{cur:-/dev/}

}
_expand ()

[[ "Scur" == \~*/* ]]; then
eval cur=S$Scur 2> /dev/null;
else

if [[ "$cur" == \~* ]]; then
cur=${cur#\~};
COMPREPLY=( Scur ):
[[ ${#COMPREPLY[@]} -eq 1 ]] && eval COMPREPLY[O0]=${COMPREPLY[0]};
return ${#COMPREPLY[@]};

fi;

}
__fcoeadm options ()
{
local cur prev prev_prev opts;
COMPREPLY=( ) ;
cur="${COMP_WORDS[COMP_CWORD]}";
prev="${COMP_WORDS[COMP_CWORD-1]}";
opts="-m --mode -c --create -d --destroy -r --reset -i --interface -t --target -1 --lun -s
--stats -S --Scan -h --help -v --version";

case "${prev}" in

-c | --create | -d | --destroy | -r | --reset | -s | --stats | -S | --Scan | -i | --

interface | -t | --target | -1 | --lun)
_available fcoe interfaces -a;
return 0
-m | --mode)
COMPREPLY=(fabric wvn2vn);
COMPREPLY=( ${COMPREPLY[@]/%[[:punct:]]/}
return 0
esac;
case "${cur}" in
*)
COMPREPLY=( ${opts} ${cur}));
return 0
esac;
return 0

}

__fcoemon options ()

{
local cur prev prev_prev opts;
COMPREPLY=() ;
cur="${COMP_WORDS[COMP_CWORD]}";




prev="${COMP_ WORDS[COMP CWORD-1]}";
opts="-f --foreground -d --debug -s --syslog -v --version -h --help";
case "${cur}" in
*)
COMPREPLY=( ${opts} ${cur}));
return 0
esac;
return 0
}
_filedir ()
{
local i IFS='
xspec;
_tilde "Scur" || return 0;
local -a toks;
local quoted x tmp;
_quote readline by ref "$cur" quoted;
X= Squoted && while read -r
toks+=("S$tmp");
done <<< "S$x";
[[ "$1" != -d ]1]; then
xspec=${l:+"1*.@($1|S{1""})"};
x= $xspec Squoted && while read -r tmp; do
toks+=("S$tmp");
done <<< "$x";
fi;
[[ -n ${COMP_FILEDIR FALLBACK:-} && -n "$1" && "$1" != -d && S${#toks[@]} -1t 1 ]] && x=
$quoted && while read -r tmp; do
toks+=("S$tmp");
done <<< "S$x";
if [[ ${#toks[@]} -ne 0 ]]; then
compopt -o filenames 2> /dev/null;

COMPREPLY+=("${toks[@]}");

}
_filedir xspec ()
{

local cur prev words cword;

_init completion || return;

_tilde "Scur" || return 0;
local IFS='

xspec=${_ xspecs[${1##*/}]} tmp;
local -a toks;
toks=(

compgen -d -- "
while read -r tmp; do
printf '%s\n' S$tmp

done

)) i

eval xspec="${xspec}";




local matchop=!;

if [[ $xspec == !* ]]; then
xspec=$ {xspec#!};
matchop=@;

184l &

xspec="$matchop ($xspec|${xspec”"})";

toks+=(
eval compgen -f -X "l!$xspec" -- "\$(quote readline "\$cur")"
while read -r tmp; do
[[ -n Stmp ]] && printf '%s\n' $tmp
done
}
)i
if [[ ${#toks[@]} -ne 0 ]]; then
compopt -o filenames;

COMPREPLY=("${toks[@]}");

}
_fstypes ()
{
local fss;
if [[ -e /proc/filesystems ]]; then
fss="

SNF

fi;
[[ -n $fss ]] && COMPREPLY+=(

}
_get comp words by ref ()

{
local exclude flag i OPTIND=1;
local cur cword words=();
local upargs=() upvars=() vcur vcword vprev vwords;
while getopts "c:i:n:p:w:" flag "$@"; do

case $flag in

vcur=SOPTARG

vceword=$SOPTARG

exclude=$SOPTARG

vprev=$OPTARG




vwords=$OPTARG
esac;
done;
while [[ $# -ge SOPTIND ]]; do
case ${!OPTIND} in
cur)
vcur=cur
prev)
vprev=prev
T
cword)
vceword=cword
words)

vwords=words

echo "bash: SFUNCNAME(): \ “${!OPTIND}': unknown argument" 1>&2;

return 1
T

esac;

let "OPTIND += 1";
done;
__get_cword_at_cursor_ by ref "$exclude" words cword cur;
[[ -n Svcur ]] && {

upvars+=("S$vcur");

upargs+=(-v Svcur "Scur")

-n $vcword ]] && {
upvars+=("$vcword") ;

upargs+=(-v $vcword "S$Scword")

-n $vprev && Scword -ge 1 ]] && {
upvars+=("$Svprev");

upargs+=(-v $vprev "${words[cword - 1]}")

-n Svwords ]] && {
upvars+=("S$vwords") ;
upargs+=(-a${#words[@]} $Svwords "S${words[@]}")
}i
(( ${#upvars[@]} )) && local "${upvars[@]}" && upvars "S${upargs[@]}"
}
_get_cword ()
{
local LC_CTYPE=C;
local cword words;
__reassemble comp words by ref "$1" words cword;
[[ -n ${2//["0-9]1/} 1]; then
printf "%s" "${words[cword-$2]}";




else

if [[ "S${#words[cword]}" -eq O || "SCOMP POINT" == "${#COMP LINE}" ]]; then

printf "%s" "${words[cword]}";
else
local i;
local cur="$COMP_LINE";
local index="$COMP_POINT";
for ((i = 0; i <= cword; ++i ))
do

while [[ "${#cur}" -ge ${#words[i]} && "S${cur:0:S${#words[i]}}" != "${words[i]}"

cur="${cur:1}";
((index--));
done;
if [[ "$i" -1t "Scword" ]]; then
local old size="${#cur}";
cur="S${cur#${words[i]}}";
local new size="${#cur}";
index=
18l o
done;
if [[ "${words[cword]:0:${#cur}}" != "Scur" ]]; then
printf "%s" "${words[cword]}";
else
printf "%s" "${cur:0:$index}";

fi;

}
_get first arg ()
{
local i;
arg=s;
for ((i=1; i < COMP_CWORD; i++ ))
do
if [[ "${COMP_WORDS[i]}" !=
arg=${COMP_WORDS[i]};
break;

18al o

}
_get pword ()

{
if [[ $COMP CWORD -ge 1 ]]; then
_get cword "${@:-}" 1;

}
_gids ()
{
if type getent &>/dev/null; then
COMPREPLY=(

else




if type perl &>/dev/null; then
COMPREPLY=(
Scur )&
else
COMPREPLY=(
fi;

}

_have ()

{
PATH=SPATH: /usr/sbin:/sbin:/usr/local/sbin type $1 &>/dev/null

}
_init completion ()
{

local exclude= flag outx errx inx OPTIND=1;
while getopts "n:e:o:i:s" flag "$@"; do

case $flag in

exclude+=$SOPTARG

errx=$SOPTARG

outx=$SOPTARG

inx=$0PTARG

split=false;
exclude+==
esac;
done;

COMPREPLY=() ;

local redir="@(2([0-9])<|2([0-9&])>2(>)|>&)";

_get comp words by ref -n "Sexclude<>&" cur prev words cword;
_variables && return 1;
if [[ S$cur == Sredir* || Sprev == $redir ]]; then
local xspec;
case S$Scur in
2'>"'%)
Xspec=$errx
*‘>‘*)
xspec=$outx
*‘<‘*)

Xspec=$inx




case $prev in

2'>"%)
Xspec=S$errx

I

*'>'*)
xXspec=S$outx

i

*'<'*)

xspec=$inx

esac;
cur="S${cur##Sredir}";
_filedir $xspec;
return 1;
fi;
local i skip;
for ((i=1; i < ${#words[@]}; 1))
do
if [[ ${words[i]} == Sredir* ]]; then

[[ ${words[i]} == S$redir ]] && skip=2 || skip=1;

words=("${words[@]:0:1i}" "S$S{words[@]:i+skip}");
[[ $i -1le S$Scword ]] && cword=

done;
[[ Scword -eq 0 ]] && return 1;
prev=${words[cword-1]};
[[ -n ${split-} ]] && _split longopt && split=true;
return 0

}

_installed modules ()

{
COMPREPLY=(

$1 $1

}

_ip addresses ()

{
local PATH=S$PATH:/sbin;
COMPREPLY+=(

}
_ipa ()
{
cur=${COMP_WORDS[COMP_CWORD]};
prev=${COMP_WORDS[COMP_CWORD-1]};
if [ $COMP_CWORD -eq 1 ]; then
COMPREPLY=(




else
if [ $COMP_CWORD -eq 2 ]; then
case "$prev" in
help)
COMPREPLY=(

}

_ipa commands ()

{

ipa help commands 2> /dev/null | sed -r 's/"([-[:alnum:]]*).*/\1/' | grep

“[[:alnum:]]"
}
_itwebsettings ()
{
local cur prev opts base;
cur="${COMP_WORDS[COMP_CWORD]}";
prev="${COMP_WORDS[COMP_ CWORD-1]}";
opts="-help -list -get -info -set -reset -reset -headless -check -verbose";
COMPREPLY=( ${opts} ${cur}));
return 0
}
_javaws ()
{
local cur prev opts base;
cur="${COMP_WORDS[COMP CWORD]}";
prev="${COMP_WORDS[COMP_CWORD-1]}";
opts="-version -arg -param -property -update -verbose -nosecurity -noupdate -headless -
strict -xml -allowredirect -Xnofork -Xignoreheaders -Xoffline -Xtrustnone -jnlp -html -browser
-about -viewer -Xclearcache -license -help -Xtrustall";
[[ Sprev == *"-jnlp" || Sprev == *"-html" ]]; then
COMPREPLY= ( ${cur}));
if [ -d "$COMPREPLY" ]; then
COMPREPLY="$COMPREPLY/" ;
fi;
return 0;
£fi,
if [[ Scur == "" ]1]; then
COMPREPLY= ( ${opts}
return 0;
fi;
if [[ Scur == "=-"* ]]; then
COMPREPLY=( ${opts} ${cur}));
return 0;
else
COMPREPLY=(
if [ -d "S$SCOMPREPLY" ]; then
COMPREPLY="S$COMPREPLY/" ;
fi;

return 0;




}

_kernel versions ()
{
COMPREPLY=(

}

_known_hosts ()

{

local cur prev words cword;

_init completion -n : || return;

local options;
[[ "$1" == -a || "$2" == -a ]] && options=-a;
[[ "$1" == —c || "S$2" == -c ]] && options+=" -c";
_known hosts real $options -- "S$cur"
}
_known_ hosts _real ()
{
local configfile flag prefix;
local cur curd awkcur user suffix aliases i host;
local -a kh khd config;
local OPTIND=1;
while getopts "acF:p:" flag "$@"; do

case $flag in

aliases='yes'

configfile=$SOPTARG

prefix=$OPTARG

esac;
done;
[[ $# -1t SOPTIND ]] && echo "error: $FUNCNAME: missing mandatory argument CWORD";
cur=${!OPTIND};
let "OPTIND += 1";
[[ $# -ge SOPTIND ]] && echo "error: $SFUNCNAME("$@"): unprocessed arguments:"
$OPTIND ${!OPTIND} ;
[[ Scur == *@* ]] && user=${cur%@+*}@ && cur=${cur#*Q};
kh=();
if [[ -n $configfile ]]; then

[[ -r $configfile ]] && config+=("S$configfile");
else

for i in /etc/ssh/ssh config ~/.ssh/config ~/.ssh2/config;

do

[[ -r $i ]] && config+=("$i");

done;
fi;

[[ ${#config[@]} -gt 0 ]]; then




local OIFS=$IFS IFS='

local -a tmpkh;
tmpkh=(
${config[@]}
IFS=S$0IFS;
for i in "${tmpkh[@]}";
do
while [[ $1i =~ “(["\"1*)\"(["\"1*)\"(.*)$ ]1; do
i=${BASH REMATCH[1]}${BASH REMATCH[3]};
j=${BASH REMATCH[2]};
__expand tilde by ref j;
[[ -r $J 1] && kh+=("$3");
done;
for j in $i;
do
__expand tilde by ref j;
[[ -r $J 1] && kh+=("$3");
done;
done;
fi;
if [[ -z S$configfile ]]; then

for i in /etc/ssh/ssh known hosts /etc/ssh/ssh_known hosts2 /etc/known hosts

/etc/known _hosts2 ~/.ssh/known_hosts ~/.ssh/known_hosts2;
do
[[ -r $i ]] && kh+=("$i");
done;
for i in /etc/ssh2/knownhosts ~/.ssh2/hostkeys;
do
[[ -d $1 ]] && khd+=("$i"/*pub);
done;
fi;
if [[ ${#kh[@]} -gt O || ${#khd[@]} -gt O ]]; then
awkcur=S${cur//\//\\\/};
awkcur=$ {awkcur//\./\\\.};
curd=S$awkcur;
if [[ "Sawkcur" == [0-9]*[.:]* ]]; then
awkcur=""$awkcur[.:]*";
else
if [[ "Sawkcur" == [0-9]* ]]; then

naAa

awkcur=""Sawkcur.*[.:]";
else
if [[ -z $Sawkcur ]]; then
awkcur="[a-z.:]";
else
awkcur=""Sawkcur";
fi;
f£is
18l o
if [[ ${#kh[@]} -gt 0 ]]; then
COMPREPLY+= (

/A\s*[ N \#1/ {




sub(""@[~ 1+ +", ""); \
sub(" .*$", ""); \
for (i=1; i<=NF; ++i) { \
sub("“\\[", "", S$i); sub("\\](:[0-9]+)2s", "", s$i); \
if ($i !~ /[*?]1/ && $i ~ /'"Sawkcur"'/) {print $i} \
}r' "S{kh[@]}" 2>/dev/null ));
fi;
if [[ ${#khd[@]} -gt O ]]; then
for i in "${khd[@]}";
do
if [[ "$i" == *key 22 S$curd*.pub && -r "$i" ]]; then
host=${i/#*key 22 /};
host=${host/%.pub/};
COMPREPLY+=($host) ;
18l b
done;
fi;
for ((i=0; i < S${#COMPREPLY[@]}; i++ ))
do
COMPREPLY[1i]=$prefix$Suser${COMPREPLY[i]}S$suffix;
done;
fi;
if [[ ${#config[@]} -gt 0 && -n "Saliases" ]]; then
local hosts=
$/ ${config[@]}
COMPREPLY+=( SprefixS$Suser Ssuffix Shosts

[[ -n ${COMP_KNOWN HOSTS WITH AVAHI:-} ]] && type avahi-browse &>/dev/null; then

COMPREPLY+=( SprefixSuser Ssuffix
$7
$cur )i
£fi,
COMPREPLY+=(
$cur )
if [[ -n ${COMP_ KNOWN HOSTS WITH HOSTFILE-1} ]]; then
COMPREPLY+=( Sprefix$user Ssuffix
£fi,
__ltrim colon completions "S$prefixSuserscur";
return 0
}
_1lldpad options ()
{
local cur prev opts;
COMPREPLY=( ) ;
cur="${COMP_WORDS[COMP_CWORD]}";
prev="${COMP_WORDS[COMP_CWORD-1]}";
opts="-h -f -d -k -s -v -V";
case "${cur}" in
*)

COMPREPLY=( ${opts} ${cur}




esac;
case "${prev}" in
-f)
_filedir;
return 0
esac;
return 0
}
_1lldptool options ()
{
local cur prev opts cmds opts_and cmds;
COMPREPLY=(() ;
cur="${COMP_WORDS[COMP_CWORD]}";
prev="${COMP_WORDS[COMP_CWORD-1]}";
cmds="license -h help -v version -g quit -s stats -t get-tlv -T set-tlv -1 get-1lldp -L set-
11dp";
opts="-i -V -n -a -d -r -R";
opts _and cmds="$opts $cmds";
case "${cur}" in
*)
COMPREPLY=( ${opts_and cmds}
esac;
case "${prev}" in
-i)
_available interfaces;

return 0

}

_longopt ()

{
local cur prev words cword split;
_init completion -s || return;

case "${prev,,}" in

--help | --usage | --version)

return 0
——*dir¥)
_filedir -d;
return 0
——*file* | —-*pathw)
_filedir;
return 0
-—+([-a-20-9_]))
local argtype= $1

case ${argtype,,} in




*dir*)

_filedir -d;
return 0
*file* | *path¥)
_filedir;

return 0

esac;
$split && return 0;
[[ "Scur" == -* ]]; then

COMPREPLY=( S1

[[ SCOMPREPLY == *= ]] && compopt -o0 nospace;
else
if [[ "$1" == @(mk|rm)dir ]]; then
_filedir -d;
else
_filedir;

fi;

}

_mac_addresses ()
{
local re="\([A-Fa-f0-9]\{2\}:\)\{5\}[A-Fa-£0-9]1\{2\}";
local PATH="SPATH:/sbin:/usr/sbin";
COMPREPLY+=(
Sre
Sre
Sre
Sre
)i
COMPREPLY+=(

Sre

COMPREPLY+=(
)i
COMPREPLY=( ${COMPREPLY[@]}
_ ltrim colon_completions "S$cur"
}
_minimal ()

{

local cur prev words cword split;

_init completion -s || return;

$split && return;
_filedir
}

_modules ()

{
local modpath;




modpath=/1lib/modules/$1;
COMPREPLY= ( Smodpath
Scur )
}
_ncpus ()
{
local var=NPROCESSORS_ONLN;
[[ $OSTYPE == *linux* ]] && var=_$var;
local n= Svar 2
printf %s ${n:-1}
}
_parse_help ()
{
eval local cmd=
local line;

{

case $cmd in

elulel " ${2:---help} 2>&l

esac
} | while read -r line; do

[[ $line == *([ ' '])-* 1] || continue;

while [[ $line =~ (("|["-1)-[A-Za-20-9?][[:space:]]+)\[?[A-Z0-9]+\]? ]]; do
line=${line/"${BASH REMATCH[O0]}"/"${BASH REMATCH[1]}"};

done;
___parse options "${line// or /, }";
done
}
_parse_usage ()
{
eval local cmd= $1 g
local line match option i char;

{

case $cmd in

LC_ALL=C " Scmd " ${2:---usage} 2>&l

esac
} | while read -r line; do
while [[ $line =~ \[[[:space:]]*(-["1]1+)[[:space:]1*\]1 11;
match=${BASH REMATCH[O0]};
option=${BASH REMATCH[1]};
case S$Soption in
-2(\[)+([a-2zA-Z0-921]))

for ((i=1; i < ${#option}; i++ ))




char=${option:i:1};

[[ Schar != '[' ]] && printf '%s\n' -Schar;

___parse options "S$option"

esac;
line=${line#*"Smatch"};
done;
done
}
_pci_ids ()
{
COMPREPLY+=(
Scur )
}
_pgids ()
{
COMPREPLY=(
}
_pids ()
{
COMPREPLY=(
}
_pnames ()

{
COMPREPLY=(

}
_policyeditor ()
{
local cur prev opts base;
cur="${COMP_WORDS[COMP_CWORD]}";
prev="${COMP_WORDS[COMP CWORD-1]}";
opts="-help -file -defaultfile -codebase -signedby -principals -verbose";
COMPREPLY= ( ${opts} ${cur}));
return 0

}

_quote readline by ref ()
{
[[ $1 == \'* ]]; then
printf -v $2 %s "${1:1}";
else
printf -v $2 %q "S$1";
£i,
[[ ${!2} == \$* ]] && eval $2=§${!2}
¥

_realcommand ()

{




type -P "$1" > /dev/null && {
if type -p realpath > /dev/null; then
realpath " s1")";
else
if type -p greadlink > /dev/null; then
greadlink -f " SHRIR-
else
if type -p readlink > /dev/null; then
readlink -f " $1")";
else
type -P "$1";
fi;
fi;

}
_rl enabled ()

= *$1+([[:space:]])on* ]]

_root_command ()
{
local PATH=$SPATH:/sbin:/usr/sbin:/usr/local/sbin;
local root command=$1;
__command
}
_scl ()
{
local cur prev opts;
COMPREPLY=( ) ;
cur="${COMP_WORDS[COMP_CWORD]}";
prev="${COMP_WORDS[COMP_CWORD-1]}";
opts="-1 --list";
if [[ ${cur} == -* ]]; then
COMPREPLY=( S{opts} ${cur}));
return 0;
fi;
local collections=(
)i
if ((COMP_CWORD == 1)); then
local scriptlets=();
for col in ${collections[@]};
do
local prefix=

scriptlets+=( Sprefix/$col

done;
scriptlets str= ${scriptlets[@]}
COMPREPLY= ( S$Sscriptlets str

return 0;

\'* || ${cur} == \"* ]]; then




return 0;
fi;
if [ $prev == "register" ]; then
compopt -0 nospace;
COMPREPLY=(
return 0;
fi;
COMPREPLY= ( ${collections[*]} ${cur}));
return 0
}
_service ()

{

local cur prev words cword;

_init completion || return;

[[ Scword -gt 2 ]] && return 0;
if [[ $Scword -eq 1 && Sprev == ?(*/)service ]]; then
_services;
[[ -e /etc/mandrake-release ]] && _xinetd services;
else
local sysvdirs;
_sysvdirs;

COMPREPLY=(

${sysvdirs[0]}/S${prev##*/}

}

_services ()
{
local sysvdirs;
_sysvdirs;
local restore nullglob=
shopt -s nullglob;
COMPREPLY= ( $S{sysvdirs[0]} $ backup glob
Srestore nullglob;
COMPREPLY+=(
$/ $", " $1 $1 0 g
COMPREPLY= ( ${COMPREPLY[ @ ]#${sysvdirs[0]}/}
}
_shells ()
{
local shell rest;
while read -r shell rest; do
[[ $shell == /* && $shell == "Scur"* ]] && COMPREPLY+=($shell);
done 2> /dev/null < /etc/shells
}
_signals ()
{
local -a sigs=( Sl S{cur#s$1} ) E
COMPREPLY+=("${sigs[Q@]/#S{1}SIG/${1}}")
}
_split longopt ()
{




11; then
prev="S${cur%%? (\\)=*}";
cur="${cur#*=}";
return 0;
184l &
return 1
}
_sysvdirs ()
{
sysvdirs=();
[[ -d /etc/rc.d/init.d ]] && sysvdirs+=(/etc/rc.d/init.d);
[[ -d /etc/init.d ]] && sysvdirs+=(/etc/init.d);

[[ -f /etc/slackware-version ]] && sysvdirs=(/etc/rc.d)

()

COMPREPLY+=(

COMPREPLY+=(
sl

local result=0;
[[ $1 == \~* && $1 != */* ]]; then
COMPREPLY=( S{1#\~} ) ;
result=${#COMPREPLY[Q]};
[[ Sresult -gt 0 ]] && compopt -o filenames 2> /dev/null;
£,
return Sresult

}

_uids ()

{

if type getent &>/dev/null; then
COMPREPLY=(
else
if type perl &>/dev/null; then
COMPREPLY=(
Scur )&
elllse
COMPREPLY=(
fi;

}
_upvar ()
{
if unset -v "$1"; then
if (( $# == )); then
eval $1=\"\$2\";
else
eval $1=\(\"\s{@:2}\"\);
fi;




_upvars ()
{
if ! (( $# )); then
echo "${FUNCNAME[O0]}: usage: ${FUNCNAME[O]} [-v varname" "value] | [-aN varname [value
o]l ...t 1>82;
return 2;
£fi,
while (( $# )); do
case $1 in
—ax)
[[ -n ${1#-a} 11 || {
echo "bash: S${FUNCNAME[0]}: \"S$1': missing" "number specifier" 1>&2;
return 1
}i
printf %d "${l#-a}" &>/dev/null || {
echo "bash:" "${FUNCNAME[O0]}: \"$1': invalid number specifier" 1>&2;
return 1
}i
[[ -n "$2" ]] && unset -v "$2" && eval $2=\(\"\${@:3:${1#-a}}\"\) && shift
I A
echo "bash: ${FUNCNAME[O0]}:" "\ "$1${2+ }$2': missing argument(s)" 1>&2;

return 1

-n "$2" ]] && unset -v "$2" && eval $2=\"\$3\" && shift 3 || {
echo "bash: ${FUNCNAME[0]}: $1: missing" "argument(s)" 1>&2;

return 1

echo "bash: ${FUNCNAME[O0]}: $1: invalid option" 1>&2;

return 1

COMPREPLY+=(
Scur )

}

_user_at_host ()

{
local cur prev words cword;
_init completion -n : || return;
if [[ $cur == *@* ]]; then

_known hosts real "$cur";

else

COMPREPLY=(




_usergroup ()
{
[[ Scur = *\\\\* || Scur =
return;
else
if [[ $Scur = *\\:* ]]; then
local prefix;
prefix=${cur%s*([":1)};
prefix=${prefix//\\};
local mycur="${cur#*[:]}";
if [[ $1 == -u ]]; then
_allowed groups "S$mycur";
else

local IFS='

COMPREPLY= ( $mycur"” ));
i
COMPREPLY=( $prefix ${COMPREPLY[@]} ) ;
else
if [[ Scur = *:* ]]; then
local mycur="${cur#*:}";
if [[ $1 == -u ]]; then
_allowed groups "$mycur";
else

local IFS='

COMPREPLY=(
fi;
else
if [[ $1 == -u ]]; then
_allowed users "Scur";
else

local IFS='

COMPREPLY=(
18l
12l p
fi;

}

_userland ()

{

local userland= 0

[[ Suserland == @(Linux|GNU/*) ]] && userland=GNU;

[[ Suserland == $1 ]]
}

_variables ()

{
if [[ Scur =~ ~(\$\{?)([A-Za-20-9 ]*)$




[[ Scur == *{* ]] && local suffix=} || local suffix=;
COMPREPLY+= ( ${BASH_REMATCH[1]} $suffix
${BASH REMATCH[2]}" ));
return 0;
184l &

return 1

set -- "s@";

local srcfile=$1;

shift;
declare -F $1 &>/dev/null || {

local compdir=./completions;
[[ $BASH SOURCE == */* ]] && compdir="${BASH SOURCE%/*}/completions";
"Scompdir/$srcfile"
}i
ng@n
}
_xinetd services ()
{
local xinetddir=/etc/xinetd.d;
if [[ -d $xinetddir ]]; then
local restore nullglob=
shopt -s nullglob;
local -a svcs=( $xinetddir $ backup glob )
$restore_nullglob;

COMPREPLY+= ( S${svcs[@]#$Sxinetddir/} Scur ):

}
_yu builddep ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
_yum complete baseopts "$cur" "$prev" && return 0;
case S$prev in
--target)
declare -F _rpm buildarchs &>/dev/null && _rpm buildarchs;
return 0
esac;
$split && return 0;
if [[ Scur == -* ]]; then
COMPREPLY=(
return 0;
fi;
COMPREPLY=( Scur" ));
[[ Scur != */* && S$cur != ~* ]] && _yum list all "$cur" 2> /dev/null
}
_yu debug_dump ()

{
COMPREPLY=( ) ;




case $3 in
-h | --help)

return 0

[[ == -* ]1]; then
COMPREPLY=(
return 0;
fi;
COMPREPLY=(
}
_yu debuginfo install ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
_yum complete baseopts "$cur" "$prev" && return 0;
$split && return 0;
if [[ Scur == -* ]]; then
COMPREPLY=(

return 0;
fi;
_yum list all "Scur"
}
_yu init completion ()
{
if declare -F get comp words by ref &>/dev/null; then
_get comp words by ref -n = cur prev words;
else
cur=$1 prev=$2 words=("${COMP_WORDS[@]}");
fi;
declare -F split longopt &>/dev/null && _split longopt && split=true
}
_yu package cleanup ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
_yum complete baseopts "S$cur" "$prev" 2> /dev/null && return 0;

case $prev in

--leaf-regex | --qf | --queryformat)

return 0
T
—-—count)
COMPREPLY=(
return 0
esac;
$split && return 0;
COMPREPLY=(
--queryformat --orphans --dupes --cleandupes --noscripts --leaves --all
--leaf-regex --exclude-devel --exclude-bin --oldkernels --count

--keepdevel' -- "Scur" ))




¥
_yu repo_graph ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
case $prev in
-h | --help)
return 0
--repoid)
_yum helper repolist all "$cur" 2> /dev/null;

return 0

COMPREPLY=(

return 0

esac;
$split && return 0;
COMPREPLY=(
¥
_yu repo rss ()
{
COMPREPLY=() ;
case $3 in
-h | --help | -1 | -t | -4 | -r | -a)

return 0

COMPREPLY=(

return 0

COMPREPLY=(

return 0

esac;

COMPREPLY=(

[[ $2 == —=* ]] || _yum helper repolist all "$2" 2> /dev/null || return 0

¥
_yu repoclosure ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
case $prev in
-h | --help | -a | --arch | --basearch | --repofrompath)
return 0
-c | --config)
COMPREPLY=(

return 0




| --lookaside | -r | --repoid)
_yum helper repolist all "$cur" 2> /dev/null;
return 0
-p | --pkg)
_yum list all "$cur" 2> /dev/null;

return 0

| --group)
_yum helper groups list all "S$cur" 2> /dev/null;
return 0
esac;
$split && return 0;
COMPREPLY=(
--lookaside --repoid --tempcache --quiet --newest --repofrompath --pkg
-—group' -- "Scur" ))
}
_yu repodiff ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";

case $prev in

-h | --help | --version | -n | --new | -o | --o0ld | -a | --archlist)

return 0
esac;
$split && return 0;
COMPREPLY=(
--compare-arch --size --downgrade --simple' -- "Scur" ))
}
_yu repomanage ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
case S$prev in
-h | --help)
return 0
-k | --keep)
COMPREPLY=(
return 0
esac;
$split && return 0;
[[ Scur == -* ]]; then
COMPREPLY=(
--help' -- "S$Scur"
return 0;
fi;

COMPREPLY=(




_yu repoquery ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
local word groupmode=false;
for word in "${words[@]}";
do
case Sword in
-g | --group)
groupmode=true;
break
esac;
done;

case $prev in

-h | --help | --version | --gf | --queryformat | --archlist | --repofrompath | --

setopt)

return 0

| --file)
COMPREPLY=(

return 0

| --1ist | -1 | --info | -R | --requires)
if $groupmode; then
_yum helper groups list all "S$cur" 2> /dev/null;
else
declare -F _yum atgroups &>/dev/null && _yum atgroups "$cur" || _yum list all
"Scur" 2> /dev/null;
i
return 0
—-grouppkgs)
COMPREPLY=(

return 0
—--pkgnarrow)
COMPREPLY=(
obsoletes recent repos' -- "$Scur" ));
return 0
T
--repoid)
_yum helper repolist all "$cur" 2> /dev/null;
return 0
—-—-enablerepo)
_yum helper repolist disabled "S$cur" 2> /dev/null;
return 0
--disablerepo)

_yum helper repolist enabled "$cur" 2> /dev/null;




return 0
-c | --config)
COMPREPLY=(
return 0
—--level)
COMPREPLY=(
return 0
--output)
COMPREPLY=(
return 0
--search-fields)
COMPREPLY=(
return 0
--installroot)
COMPREPLY=(
return 0
esac;
$split && return 0;
if [[ Scur == -* ]]; then
COMPREPLY=(
--queryformat --groupmember --all --requires --provides --obsoletes
--conflicts --changelog --location --nevra --envra —--nvr --source
--srpm --resolve --exactdeps --recursive --whatprovides
--whatrequires --whatobsoletes --whatconflicts --group --grouppkgs
--archlist --pkgnarrow --installed --show-duplicates --repoid
--enablerepo --disablerepo --repofrompath --plugins --quiet
--verbose --cache --tempcache --querytags --config --level --output
--search --search-fields --setopt --installroot' -- "S$cur" ));
return 0;

fi;

declare -F _yum atgroups &>/dev/null && _yum atgroups "$cur" || _yum list all "Scur" 2>
/dev/null
}
_yu verifytree ()

{

local cur prev words=() split=false;
_yu init completion "$2" "$3";
case $prev in
-h | --help | -t | --testopia)
return 0
T
esac;
$split && return 0;
if [[ Scur == -* ]];

COMPREPLY=(




return 0;
fi;
COMPREPLY=(
}
_yu_yumdb ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";

case $prev in

-h | --help | -version)

return 0

--configqg)
COMPREPLY=(
return 0
i
shell)
COMPREPLY=(
return 0
i
esac;
$split && return 0;
if [ $COMP_CWORD -le 1 ]; then
COMPREPLY=(
exist unset info sync undeleted shell --version --help --noplugins

--config' -- "S$cur" ));

}
_yu_yumdownloader ()
{
local cur prev words=() split=false;
_yu init completion "$2" "$3";
_yum complete baseopts "S$cur" "$prev" 2> /dev/null && return 0;
case $prev in
—-destdir)
COMPREPLY=(
return 0
——archlist)
return 0
esac;
$split && return 0;
if [[ Scur == -* ]]; then
COMPREPLY=(
--urls --resolve --source --archlist' -- "S$cur" ));
return 0;
£i,
_yum list all "$cur"
}
_yum ()
{




COMPREPLY=() ;

local yum=$1 cur=$2 prev=$3 words=("${COMP_WORDS[Q@]}");

declare -F _get_comp words_by ref &>/dev/null && _get comp words_by ref -n = cur prev
words;

local cmds=(check check-update clean deplist distro-sync downgrade groups help history info
install list load-transaction makecache provides reinstall remove repolist search shell update
upgrade version);

local i ¢ cmd subcmd;

for ((i=1; i < ${#words[@]}-1; i++ ))

do

[[ -n $Scmd ]] && subcmd=${words[i]} && break;

for ¢ in ${cmds[@]} check-rpmdb distribution-synchronization erase group groupinfo

groupinstall grouplist groupremove groupupdate grouperase install-na load-ts localinstall

localupdate whatprovides;
do
[[ S${words[i]} == S$c ]] && cmd=$c && break;
done;
done;
case $cmd in
check | check-rpmdb)
COMPREPLY=(

return 0
check-update | makecache | resolvedep)
return 0
clean)
[[ $prev == $cmd ]] && COMPREPLY=(
metadata cache dbcache all' -- "S$Scur" ));
return 0
deplist)
COMPREPLY=(
_yum list all "S$cur";
return 0
distro-sync | distribution-synchronization)
[[ $prev == $cmd ]] && COMPREPLY=(
_yum list installed "$cur";
return 0
T
downgrade | reinstall)
if ! yum atgroups "$cur"; then
_yum _binrpmfiles "$cur";
_yum_list installed "S$cur";
fi;
return 0
erase | remove)
_yum atgroups "Scur" || _yum list installed "$cur";

return 0




rr

; then

’

group*)
if [[ ( Scmd ==
COMPREPLY=(

groups || $cmd == group ) && Sprev == $cmd ]]

)i
else

_yum helper groups list all "$cur";

fi;
return 0

rr

help)
[[ $Sprev == $cmd ]] && COMPREPLY=(
return 0

history)

if [[ $prev == $Scmd ]]; then

COMPREPLY=(
packages-info summary addon-info redo undo rollback new

sync stats' -- "S$cur" ));
return 0;
fi;

case S$subcmd in

undo | repeat | addon | addon-info | rollback)

if [[ $Sprev == $subcmd ]]; then

COMPREPLY=( Scur )i

_yum_transactions;

redo)
case $prev in
redo)
COMPREPLY=(

force-remove last" -- "Scur" ));

_yum_transactions

i

reinstall | force-reinstall | remove | force-remove)
COMPREPLY=( Scur );

_yum_transactions

package-list | pkg | pkgs | pkg-list | pkgs-list | package |
packages-list | pkg-info | pkgs-info | package-info | packages-info)
_yum list available "$cur"

info | list | summary)
if [[ S$subcmd != info ]]; then
COMPREPLY=( Scur" ));
[[ Scur != all ]] && _yum list available "$cur";

else
_yum list available "S$cur";

£fis

packages |




_yum_transactions
i
sync | synchronize)
_yum list installed "S$Scur"
i
esac;
return 0
T
info)
_yum list all "Scur";
return 0
7
install)
if ! yum atgroups "$cur"; then
_yum binrpmfiles "$cur";
_yum list available "$cur";
fi;
return 0
T
install-na)
_yum list available "$cur";
return 0
T
list)
[[ $prev == $cmd ]] && COMPREPLY=(
extras obsoletes recent' -- "Scur" ));
return 0
T
load-transaction | load-ts)
COMPREPLY=(

return 0

rr

localinstall | localupdate)

_yum binrpmfiles "S$cur";
return 0

i

provides | whatprovides)
COMPREPLY=(
return 0

i

repolist)

[[ Sprev == $cmd ]] && COMPREPLY=(

return 0
search)
[[ Sprev == $cmd ]] && COMPREPLY=(
return 0
shell)
[[ $Sprev == $cmd ]] && COMPREPLY=(

return 0




update | upgrade)
if ! yum atgroups "$Scur"; then
_yum binrpmfiles "$cur";
_yum list updates "$cur";
12 p
return 0
T
version)
[[ Sprev == $cmd ]] && COMPREPLY=(
grouplist groupinfo' -- "Scur" ));
return 0
T
esac;
local split=false;
declare -F split longopt &>/dev/null && split longopt && split=true;
_yum complete baseopts "$cur" "$prev" && return 0;
$split && return 0;
if [[ Scur == -* ]]; then
COMPREPLY=(
return 0;
fi;
COMPREPLY=(
}
_yum atgroups ()
{
if [[ $1 == \@* ]]; then
_yum_helper groups list all "${1:1}";
COMPREPLY=("${COMPREPLY[Q@]/#/@}");
return 0;
fi;
return 1
}
_yum_baseopts ()
{
local opts='--help --tolerant --cacheonly --config --randomwait
--debuglevel --showduplicates --errorlevel --rpmverbosity --quiet
--verbose --assumeyes --assumeno --version --installroot --enablerepo
--disablerepo --exclude --disableexcludes --obsoletes --noplugins
--nogpgcheck --skip-broken --color --releasever --setopt --downloadonly

—--downloaddir --disableincludes';

[[ $SCOMP LINE == *--noplugins* ]] || opts+=" --disableplugin --enableplugin";

printf %s "Sopts'
}
_yum binrpmfiles ()
{
COMPREPLY+=(
COMPREPLY= ( ${COMPREPLY[ @]}
COMPREPLY=( ${COMPREPLY[@]}
¥
_yum complete baseopts ()

{




case $2 in

-d | --debuglevel | -e | --errorlevel)
COMPREPLY=(
return 0

--rpmverbosity)
COMPREPLY=(

debug' -- "$1" ));

return 0

-c | --config)
COMPREPLY=(
return 0

--installroot | --downloaddir)
COMPREPLY=(
return 0

—-—-enablerepo)
_yum_helper repolist disabled "$1";
return 0

--disablerepo)
_yum_helper repolist enabled "$1";
return 0

--disableexcludes | --disableincludes)
_yum_helper repolist all "$1";
local main=;
[[ $2 == *excludes ]] && main=main;
COMPREPLY=( ${COMPREPLY[@]}
return 0

--enableplugin)
_yum plugins 0 "S$1";
return 0

--disableplugin)
_yum plugins 1 "$1";
return 0

—--color)
COMPREPLY=(
return 0

-R | --randomwait | -x | --exclude | -h | --help | --version | --releasever

-bz | --advisory | --tmprepo | --verify-filenames | --setopt)

return 0
—--download-order)

COMPREPLY=(




--override-protection)
_yum list installed "$1";
return 0
--verify-configuration-files)
COMPREPLY=(

return 0

}
_yum_helper ()

{
local IFS='

if [[ -n "$YUM CACHEDIR" && "$1 $2" == "list available" ]]; then
for db in $YUM CACHEDIR £
do
COMPREPLY+=( $db
$3
)i
done;
return;
fi;
COMPREPLY+=(
/usr/share/yum-cli/completion-helper.py -d 0 -C "$@" 2>/dev/null ))
}
_yum list ()
{

[[ $2 == */* || $2 == [.~-]* ]] && return;

[[ $1 != "installed" && ${#2} -1t 1 ]] && return;
_yum helper list "s$@"

}

_yum plugins ()

{

local val;
[[ $1 -eq 1 ]] && val='\(1l\]|yes\|true\|on\)' || val='\(0\|no\|false\|off\)";
COMPREPLY+=( Sval

}

_yum transactions ()

{
COMPREPLY+= (

}

command not found handle ()

{

local runcnf=1;

local retval=127;




[[ $= == i 1] || runcnf=0;

[[ ! -S /run/dbus/system bus socket ]] && runcnf=0;
[[ ! -x '/usr/libexec/packagekitd' ]] && runcnf=0;
[[ -n ${COMP_CWORD-} ]] && runcnf=0;
if [ $runcnf -eq 1 ]; then
'/usr/libexec/pk-command-not-found' "$@";
retval=$?;
else
if [[ -n "${BASH VERSION-}" ]]; then
printf 'bash: %scommand not found\n' "S${l:+S$S1l:
fi;
fi;
return S$Sretval
}
dequote ()
{
eval printf %s "$1" 2> /dev/null
}
quote ()
{
local quoted=${1//\"'/\'"\\\'\'};
printf "'%s'" "$quoted"
}
quote readline ()
{
local quoted;
_quote readline by ref "$1" ret;

printf %s "Sret"

BILAI{ER unset -f functionName BYG TR EE /IR IR
ox11 IFIRTE

L env

L set

® export

® cat /proc/$PID/environ

® declare

[ubuntu server 16.04 641i1] BRIATER



helper@ubuntu-64bit:~$ env
XDG_SESSION_ID=6

TERM=xterm

SHELL=/bin/bash
SSH_CLIENT=10.211.55.2 64865 22
SSH_TTY=/dev/pts/@

USER=helper

1;35:do=01;35:bd=40;33;01: cd=40;33;01:0r=40;3:
1:*.taz=01;31:*.1ha=01;31:*.1z4=01;31:*.1zh=01;31:*.1zma=01;31:*.t17=01;31:*.txz=01;31:*.tz0=01;31:*.t72=01;31:*.7zip=01;31:*.z=01;31:*.
;31:%.tbz2=01; o 8%, o g .war=01;31:*.ear=01;31:*.sar=01;31:*.rar=01;31
*_gif-01

:*.rmvb=01;35:*. f1c=01;35:*.avi=
.mid=00;36:*.midi=00;36:*.mka=00

MAIL=/var/mail/helper
PATH=/home/helper/bin:/home/helper/.local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games:/snap/bin
PWD=/home/helper

LANG=en_US.UTF-8

SHLVL=1

HOME=/home/helper

LOGNAME=helper
XDG_DATA_DIRS=/usr/local/share:/usr/share:/var/1ib/snapd/desktop
SSH_CONNECTION=10.211.55.2 64865 10.211.55.10 22

LESSOPEN=| /usr/bin/lesspipe %s

XDG_RUNTIME_DIR=/run/user/1000

LESSCLOSE=/usr/bin/lesspipe %s %s

_=/usr/bin/env

helper@ubuntu-64bit:~$

[Centos7 641iI] BRINIBR

[helper@centos-7 ~]$ env
XDG_SESSION_ID=38
HOSTNAME=centos-7.shared
SELINUX_ROLE_REQUESTED=
TERM=xterm

SHELL=/bin/bash
HISTSIZE=1000
SSH_CLIENT=10.211.55.2 64896 22
SELINUX_USE_CURRENT_RANGE=
SSH_TTY=/dev/pts/3
USER=helper

535:*.m2v=01;35:*.mkv=01;35:

35:*.g *.d1=01;35
*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.09g=01;36:* 01;36:*.wav=01;36:*.axa=01;36:*.09a=01;36:*.spx=01;36:*.xspf=01;36:
MAIL=/var/spool/mail/helper
PATH=/usr/local/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/home/helper/.local/bin:/home/helper/bin
PWD=/home/helper
LANG=zh_CN.UTF-8
SELINUX_LEVEL_REQUESTED=
HISTCONTROL=ignoredups
SHLVL=1
HOME=/home/helper
LOGNAME=helper

XDG_DATA_DIRS=/home/helper/.local/share/flatpak/exports/share:/var/lib/flatpak/exports/share:/usr/local/share:/usr/share
SSH_CONNECTION=10.211.55.2 64896 10.211.55.11 22
LESSOPEN=| | /usr/bin/lesspipe.sh %s
XDG_RUNTIME_DIR=/run/user/1000
sr/bin/env

[helperécentos-7

0x12 [JzhB&ECE 2
® systemctl list-unit-files --type=service | grep enabled

o WMIRZIMAFEFANBERBIRST, FAIUERNMEZHTELEHEERANER, ML bluetooth JIf
0 systemctl stop bluetooth.service
0 systemctl disable bluetooth.service

e /etc/rc.local

e /etc/rc.d/rc.local
e /etc/rc.d/init.d/
e chkconfig --list
e /etc/profile

e /etc/bashrc

e ~/bashrc

e ~/.bash_profile
e ~/.profile

~/.bash_logout



BTRBRSZ, FIUETHIRRME, B UbutnuflCentosHBRINEEHI AT LAE B AR ST R 0x02
0x13 ssh key

e /root/.ssh/authorized keys REEZETVMNAE, EREETVTULERER
e ~/.ssh/authorized keys S THAF#HXEBCHRERREE—H
® /root/.ssh/known hosts BER—E8FVsshh KB ANRPFIER TR, TREZHITEEXS, LUABHIEMEERF

0x14 ssh config

ssh B IRELE XMHMEIRF 59175838 > ~/.ssh/config > /etc/ssh/ssh_config
/etc/ssh/ssh_config

XN ERIAFE
~/.ssh/config

RIARREX XA, XTXHRAEF AN

MR ERRIXEEFTE, AJUREREFHNSE, UTRNSERAUEAERE]

e |ocalCommand
e ProxyCommand

BFREIUBBARENE SSH Config [F17 | Linux G5
0x15 alias 58

o HIZFWIN alias R

root@helper: /home/helper# alias

alias egrep="egrep --color=auto’

alias fgrep='fgrep --color=auto’
alias grep="grep --color=auto’
alias 1="1s -CF°

alias la='1ls -A°

alias 11="1s -alF*

alias 1s="1ls --color=auto’
root@helper: /home/helper#

[Ubuntu server 16.04 64{i1] ZRIANER

helper@ubuntu-64bit:~$

helper@ubuntu-64bit:~$ alias

alias alert="notify-send --urgency=low -i "$C[ $? = @ ] && echo terminal || echo error)" “$(Chistoryltail -nllsed -e "\''s/A\s*[@-91\+\s*//;s/[;&|I\s*alert$//"\"")""
alias egrep="egrep --color=auto'

alias fgrep='fgrep --color=auto'

alias grep="grep --color=auto'

alias 1="1s -CF'

alias la="ls -A"

alias 11="1s -alF'

alias ls="ls --color=auto'
helper@ubuntu-64bit:~$

[Centos 7 641iI] BRIABR


https://mp.weixin.qq.com/s/7WDWjMOI7GdUM5e4vDVAoA

[helper@centos-7 ~]$ alias
alias egrep='egrep --color=auto'
alias fgrep='fgrep --color=auto'
alias grep="grep --color=auto'
alias 1.="ls -d .* --color=auto'
alias 11="1ls -1 --color=auto'
alias ls="ls --color=auto'

alias vi="vim'

alias which="alias | /usr/bin/which --tty-only --read-alias --show-dot --show-tilde"
[helper@centos-7 ~]1$

BRI E

https://mp.weixin.qq.com/s/yXY80pNctHK5d9tXhQj35w

Ox16 DNSHCE

® /etc/resolv.conf
ox15 BE

BEDRMLLRESR T, B L FEESRET, BAEHE /var/log/ T

Ox18 ptrace_scope

BINRREE I ptracei#1T—LE12E, bl fork 2, RAILAEE /proc/sys/kernel/yama/ptrace_scope XHERE

ubuntu 16.04 ZRiA

1

helper@ubuntu-64bit:~$

centos 7 ZKiA

[helper@ceﬁtos-? ~]$ cat /proc/sys/kernel/yama/ptrace scope
0
[helper@centos-7 ~]% l

0x19 ASLR
ASLR B—1I1 Linux RAEBRIFTER, GEEME=E#ITHENN, RE—LEEHRE
cat /proc/sys/kernel/randomize va_space
A HREEXIAT:

o 0 - RinKFHIZMULZ BRI,
o 1-RIEMmaptyELL, stackflvdsommbEN &
o 2- RNTEINENL HIEME (heap) BIRBHLIL

[Ubuntu Server 16.04] BERIAER


https://mp.weixin.qq.com/s/yXY8opNctHK5d9tXhQj35w

helper@localhost:~$ sudo cat /proc/sys/kernel/randomize_va_space
2

helper@localhost: ~$

[Centos 7] ZRINIER

[[helper@localhost ~]$ sudo cat /proc/sys/kernel/randomize_va_space
2

/proc/sys/kernel/randomize va space & — MMERFRGITITEMBIX Y, —MRETE /etc/sysctl.conf HIELE
ASLR HY7KA K]

[Ubuntu Server 16.04] ZRAER

$ cat /etc/sysctl.conf | grep -v -E "A#"

1per@localhost: ~$

[Centos 7] BRIAER

[[helper@localhost ~]$% cat /etc/sysctl.conf | grep -v -E "A#"
[[helper@localhost ~]$%

0x20 capabilities

capabilities B@—3t Linux A REM X DM EIRAE, KBS H 0 UB ILE ERAGE IR IURE
getcap -r / 2>/dev/null

[Ubuntu Server 16.04] ZRIAER

al -:~$ sudo getcap -r / 2>/dev/null
/usr/bin/mtr = cap_net_raw+ep

/usr/bin/traceroute6.iputils = cap_net_raw+ep
/usr/bin/systemd-detect-virt = cap_dac_override,cap_sys_ptrace+ep

$

he

[Centos 7] ZRINIER



[[helper@localhost ~]$ sudo getcap -r / 2>/dev/null
/usr/bin/gnome-keyring-daemon = cap_ipc_lock+ep
/usr/bin/newgidmap = cap_setgid+ep
/usr/bin/newuidmap = cap_setuid+ep

/usr/bin/ping = cap_net_admin,cap_net_raw+p
/usr/sbin/arping = cap_net_raw+p
/usr/sbin/clockdiff = cap_net_raw+p

/usr/sbin/mtr = cap_net_raw+ep

[helper@localhost ~]$%

MREMNRIGE IR, AUER setcap HITEMIKEHEEUH

0x21 iptables xS A

BERHEENRFEH iptables #17iHOE B
sudo iptables -L
[Ubuntu Server 16.04] ZRIAIER

[helper@localhost:~$ sudo iptables -L
Chain INPUT (policy ACCEPT)

target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source
helper@localhost: ~$

destination

[Centos 7] BRIAIE)

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- anywhere anywhere ctstate RELATED,ESTABLISHED

ACCEPT all -- anywhere anywhere

INPUT direct all -- anywhere anywhere

INPUT ZONES_SOURCE all -- anywhere anywhere

INPUT ZONES all -- anywhere anywhere

DROP all
REJECT all

Chain FORWARD (p
target prot
ACCEPT all
ACCEPT all
FORWARD direct

-- anywhere

-- anywhere

olicy ACCEPT)
opt source

-- anywhere
-- anywhere

all -- anywhere

FORWARD IN ZONES SOURCE all --

FORWARD IN ZONES

all --

anywhere

anywhere

anywhere

anywhere

destination
anywhere
anywhere

anywhere

anywhere

ctstate INVALID

reject-with icmp-host-prohibited

ctstate RELATED,ESTABLISHED

anywhere




FORWARD OUT_ZONES_SOURCE all -- anywhere anywhere
FORWARD OUT_ZONES all -- anywhere anywhere
DROP all -- anywhere anywhere ctstate INVALID

REJECT all -- anywhere anywhere reject-with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
ACCEPT all -- anywhere anywhere

OUTPUT direct all -- anywhere anywhere

Chain FORWARD_IN ZONES (1 references)
target prot opt source destination
FWDI public all -- anywhere anywhere

FWDI public all -- anywhere anywhere

Chain FORWARD_ IN_ ZONES_SOURCE (1 references)

target prot opt source destination

Chain FORWARD OUT ZONES (1 references)
target prot opt source destination
FWDO public all -- anywhere anywhere

FWDO public all -- anywhere anywhere

Chain FORWARD OUT ZONES SOURCE (1 references)

target prot opt source destination

Chain FORWARD direct (1 references)

target prot opt source destination

Chain FWDI public (2 references)

target prot opt source destination

FWDI public log all -- anywhere anywhere
FWDI public deny all -- anywhere anywhere
FWDI public allow all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere

Chain FWDI public allow (1 references)

target prot opt source destination

Chain FWDI public_deny (1 references)

target prot opt source destination

Chain FWDI public log (1 references)

target prot opt source destination

Chain FWDO public (2 references)

target prot opt source destination
FWDO public log all -- anywhere anywhere
FWDO _public_deny all -- anywhere anywhere

FWDO_public_allow all -- anywhere anywhere

Chain FWDO public allow (1 references)




target prot opt source destination

Chain FWDO public deny (1 references)

target prot opt source destination

Chain FWDO public_log (1 references)

target prot opt source destination

Chain INPUT ZONES (1 references)
target prot opt source destination
IN public all -- anywhere anywhere

IN public all -- anywhere anywhere

Chain INPUT ZONES_ SOURCE (1 references)

target prot opt source destination

Chain INPUT direct (1 references)

target prot opt source destination

Chain IN public (2 references)

target prot opt source destination

IN public log all -- anywhere anywhere
IN public deny all -- anywhere anywhere
IN public allow all -- anywhere anywhere

ACCEPT icmp -- anywhere anywhere

Chain IN public allow (1 references)

target prot opt source destination

ACCEPT tcp -- anywhere anywhere tcp dpt:ssh ctstate NEW,UNTRACKED
ACCEPT udp -- anywhere 224.0.0.251 udp dpt:mdns ctstate

NEW, UNTRACKED

Chain IN public deny (1 references)

target prot opt source destination

Chain IN_ public_log (1 references)

target prot opt source destination

Chain OUTPUT direct (1 references)

target prot opt source destination

0x22 ZHIEFRIEE

MREEEIN /etc/passwd XHEEHNR, AJUEETEENFRMETEN, ZEHERUEEERAXMNEGEH

cat /etc/passwd | cut -d ":" -f 2 | grep -v "x

[Ubuntu Server 16.04] ZRiAIE)




[Centos 7] BRIAIE)

[helper@localhost:~$ cat /etc/passwd | cut -d ":" -f 2 | grep -v "x"
helper@localhost:~$

[[helper@localhost ~]$ cat /etc/passwd | cut -d ":" -f 2 | grep -v "x"

[helper@localhost ~]$

0x23 [RSBIEE

ASRSEXIEE

FILIETEEITRI R KRS

sudo systemctl list-units --type=service --state=running

[Ubuntu Server 16.04] ZRiAIE)

helper@localhost:~$ sudo systemctl
UNIT LOAD

accounts-daemon.service loaded
acpid.service loaded
atd.service loaded
cron.service loaded
dbus.service loaded
getty@ttyl.service loaded
irgbalance.service loaded
iscsid.service loaded
lvm2-1lvmetad.service loaded
1xcfs.service loaded
mdadm. service loaded
open-vm-tools.service loaded
polkitd.service loaded
rsyslog.service loaded
ssh.service loaded
systemd-journald.service loaded
systemd-logind.service loaded
systemd-timesyncd.service 1loaded
systemd-udevd.service loaded
unattended-upgrades.service loaded
user@1000.service loaded
vgauth.service loaded

LOAD Reflects whether the unit

list-units --type=service --state=running

ACTIVE
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active

SUB

running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running
running

definition was
ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB = The low-level unit activation state, values depend on unit type.

DESCRIPTION

Accounts Service

ACPI event daemon

Deferred execution scheduler

Regular background program processing daemon
D-Bus System Message Bus

Getty on ttyl

LSB: daemon to balance interrupts for SMP systems
iSCSI initiator daemon (iscsid)

LVM2 metadata daemon

FUSE filesystem for LXC

LSB: MD monitoring daemon

Service for virtual machines hosted on VMware
Authenticate and Authorize Users to Run Privileged Tasks
System Logging Service

OpenBSD Secure Shell server

Journal Service

Login Service

Network Time Synchronization

udev Kernel Device Manager

Unattended Upgrades Shutdown

User Manager for UID 1000

Authentication service for virtual machines hosted on VMware

properly loaded.

22 loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'.

helper@localhost:~$

--type=service --state=




acpid.service loaded active running ACPI event daemon

atd.service loaded active running Deferred execution scheduler

cron.service loaded active running Regular background program processing daemon
dbus.service loaded active running D-Bus System Message Bus

getty@ttyl.service loaded active running Getty on ttyl

irgbalance.service loaded active running LSB: daemon to balance interrupts for SMP
systems

iscsid.service loaded active running iSCSI initiator daemon (iscsid)
lvm2-lvmetad.service loaded active running LVM2 metadata daemon

lxcfs.service loaded active running FUSE filesystem for LXC

mdadm.service loaded active running LSB: MD monitoring daemon
open-vm-tools.service loaded active running Service for virtual machines hosted on VMware
polkitd.service loaded active running Authenticate and Authorize Users to Run
Privileged Tasks

rsyslog.service loaded active running System Logging Service

ssh.service loaded active running OpenBSD Secure Shell server
systemd-journald.service loaded active running Journal Service

systemd-logind.service loaded active running Login Service

systemd-timesyncd.service loaded active running Network Time Synchronization
systemd-udevd.service loaded active running udev Kernel Device Manager
unattended-upgrades.service loaded active running Unattended Upgrades Shutdown
user@1000.service loaded active running User Manager for UID 1000

vgauth.service loaded active running Authentication service for virtual machines

hosted on VMware
LOAD Reflects whether the unit definition was properly loaded.
ACTIVE The high-level unit activation state, i.e. generalization of SUB.

SUB The low-level unit activation state, values depend on unit type.

22 loaded units listed. Pass --all to see loaded but inactive units, too.

To show all installed unit files use 'systemctl list-unit-files'.

[Centos 7] BRIAIE



[[helper@localhost ~]$ sudo systemctl list-units --type=service --state=running

UNIT LOAD  ACTIVE SUB DESCRIPTION

abrt-oops.service loaded active running ABRT kernel log watcher
abrt-xorg.service loaded active running ABRT Xorg log watcher

abrtd.service loaded active running ABRT Automated Bug Reporting Tool
accounts-daemon.service loaded active running Accounts Service

alsa-state.service loaded active running Manage Sound Card State (restore and store)
atd.service loaded active running Job spooling tools

auditd.service loaded active running Security Auditing Service
avahi-daemon.service loaded active running Avahi mDNS/DNS-SD Stack
bluetooth.service loaded active running Bluetooth service

bolt.service loaded active running Thunderbolt system service
chronyd.service loaded active running NTP client/server

colord.service loaded active running Manage, Install and Generate Color Profiles
crond.service loaded active running Command Scheduler

cups.service loaded active running CUPS Printing Service

dbus.service loaded active running D-Bus System Message Bus
firewalld.service loaded active running firewalld - dynamic firewall daemon
fprintd.service loaded active running Fingerprint Authentication Daemon
fwupd.service loaded active running Firmware update daemon

gdm.service loaded active running GNOME Display Manager
geoclue.service loaded active running Location Lookup Service
gssproxy.service loaded active running GSSAPI Proxy Daemon
libstoragemgmt.service loaded active running libstoragemgmt plug-in server daemon
1lvm2-lvmetad.service loaded active running LVM2 metadata daemon

ModemManager .service loaded active running Modem Manager

NetworkManager.service loaded active running Network Manager

packagekit.service loaded active running PackageKit Daemon

polkit.service loaded active running Authorization Manager

postfix.service loaded active running Postfix Mail Transport Agent
rngd.service loaded active running Hardware RNG Entropy Gatherer Daemon
rpcbind.service loaded active running RPC bind service

rsyslog.service loaded active running System Logging Service
rtkit-daemon.service loaded active running RealtimeKit Scheduling Policy Service
smartd.service loaded active running Self Monitoring and Reporting Technology (SMART) Daemon
sshd.service loaded active running OpenSSH server daemon
systemd-journald.service loaded active running Journal Service
[systemd-logind.service loaded active running Login Service

[systemd-udevd.service loaded active running udev Kernel Device Manager
[tuned.service loaded active running Dynamic System Tuning Daemon
[udisks2.service loaded active running Disk Manager

[upower.service loaded active running Daemon for power management
[vgauthd.service loaded active running VGAuth Service for open-vm-tools
[vmtoolsd.service loaded active running Service for virtual machines hosted on VMware
[wpa_supplicant.service loaded active running WPA Supplicant daemon

[

[LOAD = Reflects whether the unit definition was properly loaded.

[ACTIVE = The high-level unit activation state, i.e. generalization of SUB.

[suB = The low-level unit activation state, values depend on unit type.

}43 loaded units listed. Pass --all to see loaded but inactive units, too.

[To show all installed unit files use 'systemctl list-unit-files'.

[[helper@localhost ~]$
[helper@localhost ~]$ sudo systemctl list-units --type=service --state=running
UNIT LOAD ACTIVE SUB DESCRIPTION
abrt-oops.service loaded active running ABRT kernel log watcher
abrt-xorg.service loaded active running ABRT Xorg log watcher
abrtd.service loaded active running ABRT Automated Bug Reporting Tool
accounts-daemon.service loaded active running Accounts Service
alsa-state.service loaded active running Manage Sound Card State (restore and store)
atd.service loaded active running Job spooling tools
auditd.service loaded active running Security Auditing Service
avahi-daemon.service loaded active running Avahi mDNS/DNS-SD Stack
bluetooth.service loaded active running Bluetooth service
bolt.service loaded active running Thunderbolt system service
chronyd.service loaded active running NTP client/server
colord.service loaded active running Manage, Install and Generate Color Profiles
crond.service loaded active running Command Scheduler
cups.service loaded active running CUPS Printing Service
dbus.service loaded active running D-Bus System Message Bus
firewalld.service loaded active running firewalld - dynamic firewall daemon
fprintd.service loaded active running Fingerprint Authentication Daemon
fwupd.service loaded active running Firmware update daemon
gdm.service loaded active running GNOME Display Manager
geoclue.service loaded active running Location Lookup Service
gsSsSproxy.service loaded active running GSSAPI Proxy Daemon
libstoragemgmt.service loaded active running libstoragemgmt plug-in server daemon
lvm2-lvmetad.service loaded active running LVM2 metadata daemon
ModemManager.service loaded active running Modem Manager
NetworkManager.service loaded active running Network Manager
packagekit.service loaded active running PackageKit Daemon
polkit.service loaded active running Authorization Manager

postfix.service loaded active running Postfix Mail Transport Agent




rngd.service loaded active running Hardware RNG Entropy Gatherer Daemon
rpcbind.service loaded active running RPC bind service

rsyslog.service loaded active running System Logging Service

rtkit-daemon.service loaded active running RealtimeKit Scheduling Policy Service
smartd.service loaded active running Self Monitoring and Reporting Technology (SMART)
Daemon

sshd.service loaded active running OpenSSH server daemon
systemd-journald.service loaded active running Journal Service

systemd-logind.service loaded active running Login Service

systemd-udevd.service loaded active running udev Kernel Device Manager

tuned.service loaded active running Dynamic System Tuning Daemon

udisks2.service loaded active running Disk Manager

upower.service loaded active running Daemon for power management

vgauthd.service loaded active running VGAuth Service for open-vm-tools
vmtoolsd.service loaded active running Service for virtual machines hosted on VMware

wpa_supplicant.service loaded active running WPA Supplicant daemon

LOAD Reflects whether the unit definition was properly loaded.
ACTIVE The high-level unit activation state, i.e. generalization of SUB.

SUB The low-level unit activation state, values depend on unit type.

loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'.

[helper@localhost ~1$

EEEMRSHEIERR

systemctl status xxx.service
XELL ssh Al
[Ubuntu Server 16.04] EAER

[helper@localhost:~$ sudo systemctl status sshd.service
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2021-11-23 21:12:35 CST; 1h 23min ago
Process: 1199 ExecStartPre=/usr/sbin/sshd -t (code=exited, status=0/SUCCESS)
Main PID: 1233 (sshd)
Tasks: 1
Memory: 3.6M
CPU: 27ms
CGroup: /system.slice/ssh.service
L—1233 /usr/sbin/sshd -D

Nov 23 21:12:35 localhost systemd[1]: Starting OpenBSD Secure Shell server...

Nov 23 21:12:35 localhost sshd[1233]: Server listening on 0.0.0.0 port 22.

Nov 23 21:12:35 localhost sshd[1233]: Server listening on :: port 22.

Nov 23 21:12:35 localhost systemd[1]: Started OpenBSD Secure Shell server.

Nov 23 21:13:03 localhost sshd[1818]: Accepted password for helper from 172.16.44.1 port 58229 ssh2

Nov 23 21:13:03 localhost sshd[1818]: pam_unix(sshd:session): session opened for user helper by (uid=0)
helper@localhost: ~$

[Centos 7] BRIAIE)




[[helper@localhost ~]$ sudo systemctl status sshd.service
® sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; disabled; vendor preset: enabled)
Active: > (running) since = 2021-11-23 21:14:29 CST; 1h 19min ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 2796 (sshd)
CGroup: /system.slice/sshd.service
L-2796 /usr/sbin/sshd -D

118 :14: localhost systemd[1]: Starting OpenSSH server daemon...

118 :14: localhost sshd[2796]: Server listening on 0.0.0.0 port 22.

118 :14: localhost sshd[2796]: Server listening on :: port 22.

11R 114: localhost systemd[1]: Started OpenSSH server daemon.

118 114: localhost sshd[2814]: Address 172.16.44.1 maps to localhost, but this does not map back to the address...TEMPT!
118 :14: localhost sshd[2814]: Accepted password for helper from 172.16.44.1 port 58387 ssh2

11R 144 localhost sshd[4213]: Address 172.16.44.1 maps to localhost, but this does not map back to the address...TEMPT!
118 144: localhost sshd[4213]: Accepted password for helper from 172.16.44.1 port 62043 ssh2

Hint: were ellipsized, use -1 to show in full.

[helper@localhost ~]$

BATRT LAFREX pid AR BEIHI M4

RENE A IRS BIEE XX MF

systemctl cat xxx.service
[Ubuntu Server 16.04] ZRIAIE’

$ sudo systemctl cat sshd.service

[Unit]

Description=0penBSD Secure Shell server
After=network.target auditd.service
ConditionPathExists=!/etc/ssh/sshd_not_to_be_run

[Service]
EnvironmentFile=-/etc/default/ssh
ExecStartPre=/usr/sbin/sshd -t
ExecStart=/usr/sbin/sshd -D $SSHD_OPTS
ExecReload=/usr/sbin/sshd -t
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure
RestartPreventExitStatus=255
Type=notify

[Install]
WantedBy=multi-user.target
Alias=sshd.service

$

[Centos 7] ERINER



[[helper@localhost ~]$ sudo systemctl cat sshd.service

[Unit]

Description=0penSSH server daemon
Documentation=man:sshd(8) man:sshd_config(5)
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

Type=notify
EnvironmentFile=/etc/sysconfig/sshd
ExecStart=/usr/sbin/sshd -D $OPTIONS
ExecReload=/bin/kill -HUP $MAINPID
KillMode=process

Restart=on-failure

RestartSec=42s

[Install]
WantedBy=multi-user.target
[helper@localhost ~]$

BIARSHIEEX M, HITLEEEXNXG, ZEHTHMEENRE

FHBE BRARSS AT IR B oh R #17E



V15
0x01 EH N

helper@helper:~% which pwd
/bin/pwd
helper@helper:~$%

e whereis

ERRBRRAZRRGSH S (THEIXHE) , EE—LEHEMXAE, LR HEF, ESPATHERIZEM EEMT —£XR
SRERNEN, EHCCHELEwhichiER, ERERER

o -b REHTHBIXM

-B $8RE S T HI X HRVER R
-s ARIREXH

-S FEERREXANREZ

[e]

o

[o]

helper@helper:~% whereis 1s

1s: /bin/ls /usr/share/man/manl/ls.1l.gz
helper@helper:~% whereis -b 1s

1s: /bin/1s

helper@helper:~$

e |ocate

M?aﬁﬁﬁ(NuﬂﬂMﬂm&de&&&ﬂiﬁﬁY#,ﬁﬁﬁﬁf%%;ﬁuﬂ%ﬁﬂ%Y#x%ﬁﬁw,
EETREEEWMBRT, AR updatedo RFITEFMEIEE

RZVE I TEupdatedbMITHIEK —R, updatedbEBFHEEH—R
locate BNARILEESFENNFERNNERBEREFR, LbNFKI1EER Is, BBALEM tools IMLER LB RHE

helper@helper:~% locate 1ls | head
/bin/false

/bin/1s

/bin/1sblk

/bin/1lsmod

/bin/ntfsls
/boot/grub/menu.1lst
/boot/grub/menu.lst~
/boot/grub/i386-pc/cbls.mod
/boot/grub/i386-pc/command.1lst
/boot/grub/i386-pc/crypto.lst

helper@helper:~$%

#iifSlocate B—MREFHEBRT R, FREOFER/L NS

o -b RIEREXHR, NMERXMHHXZ
o -i BEBEA/NE
o -r" IENPLES



root@helper # locate
/etc/shadow

/etc/shadow-

root@helper # locate

root@helper # locate

root@helper # locate

/etc/shadow

/etc/shadow-

root@helper # locate

/etc/gshadow

/etc/gshadow-

/etc/shadow

/etc/shadow-
/1lib/modules/4.15.0-141-generic/kernel/drivers/media/usb/rainshadow-cec
root@helper # locate “shadow?®" head

fish: Expected a variable name after this $.

locate -r “"shadow$” | head -n 5

root@helper # bash

root@helper: /home/helper# locate -r "shadow$” | head -n 5
/etc/gshadow

/etc/shadow
/usr/share/doc/proftpd-doc/examples/sample-configurations/PFTEST. shadow

/Jusr/src/linux-headers-4.15.0-141-generic/include/config/usb/rainshadow

/usr/src/linux-headers-4.15.0-142-generic/include/config/usb/rainshadow

e find
find EMXHRFGHHITER, KMie, EREIE, ULHSHERAINNEEERAX MRS
find BUAX G B RESHITIEER, AMEER, ZFEN, TUUFRBERR

-type SEIEE
dHEHR
f
| FT S5k
s socket
o HEA{FA find / -name evil.sh
o ZBEA/NE find / -iname evil.sh
o EHAIHBREN/EXH find / -name *evil* | -name *.log

o EHAIHIBRE R find / -name *evil* -path "/root/home/aaa" -prune
o BIHESR find / -type d -name eval

REBIREH S -perm

o T 777 NIRIXH find / -type £ -perm 777
o ¥ SUID X find / -perm /u=s
o ZEH SGID X find / -perm /g=s
o & Sticky Xff £ind / -perm /o=t

BETFREBMAZTIHG -user / -group

o BEHIRERTRET root IXHHXHFF find / -user root
o EssheAMFEXH find / -group ssh

ETF el TEK
-mtime {&cZBY[a]

o BEWEIA=XKEBLIMXH find / -mtime -3
o BEHZ=RMEHIHIXH find / -mtime +3
o BRI 24/NIHMEHGINXH find / -mtime -1



-atime 5 a)AYE]

o EHIKAIFELIWXMHE find / -atime -3
o HfhM

-ctime BB ERET (8] BRI AT LUEEY ctime MER A%, FRLABRIMEIHKE

o

FHEE=ZXRERNIBMENXH find / -ctime -3

-daystart ##X&, TERE24/NNE, -1 RTER, MARMIREFRIS24/)\8¢

[o]

SHERQENXH find / -ctime 1 -daystart
SHEFI3~5 RZERBIIXH find / -mtime 3 -mtime -5 -daystart

o

IIRMBEFRZNBMAKRKT , AJLUERD 573X -mmin/-amin/-cmin

[o]

ER=DHIRENXH find / -mmin +3
ER=ZDWARENXMH find / -mmin -3
ER=2HEIHRNXH find / -mmin +3
ER=DHRIFANXHE find / -mmin -3
ER=DHFIENEMERNXH find / -cmin +3
HK=DHREHEMENXH find / -cmin -3

[o]

[o]

o

o

o

BEBANFI -size , BEERMUAUN:

o b 512-byte block
o c bytes

o w fwo-byte words
o k

o M

o G

o FHIOMMIXE find / -size 10M

o FHAFIOMBIXH find / -size +10M

o FH/NFIOMBIXH £find / -size -10M

o F# IOMEI20MZBIRINX 4 find / -size +10MB -20M

SEXE:

https://zhuanlan.zhihu.com/p/35727707
https://cloud.tencent.com/developer/article/1348438
https://www.chblogs.com/Q--T/p/7864795.html

https://www.linuxprobe.com/find-search-file.ntml

0x02 EHXHHZE
REZEHE, RIMTEHETEEFNXGES, ERRLEREXGNXBFEASEND, FIUIRINTAIUFBXBFHITEL
grep [OPTIONS] PATTERN [FILE...]
BENE—T grep BISEK
ENRERBRSE
o -EFRTENRIER, 7 LUTJLAREN


https://zhuanlan.zhihu.com/p/35727707
https://cloud.tencent.com/developer/article/1348438
https://www.cnblogs.com/Q--T/p/7864795.html
https://www.linuxprobe.com/find-search-file.html

+
?

alb

0
x{m}
x{m,}
o x{m,n}

o -FZSHMEMNENRAXNFREFAEFTRELERIHEX, (MXZEXS

o -P{FMH perl IEMFRET

o -e EMRERPEFE -- B9, BASHIRFIASE, FA -e BEATLE -- NENENRAKXHFHFRF
o -ffile AXXHHRINEIEN

o -i BERANE

o -w HULEISEEEMIEE b0 administrator FEE admin, A -w admin @ASERZIERM, 28 iam admin!
XA LA

o -x ILECEET

o -z BB1TILED

O O O o o o

ZRI

-s BIHRH RN AR FER X B BN RMA~EREIRES
v REER, FEREEIEN
VhRAER

fanth Tl

-m NUM EEEEINUMIT/EELE

-b TENLRMTTEX RN FRHRE 2

-n ERLRNITS

-H #t20CFREY, BRILENXHE, BRINSHK

-h 5 H#ER, RERXHE

o -0 RIAHITEEINFTT

o qFREFEAEE

o -a [LFEE %R

o I FLEEZ#HEIHNAR

e -daction BRI, EB(read), #JA(recurse), BI (skip)
e -Daction IREM&E, FIFO,EERVIZIE, EB(read), Bkid(skip)
o rBAARRERFSEZANKNE, FIUTTUREREA -R

o -RIBANERAILUSE—LEED, thiNHR—LBERE

o -L BRKRICEFINSHSZ

o | RERICERINHZ

o -cITENB— P XHHILALERINTTH

XA



ERERIMNTRINNTHAR
-A <NUM> B REHEINITEHINTHRE
ETREHHVITIIEENTHAR

-B <NUM>

-C <NUM>

EERSE
EHRENXGPHFRTR

grep "str

evil.sh

helper@ubuntu-64bit:~/demo-20210511% grep webshell 1.txt

helper@ubuntu-64bit:~/demo-20210511%

o AXENERPIIXAFERENENFTER

grep "str

/root/xxx/*

helper@ubuntu-64bit:~/demo-20210511$ grep token /home/helper/demo-20210511/*

helper@ubuntu-64bit:~/demo-20210511%

o BIPNEFRNTBRTIABEXHFHITER

"

grep -rn "str

/root/xxxx/

helper@ubuntu-64bit:~/demo-20210511$ grep -rn “token" /home/helper/demo-20210511/
1:aaa\n

helper@ubuntu-64bit:~/demo-20210511%

o EHWEZNFA

© grep "strl\|str2" /root/xxxx/*
0 grep -E "strl|str2" /root/xxxx/*

0 grep -e "strl" -e "str2" /root/xxxx/*

helper@ubuntu-64bit:~/demo-20210511% grep -e "token" -e “webshell" .

grep: ./dd: Is a directory
helper@ubuntu-64bit:~/demo-20210511$ grep -E "tokenl|webshell" ./

grep: ./: Is a directory
helper@ubuntu-64bit:~/demo-20210511% grep -E "“tokenl|webshell" ./*




o ERFEFERNFN

0 grep -E 'strl.*str2' /root/xxxx/*

helper@ubuntu-64bit:~/demo-20210511% grep -E 'w.*1' /home/helper/demo-20210511/*

grep: /home/helper/demo-20210511/dd: Is a directory
helper@ubuntu-64bit:~/demo-20210511%

o REREOXM

abc' -r --include=*.conf /root/xxxx

© grep

0 grep 'abc

-r —-include="*.{conf,config}" /root/xxxx

helper@ubuntu-64bit:~/demo-20210511% grep -Rn token ./*
1:aaa\n

helper@ubuntu-64bit:~/demo-20210511% grep --include=e.*  -Rn token ./*
1:aaa\n

helper@ubuntu-64bit:~/demo-20210511%

o HEBRERD X

© grep 'abc' --exclude=*.elf /root/xxxx

O grep 'abc

—-include=*.conf --exclude=*demo.conf

helper@ubuntu-64bit:~/demo-20210511% grep -Rn token ./*
1:aaa\n
helper@ubuntu-64bit:~/demo-20210511% grep --exclude=e.* -Rn token ./*

helper@ubuntu-64bit:~/demo-20210511$

o ERERFEIREN

© grep -Rn -i "str" /

helper@ubuntu-64bit:~/demo-20210511$ sudo grep -rn -i "webshell" /
/home/helper/demo-20210511/1. txt:3:webshell
Binary file /home/helper/goby-1linux-x64-1.8.239/golib/goby-cmd-1inux matches

AC
helper@ubuntu-64bit:~/demo-20210511%




0x03 HRERFHEXESR

EERFREER
® cat /etc/issue
e Ubuntu/Debian &5I&EFR

o0 cat /etc/lsb-release
0 1sb release -a

e Redhat/Centos R%I3EMA
0 cat /etc/redhat-release

BEERARIIE R4

x86_64 F641i

Intel 80386, 1386, 1486, 1586, 1686 HIYN 32 i

® getconf LONG_BIT

® uname -m

® arch

® hostnamectl

e file /sbin/init {#& file /lib/systemd/systemd

® lscpu | grep "Architecture)\ |Z243"

e dpkg --print-architecture [ERTFUbuntusER4]

® dpkg-architecture -q DEB_BUILD ARCH [iEAFUbuntuzf&#4%i]

EERZRATER

® cat /proc/version
® uname -a

® hostnamectl

0x04 RGFEEMIE (rooti R THIT)
REMEFNBMNERARDFERLAH L. REOFRERNBER, FIUERTENAGEZHITRE
RedHat/Centos
® rpm -Va
Ubuntu/Debian

® apt install debsums

° debsums --all

0x05 ZANHFEITFTH

e Auditd


https://aide.github.io/
https://man7.org/linux/man-pages/man7/inotify.7.html
https://github.com/Tripwire/tripwire-open-source

0x06 EEglibchRZs

e |dd --version

helper@ubuntu-64bit:~$ 1dd --version L4
ldd (Ubuntu GLIBC 2.23-Qubuntull.3) 2.23

Copyright (C) 2016 Free Software Foundation, Inc. -
This is free software; see the source for copying conditions. There is NO “,

warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULARSPURPOSE.
Written by Roland McGrath and Ulrich Drepper. : . ’ ey .
helper@ubuntu-64bit:~$ a8 ’

-

[helper@centos-7 ~]$ ldd --version

ldd (GNU libc) 2.17

Copyright (C) 2012 Free Software Foundation, Inc.

This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
Written by Roland McGrath and Ulrich Drepper.

[helper@centos-7 ~1$ |}

0x07 X stk
BELL W XAEEHIZ] burpsuite B9 Compare #RIRF -> #EML#EHE -> FHwordsi#HITEE I




i [ NON ) Burp Suite Community Edition v2021.8.2 - Temporary Project
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Leam

Comparer

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform.

0

Select item 1:
# Length Data Paste
4 78354 __expand_tilde_by_ref ( { if [ ${11} == \~*[|; then if [ ${11} ==*/*TI; then eval $1=" Load
Select item 2:
# Length Data
5 59645 __expand_tilde_by_ref ( { if [ ${11} == \~*[|; then if [ ${11} ==*/*TI; then eval $1="...
Compare ...
—————
r -
[ oW ] Word compare of #4 and #5 (103 differences) |
Length: 78,354 O Text () Hex  Length: 59,645 © Text () Hex

if [-h *$g/HEAD* J; then

_available_interfaces ( b="$(git symbolic-ref HEAD 2>/dev/nuil)';

{ else
local cmd PATH=$PATH:/sbin; local head="";
if [ ${1:-} == -w Ij; then if | __git_eread "$g/HEAD" head; then
cmd="iwconfig"; retumn $exit;
else fi;
if [ ${1: -a]]; then b="${head#ref: }";
cmd="{ ifconfig || ip link show up; }'; if [ "$head" = "$b" J; then
else detached=yes;
cmd="{ ifconfig -a || ip link show; }"; b="$(
fi; case "${GIT_PS1_DESCRIBE_STYLE-}" in
fi; (contains)
COMPREPLY=($( eval $cmd 2>/dev/null | awk IAANMY (if ($1 ~ /A[0-9]+:/) { print $2 } else { print $1 } }' )); git describe --contains HEAD ;;
COMPREPLY=(§( compgen -W '${COMPREPLY[@)/%[l:punct:]}}' -- "$cur" )) (branch)
git describe --contains --all HEAD ;;
(describe)
git describe HEAD ;;
(* | default)

git describe --tags --exact-match HEAD ;;
esac 2>/dev/null)" || b="$short_sha...";

fi;
i [-n "$step” ] && [ -n "$total* ]; then
r="$r $step/$total";

ide_gitdir" J; then

else
b="GIT_DIR!";
fic

Key: |Modified] [Déleted] Added
N

FRBNABTZBEEIRR

Sync views






IR SR

0xO01 Linux P2 | #1248 | session(&iF) | job({Eik)
TREGEREZHRE, EREMRER, FAILBEEHR

FELinuxH:

o {THFterminal, IBRRIHIEF, ZEALFKE—shell
o EidsshiEZHlinuxMssh-server fRS328, WREILIFKIE— M shell

BERNEB2EIT U LA AXFKIKE—Nshell, ZEBTERN, ENBREZUTF—MES, RITBEELHRES—
shell, 2B LR, FHITKENT —Nsession (£iF, LU TFsession#PEEIE)

ERME LERHITEA

E7k

BTN

ping

AREBFNE, UEEANBET —NMEF ping HESIBRT —MNi#iE, HINNBA - RinsshiEEXMRSZHBE—T

AILEE, HITET —1PIDAL1779M#IE, HIEERMABRNTBTEIpingNER, BASR EFHEFAENE?
FAWEA ps ajfx KE—T



1. pid, pgid, sid¥J/98908) sshd SFIFEHIZERM—1NSIDA14948session, [FEIBYBIET —pid 149489 F# 2 “sshd:
helper [priv]” , FHEBIET —MHIZAE, IHEFTEHEAWeader, HIZEAMPCIDETF UL HIZMpid 1494, XN
HIEFL R Zsessiondleader

2. “sshd: helper [priv]" €I T —1PIDA1518F#7FE “sshd: helper@pts/2” , EELFEF T —MEIMLIR pts

3. EKimptsE T — 1N SIDA1519session, ST —NpidA151989F#iZ “bash”, H B EIE T — MBIz,
METZARPGIDE TV FHIZRIPIDA1519, XNFHIZENHIZHAMleader, HEXMsessiondleader,

4. bashgliET —Mpid 177989 F# 12 “ping www.baidu.com”, FEEIE—ME#HIEL, PGIDAL779, HAXZE—
M EIBHE

E17V]
ESANEETON

helper@bogon

helper@bogon
hook.so

helper@bogon

helper@bogon

AUEE, pingBE XMEENREELREIRAT, BRKIAGKRREL, RITTUEBBASLIs,pwdF, HITRE
HERES


http://www.baidu.com/

EFHNESIEMAEET, A —HFEMSEET

XEE ps e STAT 5, EAFFEXMAT

e D FEEHHTAYHIE (BFEANIO)
o RE?‘EﬁEPE’Ji&%E

° LZrhEFRYHIE, BEBRT, RAPAKIFLHEHLBEX MRS
o Z=ILHEHEENHERE, MRFENEETEIT—18<, thiliisleep 10, MR VE—Tctrl -z iLMtE =, BBHEHA]

Fﬁps EM2BETRTXMRE

. WJX/l\!G‘T%EiR, MAZ2.6xx LlfE, R"RAEBEBHAERSE

o ZIRNHE (X PNFEMRFR L)

o Z{EEF'J&&, ARE, FIREMNIRHE, SRF—/NRER, FIEEXR. IRK%E, MBERET. —KRFasd
b1

TE—LEBSDRIEHISE

o < B2

o N RILKEHHE

o L EREFRHMTAEDRT
o s I

o | ZLIEHIE

o + ARERBIBITHIHIE

BILLEH

e 1T ping www.baidu.com BB Eping BRI B IEITH#HIZ, bashZBEAEBITHIHE
e 1T ping www.baidu.com & BEHEpingREBIEITHETE, bashEHIAIEITHIHZ

R EES RO FRE S IREREEAMEVIERR, MATENABMEAIUE—E, ERHKEKT ..


http://www.baidu.com/
http://www.baidu.com/

Pz

HIZOSAREBREIRRRRYIE, HREAMREFR T, HEMBHEHER—ET, ZBRHER— M EmMIU#ESRT
XAMBEREEXE, FALNuxEFREXAR, TBERN T HEEE,

RENTHEER, BADA, AEDRLIE;, HSNTHEERE, SARDHREAN, KREEA, EA; RINXENELF,
ERFWDBL T BEMHEHENA...

AGHEE—Njob (fFlk) MHESR—NMAE, BREALSERAAK, HAMID (PGID) #MEAAKKPID
XEE—NAE, NRAKHZRT T, NAXREFEE? NREFEHKITR?

NRAKHABIET T, NMIRBER THERKFE, WHEKFRE, PCIDBWARRE; MELE—F.

LW—T:

#include <unistd.h>

#include <stdio.h>

int main()
{
setbuf (stdout, NULL);
pid t pid;
pid = fork();
if(pid == 0){
printf("child pid: %d\n", getpid());
while(1){
sleep(l);
printf("child\n");
}
} else {

printf ("father pid %d\n", getpid());
while(1){

sleep(l);
printf ("father\n");




lhelper@localhost: $ gcc fk.c -o fk
lhelper@localhost: $ ./fk &

[1] 29938

helper@localhost: $ father pid 29938
child pid: 29939

fatherchild

childfather

childfather

fatherchild

childfather

fatherchild

childfather

1281 1279 1279 7
2638 2638 2638 7
29716 29716 29716 7
29755 29716 29716 7
29756 29756 29756
29938 29938 29756
29939 29938 29756
29773 29773 29773 7
29810 29773 29773
29811 29811 29811
29941 29941 29811
25952 25952 25952 7
9813 9813 9813 7
12014 12014 12014 ~?
12803 12803 12803 7
12849 12849 12849 7
19599 19599 19599 7
helper@localhost:~$

MpsHERTTLIEER], HBNNEFETRNHE, mMNHEBRTRE— #1124, PGID/I29938

IMTEFA IKill 337240 Ieader 29938

kill -9

lhelper@localhost:~$ kill 29938
helper@localhost: ~$

\_ (sd-pam)
/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/2
| \_ -bash
| \_ ./fk
| \_ ./fk
\_ sshd: helper [priv]
\_ sshd: helper@pts/0
\_ -bash
\_ ps ajfx
/1lib/systemd/systemd-timesyncd
/1lib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug

(SEOSIS BSOS IS RS IS RS IS S IS S IS B SIS




child
father
child
father
child
father
child
father
child
father
child
child
child
child
child
child

HEANkiltE#H R leaderz [, S fatherfARITENT , BREchildfkIBIEFTEN, XHBARHIZRANTE, FHIZEEE, TR
BEFHREEREAR

1288 1288 1199 ttyl 1288 S+
1214 1214 1214 7 -1 Ss
1279 1279 1279 7 -1 Ss
1281 1279 1279 7 -158
2638 2638 2638 ? -1 Ss
29716 29716 29716 ? -1 Ss
29755 29716 29716 ? -158
29756 29756 29756 29756 Ss+
29773 29773 29773 7 -1 Ss
29810 29773 29773 7 -1S
29811 29811 29811 29943 Ss
29943 29943 29811 29943 R+
25952 25952 25952 7 -1 Ssl
9813 9813 9813 7 -1 Ss
12014 12014 12014 7 -1 Ss
12803 12803 12803 7 -1 Ssl
12849 12849 12849 7 -1 Ssl
19599 19599 19599 7 -1 Ssl
29939 29938 29756 29756 S
| helper@localhost: ~$

_ -bash
/usr/sbin/irgbalance --pid=/var/run/irgbalance.pid
/1lib/systemd/systemd --user
\_ (sd-pam)
/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/2
| \_ -bash
\_ sshd: helper [priv]
\_ sshd: helper@pts/@
\_ -bash
\_ ps ajfx
/1lib/systemd/systemd-timesyncd
/1lib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug
./fk

(SIS RS IS RS RS IGS IS IS IS IS IS IS IS IS IS IS IS IS

PRI, RFEBIRRIE, FHEEFIEPPIDIEENL, BB HIZLAPGIDKIEEE, 1229938 , sessionflid SID&
REZ, BE29756

HEBS XA FHRZARAR AN LA
-

XERMNUFEEET, ASHERVNREHIZEFEFHIE, (U Kkill -9 pid RIEEHIEFTERE AN, BAFR
SRFEFHEE

BERT , MRFEEXEARDHSHEZE TI=, BARIE?

BRI EMEIRE, ENEEHA, BNEFHENR, HBkilall pkil#FEsE, XTEIE—ENSLBHIMEHIZd, #HIZ
B—ETUHN

HEREER, RNIAFEEXNHRALRITEMT T

kill -9 -PGID




REEE, HELMEE PGIDETEMNES
LI FFIA:

1 2638 2638 2638 ?
2638 29716 29716 29716 ?
29716 29755 29716 29716 ?
29755 29756 29756 29756 pts/2
29756 29949 29949 29756 pts/2
29949 29950 29949 29756 pts/2
2638 29773 29773 29773 ?
29773 29810 29773 29773 ?
29810 29811 29811 29811 pts/0
29811 29951 29951 29811 pts/0
25952 25952 25952 ?
9813 9813 9813 ?
12014 12014 12014 7
12803 12803 12803 7
12849 12849 12849 7
19599 19599 19599 7
helper@localhost: ~$

AILLER, RFHEEIRT, pido517/9299497129950

X EHERA R X2

kill -9 -29949

helper@localhost:~$ kill -9 -29949
helper@localhost:~$

:00 /usr/sbin/sshd -D

:00 \_ sshd: helper [priv]
100 | \_ sshd: helper@pts/2
:00 | \_ -bash

:00 | \_ ./fk
:00 | \_ ./fk

:00 \_ sshd: helper [priv]

100 \_ sshd: helper@pts/0

100 \_ -bash

100 \_ ps ajfx

:02 /1lib/systemd/systemd-timesyncd

:01 /1lib/systemd/systemd-udevd

:00 /usr/sbin/uuidd --socket-activation

:00 /usr/sbin/rsyslogd -n

:18 /usr/lib/accountsservice/accounts-daemon
:00 /usr/lib/policykit-1/polkitd --no-debug

(SNSRI IS IS IS IS IS IS IS IS IS IS S I

.father

[1]+ Killed
helper@localhost:

1 1279 1279 1279

1279 1281 1279 1279

1 2638 2638 2638

2638 29716 29716 29716

29716 29755 29716 29716

29755 29756 29756 29756

2638 29773 29773 29773 -1

29773 29810 29773 29773 7 -1

29810 29811 29811 29811 pts/0 VA YA

29811 29952 29952 29811 pts/@ 29952

25952 25952 25952 ? -1

9813 9813 9813 7 -1

12014 12014 12014 ? -1

12803 12803 12803 ? -1

12849 12849 12849 7 =1

19599 19599 19599 7 -1
helper@localhost: ~$

=il
=1
=il
=i
? =il
ts/2 29756

/lib/systemd/systemd --user
\_ (sd-pam)
/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/2
| \_ -bash
\_ sshd: helper [priv]
\_ sshd: helper@pts/0
\_ -bash
\_ ps ajfx
/lib/systemd/systemd-timesyncd
/1lib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug

N N T N N N N N

(SEOSIECS RS IS RS G IS S IS SIS SIS SIS




AILEE, XPMHIZEEBERET, BEAR!

XE-EEIE, FROS—NH#EH, —EEIE, #ERAEERTHRETISHE, FIRET

Session

HIXEFLRNBLAGERIZAE T, BIT—MITiEREREshell session, FEAIBTA—MNMLKRiETHE6IE—Msession, &1
sessionFEH— M HE ZNHZAARN, S MHIZAETN job, XEBjobREES, MmAEL

MIERP AT LB, sessionBFIRASEREEBLLHFHIZAKR, FIH—IMKiE, (FHRITI00XH<S, RELXEHWsessionER (F
F setsid ORI AT LA B Fifsession ) , BBAXLH ST L@ session#TH—EBIE, UAREINMNERSFRLR LR
3, BEXMRGHAKT, FIUL—RFER, TEXRT sessionfIR, MwebZeid KT T sessioniX FhifL N 1%
REZIEMR

sessionFHIE—PHIE (—%Rbash) BIPIDFLEsessionBISID

WMEKBRT, WNEFi=E P sessionlg?

SRUFFA

1 2638 2638 2638 7 :00 /usr/sbin/sshd -D
2638 29716 29716 29716 7 :00 \_ sshd: helper [priv]
29716 29755 29716 29716 :00 | \_ sshd: helper@pts/2
29755 29756 29756 29756 100 | \_ -bash
29756 29957 29957 29756 :00 | \_ ./fk
29957 29958 29957 29756 100 | \_ ./fk
2638 29773 29773 29773 ? :00 \_ sshd: helper [priv]
29773 29810 29773 29773 :00 \_ sshd: helper@pts/0
29810 29811 29811 29811 100 \_ -bash
29811 29959 29959 29811 100 \_ ps ajfx

ALER, fkRISIDA29756

lhelper@localhost:~$ pkill -e -s 29756
killed (pid 29756)

killed (pid 29957)
killed (pid 29958)
helper@localhost:~$

AUEE, RETXPNSIDTFTH="HFHIE, 25155 29756, 29957, 29958

-e SRRMERIETHE,Z AN



father
child

father
logout
[1]+ Terminated ./fk
Connection to 192.168.1.81 closed.

ALUER, RETbash#i2fE, sshiHEmerAT

Firi#TE(daemon)

TIPHBERXMIZERE, |SFEEEE, BRNEERELEInuIZT RENRGITIAE, HERIFER
STPERB— M R IR H RN R AL in i 6l
FRAEMAHEFXDNEXMPE LR, FAUFIREERE —ERERM, KEBDABXFNRAY:

o MRABMEEN

o RFHFEREiNit, ELEppidAl

o EERIEIT

o HIERFBEUFHJILES

o psEBRALRIHRIGENNS(?), KRimaiSHEHIDIZEN-1
e TEERA\ (R)

XHPRAERTEER, EREBEETEMERDTHRN, FIUR—EREULFEHIZ. nohuplthy/E 8 #Z M TR
HERHAXR, HEBETXRENE, RESAZRMNLREYRN

HEEREIFK:

o XEERIRNE, KFRIKREN? 5. WIMEKERSE stdin 0. stdout 1. stderr 2

o HBAZRAFEIERHE, init#HiESEsystemd (pid=1) MUKAFP ANBEIRARB#HZ—R L pid=1R#HIZHR
#i2, MbAkthreaddZHIZBIRRITIP#AZE Lkthreadd AR 312

o TFiF#ERE—REEEHE. HRKHE,

o THRERN/ (R) , TBRNTHIESAHEESET ANHHE

STFHEERAMRREERS, ERTEZEMRGRNER, REWERA. NERH. WEHEIR, HRBENE
mysqld, sshd¥, HARITBZERIUSIB—MFIPEERN, SROT:

EiEEee:

L HAT—"fork(), ZERHERE, FHEMENIT. (ERIMEdoemonmliATinit#HizlF#HiE, ) ZAUEHX—
TERANTERNRE:

o 1Ri&daemonZ M SITEIA, RFHEMNRIESHshel X, shellEAMZEEETHBE— Nshel$RRFHILFitt
BHEERRIET.
o FHERMEARSMA— M HEZAARKERE, BACMERHERESE T HEZAIDHBEIRE T ECHE—#HE
ID, MXMERIDSHEMKRNHIZAIDERRERN, XEAEBEIIHIT TE— MR,
2. F#HEEAMAsetsid() FBE—TMEEHBHNES BHIZIH ZENMAEXBEXR, SRMEFETFHZ (N AHSIENE
A2, (R A—PNINERANARKHIE, (O)REEHILR,

3. SNRdoemon M\FREEFTHETRIFRILE, BAMLEEE Odaemon2EFIFER—MEFIZRIE T, tNRdaemon/aEAEESTT
F—PMERIHRE, BABNERIGEHERRFERX MEEARASMAEHLR, X LBEE FTamf s e :

o TEFRETREN BRI — 1M RIFEE _EMopen)BAFIEEO_NOCTTYHRiZ,


https://www.cnblogs.com/lvyahui/p/7389554.html

o HEEFRMYL, TEsetsid()FAZB/HIITE - fork() , ARBRILHEREHILAFHBASHIT, X
BRRERT FHIEFSMARIEARK, FHIRIESYystem VARIREVRIRIMN, #HIZKEASEMEK—MTHI L iR,
(Z—"MorkQIRAFZHREMAL, )

4. ERRHEN umask ARRIR X daemon I X4 B R A HHE FR IR,
5. B#HBRNHNAITERR, BESRXNRER (/) . XHFMEBELEN, FANdoemonBE2—EZTEERGXAN

1ks MNRdaemonHFI LIEERAFEE/HIXHERS:, BAMTENHZXMRST. BHEJaemond] UG TIEE RN
FERESHAENERNEREXHPEX—TER, REGEXMERIXHERFKITFREHEIA,

6. XKHldaemon NELAHZMATRAVFMEITHENXMHHIATF.  (doemonFIBERR Z2RIFAAMAR XIHEARRFT AR
&, AbX—FBrENSHETEERN, ) ZFUXEBBNRERRSZ. BHFdoemonkETizHILmH BRERSIETT
89, HAltitdaemonfREFXXHHEART0 (FRERAN) « 1 (lRdkad) M2 GRETER) RITHFRSELEX, EAEIHER
PRI IR, thoh, TAEHKEELNEITHIdaemontTABIXHFIENX RS, Eit, BEOMERXFAFRE LA
BRI HERT, RAXFRATTE—MERIIEIR.

7. TEXRMAT XHHERTT0. 1F122/5, daemonBERITH/dev/nullH{EMdup2 () (HEMKIRL) A XLEHEARE
AXMRE. ZFIUEXEMERANTERDRE:

o EHRT HdaemoniFA T XA ERITI/OBIE R R = H T EFRBIER K,
o EFILET doemon/EEERERTT IS TA— MBI, EAERHSRXERHIART S Mt e HMinEEiRFE
SNEIE (HMBIT T RBEVEE) -

WY XA%, BRB—NLREFHTIFEZLRE—TIE, BlsshdAfl

1 2638 2638 2638 7
2638 29773 29773 29773 7
29773 29810 29773 29773
29810 29811 29811 29811
29811 30062 30062 29811

/usr/sbin/sshd -D
\_ sshd: helper [priv]
I \_ sshd: helper@pts/0
I \_ -bash
I \_ ping www.baidu.com
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
\_ ps ajfx

2638 29983 29983 29983 7
29983 30043 29983 29983
30043 30044 30044 30044
30044 30063 30063 30044

(SIS IS IS IS IS IS IS N

ERSFIPHIZPPID AL, MEREEMAHIZA. BEIhMsessiond, FTLIPID=PGID=SID, RIEI&RIRAMES ? , KisFIEH
SLHIDIEE N-1

FRILTFIFHRIERANE, ZRR, AT RENRER

BIXEEZIUT, ERLAIRREMIZEMET, TERREXTHEAXMIRFZIIRRFREMN—LREA, FERRTERIR
M, THREIUE—F

dies und das

1. ping www.baidu.com & X/ & HEZERETIFHE


http://www.baidu.com/

[helper@localhost:~$ ping www.baidu.com &
[1] 30056
helper@localhost:~$ PING www.a.shifen.com (110.242.68.3) 56(84) bytes of data.
64 bytes from 110.242.68.3: icmp_seq=1 ttl=53 time=9.38 ms
from 110.242.68.3: icmp_seq=2 ttl=53 time=9.40 ms

1Lhost: ~$

1Lhost: ~$

iLlhost:~$ 64 bytes from 110.242.68.3: icmp_seq=3 ttl=53 time=9.47 ms
from 110.242.68.3: icmp_seq=4 ttl=53 time=9.32 ms
from 110.242.68.3: icmp_seq=5 ttl=53 time=9.43 ms
from 110.242.68.3: icmp_seq=6 ttl=53 time=9.44 ms

: usr/sbin/irgbalance --pid=/var/run/i
:00 /1lib/systemd/systemd --user

:00 \_ (sd-pam)

:00 /usr/sbin/sshd -D

:00 \_ sshd: helper [priv]

:00 | \_ sshd: helper@pts/0

:00 | \_ -bash

100 | \_ ping www.baidu.com
:00 \_ sshd: helper [priv]

:00 \_ sshd: helper@pts/1

100 \_ -bash

100 \_ ps ajfx

1279 1281
1 2638
2638 29773
29773 29810
29810 29811
29811 30056
2638 29983
29983 30043
30043 30044
30044 30058

FER AR AR EEIR

[ SIS IS IS IS IS IS IS IS TSI S

2. nohup ping www.baidu.com &

loca :~$ nohup ping www.baidu.com &

1C
[2] 30062
[1] Killed ping www.baidu.com
] 0 ]

1 $ nohup: ignoring input and appending output to 'nohup.out'

rREFEMERL, RAIRBEEMHEE nohup.outd T
3. ping www.baidu.com > /dev/null 2>&1 & BEETFIFHIZT IS
BT, BERE

2638 2638 ? 0
29773 29773 ? 0
29773 29773 ? 1000
29811 29811 pts/0 1000
30066 29811 pts/0 1000
29983 29983 ? 0
29983 29983 ? 1000
30044 30044 pts/1 1000
30067 30044 pts/1 1000

/usr/sbin/sshd -D
\_ sshd: helper [priv]
I \_ sshd: helper@pts/0
I \_ -bash
I \_ ping www.baidu.com
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
\_ ps ajfx

BSOS IS TS B B

XML EE TR ERL, EmdH, R, BEPPIDEARZL



http://www.baidu.com/
http://www.baidu.com/

4. FAEEPPID=118? {75

#include <unistd.h>

#include <stdio.h>

int main()
{
setbuf (stdout, NULL);
pid t pid;
pid = fork();
if(pid == 0){
system("ping www.baidu.com > /dev/null 2>&1 &");
} else {

exit(0);

[helper@localhost: $ gcc execdemo.c -o execdemo

execdemo.c: In function ‘main’:

execdemo.c:10:9: warning: implicit declaration of function ‘system’ [-Wimplicit-function-declaration]
system("ping www.baidu.com > /dev/null 2>&1 &");
A

execdemo.c:12:9: warning: implicit declaration of function ‘exit’ [-Wimplicit-function-declaration]
exit(0);
A
execdemo.c:12:9: warning: incompatible implicit declaration of built-in function ‘exit’
execdemo.c:12:9: note: include ‘<stdlib.h>’ or provide a declaration of ‘exit’
[helper@localhost: $ ./execdemo
helper@localhost:

-1 Ss
-1 Ss
-1S
29811 Ss+
-1 Ss
-1S
30120 Ss
30120 R+
-1 Ssl
-1 Ss
-1 Ss
-1 Ssl
-1 Ssl
-1 Ssl
29811 S

o TiMEMIAN. TinERM. TAVEHIR
e ppid=1

/usr/sbin/sshd -D
\_ sshd: helper [priv]
| \_ sshd: helper@pts/0
| \_ -bash
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
\_ ps ajfx
/lib/systemd/systemd-timesyncd
/1lib/systemd/systemd-udevd
/usr/sbin/uuidd --socket-activation
/usr/sbin/rsyslogd -n
/usr/lib/accountsservice/accounts-daemon
/usr/lib/policykit-1/polkitd --no-debug
ping www.baidu.com

[SAUSEOS B BUS IS IS IS IS IS S IS IS S IS

MEEGRETIFEET, (BEPID,PGID,SIDERFEF, KigMERN 2, KigHIa#HZAIDHBARE-1, BREFERE
R, MAFRERRELIHAVIEH.

BAZ—TTIFHENEN LENE, 5CRRE, BAEEREAdoemonRBEME, BE—T—TEKR LEER
EEMN, HELREERE,

5. A IsshitrFF$EiZEsessionifEIS?

HERM N L ImERZE— AR5 288ssh




:00 /usr/sbin/sshd -D

:00 \_ sshd: helper [priv]
:00 | \_ sshd: helper@pts/0
:00 | \_ -bash

:00 \_ sshd: helper [priv]
100 \_ sshd: helper@pts/1
100 \_ -bash

100 \_ ps ajfx

(SIS IS IS IS IS IS IS

AUER, MEBMHANSID, FHI1FEA 1682 X sessioniHITHIT ping www.baidu.com Z[Fctrl+c KT, exitRHE
%

[helper@localhost:~$ ping www.baidu.com
PING www.a.shifen.com (110.242.68.4) 56(84) bytes of data.
64 bytes from 110.242.68.4: icmp_seq=1 ttl=53 time=9.43 ms
64 bytes from 110.242.68.4: icmp_seq=2 ttl=53 time=9.56 ms
AC
--- waww.a.shifen.com ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 10@01ms
rtt min/avg/max/mdev = 9.435/9.500/9.566/0.117 ms
[helper@localhost:~$ exit
logout
Connection to 192.168.1.81 closed.

»

BAEA1731Mshell s REF

1202 ? -1 Ss 0:00 /usr/sbin/sshd -D

1694 ? -1 Ss 0:00 \_ sshd: helper [priv]
1694 ? -1S 0:00 \_ sshd: helper@pts/1
1731 pts/1 1750 Ss 0:00 \_ -bash

1731 pts/1 1750 R+ 0:00 \_ ps ajfx

SIDA16828sessionRZTET , ping MIar IR THET T

MAERNNERERM MR IFEZLssh

/usr/sbin/sshd -D
\_ sshd: helper [priv]
: I \_ sshd: helper@pts/1
pts/1 1801 : I \_ -bash
pts/1 1801 : I \_ ps ajfx
? -1 : \_ sshd: helper [priv]
? -1 : \_ sshd: helper@pts/0
pts/0 1788 : \_ -bash

BAER 178889shellsk 1T ping www.baidu.com & ZjgexitiBHsshiEz

[helper@localhost:~$ ping www.baidu.com &
[1] 1802
helper@localhost:~$ PING www.a.shifen.com (110.242.68.4) 56(84) bytes of data.
64 bytes from 110.242.68.4: icmp_seq=1 ttl=53 time=9.62 ms
64 bytes from 110.242.68.4: icmp_seq=2 ttl=53 time=9.56 ms
e64 bytes from 110.242.68.4: icmp_seq=3 ttl=53 time=9.52 ms
[xit
logout
Connection to 192.168.1.81 closed.
)4



http://www.baidu.com/

1 1202 1202 ? : /usr/sbin/sshd -D
1202 1694 1694 ? : \_ sshd: helper [priv]
1694 1730 1694 ? : \_ sshd: helper@pts/1
1730 1731 1731 : \_ -bash
1731 1804 1804 : \_ ps ajfx

1 1206 1206 ? : /usr/sbin/irgbalance --pid=/var/run/irgbalance.pid
1 1616 1616 ? H /lib/systemd/systemd --user

1616 1620 1616 ? : \_ (sd-pam)
1 1802 1802 ? 5 ping www.baidu.com

helper@localhost:~$

MXEEUES, BRI NEsshiEZRY T, BEREAHITKIAEX M session EHIT, EEFXIM=IE, FALINR
sessioNFERERITHE A HIE, BMEXFAXRIGHE M FsshFIZIZEE, sessioniEERFEN

6. nohup SRS ENMENMERREINERE, INERIREEME nohup.out 15?
MRNEREETER, FTAIUERER >, AtAsEnohupinIE? ZERBREEFERBNAEX 3B FITF!

HIR, =mEXNMRONEERRMRZENTSEINUIMKREARRMEE T, MREHTAR LM, FRUIIRR
ERASHI M) LA BEBIRE T ...

Y—PNRIFE AR E sshETIBEZ B H R, RS2 MsessionBIENFIAHIZERX—SIGHUPES, XMESHMEE
R E, MEMESHZFRT, FILLRMSH ping www.baidu.com XN G A HZHNIZEEBURE], B2, EsessionE
WX FE R B T4 B T sessionIE B H R IXSIGHUPE S @R A A — ML ES T HIFN——huponexit , —f&iENR
T, XTEHHIRE Boff, BB, XFALRIEF—EMRSWEISIGHUPES,

shopt grep

lhelper@localhost:~$ shopt | grep huponexit

of f
helper@localhost:~$

AILEER, EYRIARER, ZEHNff, A ZHMA I KXHFHE sshFTIBERM AR, [5aHIZREBARE XD

sessioniz{T
LEETEIR nohup ROIZFLREM T, nohupEEFHEZARKSIGHUPES, X FIER(INEFREEE FRaHRMT
7. tmux EERITHMEEY, muxiRERIEZMHANE?

TR ERM N RImRHTT

helper@localhost:~$ tmux new -s demo

helper@localhost:~$ ping www.baidu.com
PING www.a.shifen.com (110.242.68.3) 56(84) bytes of data.

64 bytes from 110.242.68.3: icmp_seq=1 ttl=53 time=9.52 ms
64 bytes from 110.242.68.3: icmp_seq=2 ttl=53 time=9.37 ms
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1ls
Sat Feb 27 ©01:25:11 2021) [125x33]

BIMERS — MR IENE—

/usr/sbin/sshd -D
\_ sshd: helper [priv]
I \_ sshd: helper@pts/0
I \_ -bash
I \_ ps ajfx
\_ sshd: helper [priv]
\_ sshd: helper@pts/1
\_ -bash
/usr/sbin/irgbalance --pid=/var/run/irgbalanc
/1lib/systemd/systemd --user
\_ (sd-pam)
tmux new -s demo
\_ -bash
\_ ping www.baidu.com

AIER, EXLtmuxfIE T —1SFIP#IE, #HIEPID=1348, Z/E@idFIF#HIERE bash, Z/E@idbash#iTping, Bl

ping www.baidu.com

(SIS S RS IS IS IS IS IS IS IS IS IS I

RNTEMPEELX M=, HNBE—MmuxES

@localhost:~$% tmux 1s
1 windows (created Sat Feb 27 01:25:11 2021) [125x33]

ycalhost:~$ tmux new -s demo2

lhelper@localhost:~$ tmux new -s demo2
[detached (from session demo2)]

$

helper@localhost:~$ ping www.sina.com.cn

PING spool.grid.sinaedge.com (123.125.104.150) 56(84) bytes of data.
64 bytes from 123.125.104.150: icmp_seq=1 ttl=56 time=1.57 ms

64 bytes from 123.125.104.150: icmp_seq=2 ttl=56 time=1.53 ms

WERping B EMIORENEE, BME—T

1348 ? : tmux new -s demo

1349 pts/2 : \_ -bash

1349 pts/2 : | \_ ping www.baidu.com
1366 ? : \_ [bash] <defunct>

1381 pts/3 : \_ -bash

1381 pts/3 : \_ ping www.sina.com.cn

FREISTATAZSHHIZRER AT T &E, mBH TERKNISHH, FAXE
ALUEEINE, MTFE—MES, tmuxEiSeZ—MTRYsession. #ZH, #HiE, XEFLMSMNHERZ B BRI
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Eib, XFLinuxBI#HIZBXAIRANIZEEDT, MRBMENMREEDT, MEZIFICHILEHE!

SEXE

https://www.cnblogs.com/Ivyahui/p/7389554.html
https://wudaijun.com/2016/08/linux-job-control/
https://zhuanlan.zhihu.com/p/80439267
http://www.ruanyifeng.com/blog/2016/02/linux-daemon.html
https://blog.csdn.net/weicaol990/article/details /78639549
http://www.ruanyifeng.com/blog/2016/03/systemd-tutorial-commands.html
https://segmentfault.com/a/1190000022770900
https://segmentfault.com/q/1010000000310278
https://blog.csdn.net/hust_sheng/article/details /50766752
https://segmentfault.com/a/1190000022097240
https://ytlee.cn/2020/05/the-difference-between-daemon-and-background-process/
https://www.cnblogs.com/Ivyahui/p/7389554.html
https://www.jianshu.com/p/eed75164334d
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0x02 Linux BEhTERIATER
ubuntu server 16.04 64fi

e systemctl list-unit-files --type=service | grep enabled

helper@ubuntu-64bit:~$ systemctl list-unit-files --type=service | grep enabled
accounts-daemon. service
atd.service
autovt@.service
cron.service
getty@.service
iscsi.service
iscsid.service
Lvm2-monitor.service
1xcfs.service
1xd-containers.service
networking.service

open-iscsi.service

open-vm-tools.service
resolvconf.service
rsyslog.service
snapd.apparmor.service
snapd.autoimport.senrvice
snapd. core-fixup.service
snapd. recovery-chooser-trigger.service
snapd.seeded.service
snapd.service

snapd. system-shutdown. service
ssh.service

sshd.service

syslog.service
systemd-timesyncd.service
ufw.service
unattended-upgrades.service
ureadahead. service
vgauth.service
helper@ubuntu-64bit:~$

e /etc/rc.local
helper@ubuntu-64bit:~$ cat /etc/rc.local
#1/bin/sh -e

rc.local

This script is executed at the end of each multiuser runlevel.
Make sure that the script will "exit @" on success or any other
value on error.

In order to enable or disable this script just change the execution
bits.

By default this script does no

exit @
helper@ubuntu-64bit:~$

e /etc/rc.d/rclocal XN
o Jetc/rc.d/initd/ XX
e chkconfig --list TX &%

e /etc/profile



helper@ubuntu-64bit:~$ cat /etc/profile
# /etc/profile: system-wide .profile file for the Bourne shell (sh(1))
# and Bourne compatible shells (bash(1l), ksh(1), ash(l), ...).

if [ "$PS1" ]; then
if [ "$BASH" ] & [ "$BASH" != "/bin/sh" 1; then
# The file bash.bashrc already sets the default PS1.
# PS1="\h:\w\$ '
if [ -f /etc/bash.bashrc ]; then
. /etc/bash.bashrc
fi
else
if [ "'id -u™" -eq @ ]; then
PS1="# "'
else
PS1="$ '
fi
fi
fi

if [ -d /etc/profile.d 1; then
for i in /etc/profile.d/*.sh; do
if [ -r $i 1; then
o SHL
fi
done
unset i
fi
helper@ubuntu-64bit:~$

o Jetc/bashrc ToXPH

e ~/bashrc




# match all files and zero or more directories and subdirectories.

#shopt -s globstar

# make less more friendly for non-text input files, see lesspipe(1l)

[ -=x /usr/bin/lesspipe ] && eval "$(SHELL=/bin/sh lesspipe)"

# set variable identifying the chroot you work in (used in the prompt below)
if [ -z "${debian chroot:-}" ] && [ -r /etc/debian chroot ]; then

debian_chroot=$(cat /etc/debian chroot)

# set a fancy prompt (non-color, unless we know we "want" color)
case "S$TERM" in
xterm-color|*-256color) color prompt=yes;;

esac

# uncomment for a colored prompt, if the terminal has the capability; turned
# off by default to not distract the user: the focus in a terminal window
# should be on the output of commands, not on the prompt

#force color prompt=yes

if [ -n "$force color prompt" ]; then
if [ -x /usr/bin/tput ] && tput setaf 1 >&/dev/null; then
# We have color support; assume it's compliant with Ecma-48
# (ISO/IEC-6429). (Lack of such support is extremely rare, and such
# a case would tend to support setf rather than setaf.)
color prompt=yes
else
color prompt=

fi

if "Scolor prompt" = yes ]; then
PS1l='${debian chroot:+($debian chroot)}\[\033[01;32m\]\u@\h\[\033[00m\]:\
[\N033[01;34m\J\w\[\033[00m\]\$ '
else
PS1l='s${debian chroot:+($debian chroot)}\u@\h:\w\$ '
fi

unset color prompt force color prompt

# If this is an xterm set the title to user@host:dir

case "STERM" in

xterm* | rxvt*)

PS1="\[\e]0;${debian chroot:+($debian chroot)}\u@\h: \w\a\]$PS1"

rr

# enable color support of 1ls and also add handy aliases

if [ -x /usr/bin/dircolors ]; then

test -r ~/.dircolors && eval "$(dircolors -b ~/.dircolors)" || eval "$(dircolors




alias ls='ls --color=auto'
#alias dir='dir --color=auto'

#alias vdir='vdir --color=auto'

alias grep='grep --color=auto'
alias fgrep='fgrep --color=auto'

alias egrep='egrep --color=auto'

# colored GCC warnings and errors

#export GCC COLORS='error=01;31l:warning=01;35:note=01;36:caret=01;32:1locus=01:quote=01"

# some more ls aliases
alias 1ll='ls -alF'
alias la='ls -A'

alias 1='ls -CF'

# Add an "alert" alias for long running commands. Use like so:
# sleep 10; alert
alias alert='notify-send --urgency=low -i "$([ $? = 0 ] && echo terminal || echo error)"

"$(history|tail -nl|sed -e '\''s/"\s*[0-9]\+\s*//;s/[;&|]\s*alert$//'\'")""

Alias definitions.
You may want to put all your additions into a separate file like
~/.bash aliases, instead of adding them here directly.

See /usr/share/doc/bash-doc/examples in the bash-doc package.

if [ -f ~/.bash aliases ]; then

~/.bash_aliases

# enable programmable completion features (you don't need to enable
# this, if it's already enabled in /etc/bash.bashrc and /etc/profile
# sources /etc/bash.bashrc).
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash completion ]; then
/usr/share/bash-completion/bash completion
elif [ -f /etc/bash completion ]; then

/etc/bash completion

e ~/.bash_profile XX
e ~/.profile




helper@ubuntu-64bit:~$ cat ~/.bash_profile

cat: /home/helper/.bash_profile: No such file or directory.
helper@ubuntu-64bit:~$ cat ~/.profile

# ~/.profile: executed by the command interpreter for login shells.

# This file is not read by bash(l), if ~/.bash_profile or ~/.bash_login
# exists.

# see /usr/share/doc/bash/examples/startup-files for examples.

# the files are located in the bash-doc package.

# the default umask is set in /etc/profile; for setting the umask
# for ssh logins, install and configure the libpam-umask package.
#umask 022

# if running bash
if [ -n "$BASH_VERSION" ]; then
# include .bashrc if it exists
if [ -f "$HOME/.bashrc" ]; then
. "$HOME/.bashrc"
fi
fi

# set PATH so it includes user's private bin directories
PATH="$HOME/bin: $HOME/.local/bin: $PATH"
helper@ubuntu-64bit:~$

e ~/bash_logout

helper@ubuntu-64bit:~$ cat ~/.bash_logout
# ~/.bash_logout: executed by bash(l) when login shell exits.

# when leaving the console clear the screen to increase privacy

if [ "$SHLVL" = 1 ]; then
[ -x /usr/bin/clear_console ] && /usr/bin/clear_console -q

fi
helper@ubuntu-64bit:~$

Centos 7 64il

® systemctl list-unit-files --type=service | grep enabled






auditd.service

autovt@.service

avahi-daemon.service

bluetooth.service

chronyd.service

crond.service

cups.service

dbus-org.bluez.service
dbus-org.fedoraproject.FirewallDl.service
dbus-org.freedesktop.Avahi.service
dbus-org.freedesktop.ModemManagerl.service
dbus-org.freedesktop.nm-dispatcher.service
display-manager.service
dmraid-activation.service
firewalld.service

gdm.service

getty@.service
initial-setup-reconfiguration.service
irgbalance.service

iscsi.service

kdump.service

libstoragemgmt.service
lvm2-monitor.service

mdmonitor.service

microcode.service

ModemManager.service

multipathd.service

NetworkManager-dispatcher.service
NetworkManager-wait-online.service
NetworkManager.service
postfix.service
gemu-guest-agent.service
rhel-autorelabel-mark.service
rhel-autorelabel.service
rhel-configure.service
rhel-dmesg.service
rhel-domainname.service
rhel-import-state.service
rhel-loadmodules.service
rhel-readonly.service
rngd.service

rpcbind.service

rsyslog.service
rtkit-daemon.service
smartd.service

sysstat.service
systemd-readahead-collect.service
systemd-readahead-drop.service
systemd-readahead-replay.service
tuned.service

udisks2.service

vdo.service

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled




e /etc/rc.local

e /etc/rc.d/rc.local

e /etc/rc.d/init.d/

e chkconfig --list




e /etc/profile






pathmunge () {
case ":${PATH}:" in
*:"81" %)
*)
if [ "$2" = "after" ] ; then
PATH=$PATH:$1
else

PATH=$1: $PATH

if [ -x /usr/bin/id ]; then
if [ -z "SEUID" ]; then

fi
USER=""/usr/bin/id -un™"
LOGNAME=SUSER

MAIL="/var/spool/mail/SUSER"

if [ "$EUID" = "0" ]; then
pathmunge /usr/sbin
pathmunge /usr/local/sbin

else
pathmunge /usr/local/sbin after

pathmunge /usr/sbin after

HOSTNAME=

HISTSIZE=1000

if [ "SHISTCONTROL" = "ignorespace" ] ; then
export HISTCONTROL=ignoreboth

else

export HISTCONTROL=ignoredups

export PATH USER LOGNAME MAIIL HOSTNAME HISTSIZE

HISTCONTROL




if [ SUID -gt 199 ] && [ "~ /usr/bin/id -gn ™" = "~ /usr/bin/id -un~" ]; then
umask 002
else

umask 022

for i in /etc/profile.d/*.sh /etc/profile.d/sh.local ; do

if [ -r "$i" ]; then
if [ "S${-#*i}" != "$-" ]; then
ngin
else

"$i" >/dev/null

unset i

unset -f pathmunge

e /etc/bashrc

[[helper@centos-7 ~]$ cat /etc/bashrc
# /etc/bashrc

System wide functions and aliases
Environment stuff goes in /etc/profile

H* H

# It's NOT a good idea to change this file unless you know what you
# are doing. It's much better to create a custom.sh shell script in
# /etc/profile.d/ to make custom changes to your environment, as this
# will prevent the need for merging in future updates.

# are we an interactive shell?
if [ "$PS1" 1; then
if [ -z "$PROMPT_COMMAND" 1]; then
case $TERM in
xtermx|vtex)
if [ —e /etc/sysconfig/bash-prompt—xterm 1; then
PROMPT_COMMAND=/etc/sysconfig/bash—prompt-xterm
elif [ "${VTE_VERSION:-@}" -ge 3405 1; then
PROMPT_COMMAND="__vte_prompt_command"

else
PROMPT_COMMAND="printf "\03310;%s@%s:%s\007" "${USER}" "${HOSTNAMEY%%.*}" "${PWD/#$HOME/~}""'
fil
i
screenxk)

if [ -e /etc/sysconfig/bash-prompt—screen 1; then
PROMPT_COMMAND=/etc/sysconfig/bash—prompt-screen
else
PROMPT_COMMAND="'printf "\033k%s®%s:%s\033\\" "${USER}" "${HOSTNAME%%.x}" "${PWD/#$HOME/~}""'
fi
*)
[ —e /etc/sysconfig/bash—prompt—default ] && PROMPT_COMMAND=/etc/sysconfig/bash-prompt—default
i
esac
fi
# Turn on parallel history
shopt —-s histappend
history -a
# Turn on checkwinsize
shopt —-s checkwinsize
[ "$PS1" = "\\s—\\v\\\$ " 1 && PS1="[\u@\h \WI\\$ "
# You might want to have e.g. tty in prompt (e.g. more virtual machines)
# and console windows



e ~/bashrc

e ~/.bash_profile




e ~/.profile TEXNXH
e ~/.bash_logout
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BFEREF—, MinaaUEAAND. HO, REEN2ENT
WV FE B AR 10.211.55.2
WIEEN] (HBFEREN) Centos 10.211.55.11

iFRIZ PR EMN] Ubuntu 10.211.55.10
A ithit R BEE

Ubuntu EMapache RSB EINREITIEINT

< G A F%22 | 10.211.55.10

) we ) 1B ) =280 b M%Bing#BR-E.. [ blog [ #EZIRE [ B [

| am Ubuntu !

HAMER—TEE, X#F Ubuntu ENARITFRNTORENEEHITER

<Directory

granted

</Directory>

BBapachefg, BXiBRIWT



< C A %% | 10.211.55.10
B0 ®ig ) 18 BT (%R) 28 b W¥Bing#E-E.. ) blog () #ATE% () BRE O

Forbidden

You don't have permission to access this resource.

Apache/2.4.18 (Ubuntu) Server at 10.211.55.10 Port 80

MEBRNEIWIZTEN Centos BY SSH RMpEE, SLIVEIARZREY Ubuntu BY apache BRETH
RIERITER1EE]T Centos HNER (HEFFHITWZHSEANHE, BILHHITINE
WEH, (EEN 10.211.55.2) 1T

ssh -fCNg -L 8008:10.211.55.10:80 helper@10.211.55.11 -p 22

o -fEEWIT

o -NARFETTY, Blnotty

o -CERAES

o -gIXEMIKON 0.0.0.0 XA

~ )) ssh —fCNg —-L 8008:10.211.55.10:80 helper(?10.211.55.11 —-p 22

WARGHIERAIRE 2/ 8008 imAF A LALRIEIZ REMNB apache T

< G (O 127.0.0.1:8008
) miE ) B ) ke b HBing#&E-E.. [ blog ) #EZIEE [ BREE [ hack-tech

| am Ubuntu !

AIER, RIMHBERINT, ELMIEIARIRIEN Ubuntu apache BRESE] T Bl 4sity
H{TE—TUbuntut Apache BWHE /var/log/apache2/access.log

root@ubuntu-64bit:/var/log/apache2# cat /var/log/apache2/access.log

10.211.55.11 - - [27/Apr/2021:11:34:27 +0800] "GET / HTTP/1.1" 304 179 "-" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKid
root@ubuntu-64bit:/var/log/apache2#
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[helper@centos-7 ~]$ netstat -pantu

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp () 0 127.0.0.1:631 0.0.0.0:* LISTEN -
tcp 127.0.0.1:25 0.0.0.0:* LISTEN -
0.0.0.0:111 0.0.0.0:* LISTEN -
0.0.0.0:22 0.0.0.0:* LISTEN
10.211.55.11:22 10.211.55.2:56450 ESTABLISHED
10.211.55.11:53348 10.211.55.10:80 TIME_WALT
10.211.55.11:22 10.211.55.2:55843 ESTABLISHED
10.211.55.11:22 10.211.55.2:55845 ESTABLISHED
::1:631 B8 LISTEN

g8 8alalil 288 LISTEN

38922 RQ L LISTEN

(%)
tcp ()
Q
(%)
(%)
(%)
(%)
(%)
Q
0 : 288
0 0.0.0.0:951 0.0.0.0:
(/)
(/)
(/)
(%)
0
(7]
0
()
~1$

tcp
tcp
tcp
tcp
tcp
tcp6
tcpb
tcpb
udp
0.0.0.0:68 0.0.0.0:
0.0.0.0:111 0.0.0.0:
0.0.0.0:5353 0.0.0.0:
127.0.0.1:323 0.0.0.0:

udp
udp
udp
udp
udp
udp6
udp6
udp6 0

[helper@centos-7

0.0.0.0:55883 0.0.0.0:
:::951 388
g 8 9dlilil RE QL
::1:323 PRIt

.ok

S © © OO 0 0606666 &S

MRELEZ T — 1 HENEEZIZEEVCentos 221 O BEE, RNEZ T —1M=EENCentos 1418] 10.211.55.10 801k H
REE, EBRANRRENFRILUEMELR, BERMREELMFERT, REZWSEERBR—NENMNNE, SIEEHEUD Y
HIXZE—NSSHEXRER, B LA MMESERZ 5 SSHEE WK

o JHIE
2460 2469 2469 2469 pts/0 2658 Ss 1000 0:00 \_bash
2469 2658 2658 2469 pts/0 2658 R+ 1000 0:00 \_ ps afjx
1 2567 2567 2567 ? -1 Ss 0 0:00 /usr/sbin/sshd -D
2567 2599 2599 2599 ? -1 Ss 0 0:00 \_sshd: helper [priv]
2599 2604 2599 2599 ? -18S 1000 0:00 \_sshd: helper

[helper@centos-7 ~]$

MHERBEREES T —sshiEZi#iz, XMHBRRAIGEMZAENENT, AJUBRREXENLSAREHIA

o AHE
FEBlostb REEREEREERXRINEA
[root@centos-7 helper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# |}




EEHEXMH /var/log/secure

btmp begins Wed Apr 28 17:46:45 2021

[root@centos-7 helper]# tail /var/log/secure
Apr 28 17:46:27 centos-
Apr 28 17:46:51 centos-

7 su: pam _unix(su:session): session opened for user root by helper(uid=1000)
7 su: pam unix(su:session): session closed for user root

Apr 28 17:47:08 centos-7 su: pam unix(su:session): session opened for user root by helper(uid=1000)
Apr 28 17:47:08 centos-7 su: pam_lastlog(su:session): corruption detected in /var/log/btmp

Apr 28 17:47:22 centos-7 sshd[2604]: Received disconnect from 10.211.55.2 port 52461:11: disconnected by user
Apr 28 17:47:22 centos-7 sshd[2604]: Disconnected from 10.211.55.2 port 52461

Apr 28 17:47:22 centos-7 sshd[2599]: pam unix(sshd:session): session closed for user helper Ab-—"—
Apr 28 17:47:29 centos-7 sshd[2931]: Accepted password for helper from 10.211.55.2 port 54019 ssh2

Apr 28 17:47:29 centos-7 sshd[2931]:

Apr 28 17:47:29 centos-7 ]

[root@centos-7 helper]#

pam unix(sshd:session): session opened for user helper by (uid=0)

sshd[2931]: pam lastlog(sshd:session): corruption detected in /var/log/btmp

AUES, EEXREXEIEN PN 10.211.55.2) MsshilibEE
T FSSHAMEL & PFERG, MITHSBREREN L, FRUTEE S historyEREAEE

MEERE, TEAUSSHEENFEMRZEEMEEENAE, IMEESIEEHNSSHERTR, FRIUBMS Y
inTERE R EE
Sl Centos BT sshitiZEEFA T EVIAIIEN), HEERNIBEN AR —> im0 (8008) , fisocksk¥id

REABFRRE-LEHMSRET, JERAMNENIIEXIREOZERE, XERITEIEERIIISSHIRO N 53 InO A fEMINET
P&

ZFRUER R ENIRIZEZTA VRN, RENsshFIAEE -R SHFFRIHEOASEMIALZ 127.0.0.1 AZ 0.0.0.0 XS EAED
ERNEMERIZEN Centos EHT 8008 twM, MBI EERE, FIUKINRBRANSH

Centos #1117 ssh -fCNg -R 8008:10.211.55.10:80 helper@10.211.55.2 -p 22

[root@centos-7 helper]# ssh -fCNg -R 8008:10.211.55.10:80 helper@®1@.211.55.2 -p 22
The authenticity of host '10.211.55.2 (10.211.55.2)' can't be established.

ECDSA key fingerprint is SHA256:AytBZTwF001ixBDZA10ZNNx4/wqgFjiJ8ygPHA8NGYksQ.

ECDSA key fingerprint is MD5:4d:09:41:0c:67:5f:0a:8c:ae:0c:ac:4e:f1:88:0e:0d.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.211.55.2' (ECDSA) to the list of known hosts.
Password:

[root@centos-7 helper]#

BAINBENFLF R T —1N80081w M, 14818008i% AFtEiZiH IR EIARIZ R EH Ubuntu BI805HE
& @] () 127.0.0.1:8008
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[root@centos-7 helper]# netstat -pantu

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp ¢} 0 127.0.0.1:631 0.0.0.0:%* LISTEN 882/cupsd

tcp 0 0 127.0.0.1:25 0.0.0.0:%* LISTEN 1225/master

tcp 0 0 0.0.0.0:111 0.0.0.0:%* LISTEN 1/systemd

tcp ¢} 0 0.0.0.0:22 0.0.0.0:* LISTEN 2567/sshd

tcp ¢} 0 10.211.55.11:46280 10.211.55.10:80 ESTABLISHED 3043/ssh

tcp ] 0] 10.211.55.11:58514 10.211.55.2:22 ESTABLISHED 3043/ssh

tcp ] O 10.211.55.11:46278 10.211.55.10:80 CLOSE WAIT 3043/ssh

tcp ] 0 10.211.55.11:46282 10.211.55.10:80 ESTABLISHED 3043/ssh

tcpb ¢} 0 ::1:631 ook LISTEN 882/cupsd

tcpb (¢} 0 :::111 HH LISTEN 1/systemd

tcpb ¢} 0 :::22 HE LISTEN 2567/sshd

udp ¢} 0 0.0.0.0:953 0.0.0.0:%* 780/rpcbind

udp [} 0 0.0.0.0:68 0.0.0.0:%* 1269/dhclient
udp 0 0 0.0.0.0:111 0.0.0.0:% 1/systemd

udp 0 0 0.0.0.0:5353 0.0.0.0:% 787/avahi-daemon: r
udp ¢} 0 127.0.0.1:323 0.0.0.0:%* 835/chronyd

udp 0 0 0.0.0.0:48495 0.0.0.0:% 787/avahi-daemon: r
udp6 0 0 :::953 HEERS 780/rpcbind

udp6 0 0 :::111 HE 1/systemd

udp6 0 0 ::1:323 HE 835/chronyd
[root@centos-7 helper]#

MEERZ ] U HRITENSSHIZIZEZRATAEN, BEXMERMBTEZHTHMEN. WSARBINEERRTERLS

o #iE

1 2460 1686 1686 ? -1 Sl 1000 0:02 /usr/libexec/gnome-terminal-server
2460 2468 1686 1686 ? -1S 1000 0:00 \_ gnome-pty-helper
2460 2469 2469 2469 pts/0 3096 Ss 1000 0:00 \_ bash
2469 2880 2880 2469 pts/0 3096 S 0 0:00 \_ su
2880 2889 2889 2469 pts/0 3096 S 0 0:00 \_ bash
2889 3096 3096 2469 pts/0 3096 R+ 0 0:00 \_ ps afjx

1 2567 2567 2567 7 -1 Ss 0 0:00 /usr/sbin/sshd -D

1 3043 3043 3043 ? -1 Ss 0 0:00 ssh -fCNg -R 8008:10.211.55.10:80 helper@l0.211.55.2 -p 22

[root@centos-7 helper]#

BHIZPRI LB RN RITRIEG <
e BE

[root@centos-3 helper]# history | tail

90 clear

91 ssh -fCNg -R 8008:10.211.55.10:80 helper@l0.211.55.2 -p 22
92 pwd

93 1s

94 1s Desktop/

95 clear

96 netstat -pantu

97 ps afjx

98 history

99 history | tail
[root@centos-7 helperl# |}

Mhistory a] LUB R FA0EREIRIE, KT history®IRiR = UIEEEE TEHhMhistory
BhASBRE

L EHNATHEER R (A —PNIPH—NEO, XNFREERNR, FEREANNTRERA, NIREWE— M AMERI—
REAKRRIT , FRUASSHIZMH Y —FapShEiE, MAEE, REBAREIND, HSSH ServerRHMTRGKR D AN, HEE
BalkssE

ISR ER—F A R B8 TS E RO F —socks4/SHIRIE, HEEGEREGRLIARIAMNEN
WEN WEH) 1T

ssh -fNCg -D 8008 helper@10.211.55.11
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[root@centos-7 ﬁelper]# lastb

btmp begins Wed Apr 28 17:46:45 2021
[root@centos-7 helper]# |}

£ /var/log/secure FE] LB EI ssh INEEE
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BAAE, Linux ERHNHEHE—1NEEMN /proc/<pid>/ XHENER, BRPEMEMEXNES, LLNRE
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/proc/<pid>/task

XERIR—ERFRIAN S LI

calhost:~$ ps -aux | grep python3
root 1198 0.0 0.9 177036 20064 ? Ss1 21:12 0:00 /usr/bin/ /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
helper 3316 0.0 0.0 14220 960 pts/0 S+ 23:15 0:00 grep --color=auto
help calhost:~$ 1s -al /proc/1198/task/
total @
dr-xr-xr-x 4 root root @ Nov 23 21:21
dr-xr-xr-x 9 root root @ Nov 23 21:12
dr-xr-xr-x 7 root root @ Nov 23 21:21
dr-xr-xr-x 7 root root @ Nov 23 21:21

XEL—1 python #XHERERN, ZHEEFER LR, LEXHRPABTOT:

helper@localhost:~$ ps -Lf 1198
PID  PPID LWP C NLWP STIME TTY STAT  TIME CMD
1198 1 1198 @ 2 21:12 ? Ssl 0:00 /usr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal
1 1307 0 2 21:12 ? Ssl 0:00 /usr/bin/python3 /usr/share/unattended-upgrades/unattended-upgrade-shutdown --wait-for-signal

helper@localhost:~$ sudo /proc/1198/task/1307
total @
dr-xr-xr-x 7 root root
dr-xr-xr-x 4 root root
dr-xr-xr-x 2 root root
“r-------- 1 root root
-r--r--r-- 1 root root
-r--r--r-- 1 root root
—=W------- 1 root root
-r--r--r-- 1 root root
-rw-r--r-- 1 root root
-r--r--r-- 1 root root
lrwxrwxrwx 1 root root
“P-------- 1 root root
lrwxrwxrwx 1 root root
dr-x------ 2 root root
dr-x------ 2 root root
-rw-r--r-- 1 root root
“P-------- 1 root root
S[Pe=fos(Peos root root
-rW-r--r-- root root
S[fe=foslf=m root root
root root
-rP--r--r-- root root
=p=-r-=r== root root
dr-xr-xr-x root root
dr-x--x--x root root
-r==r--r-- root root
SRWEIREEIREE root root
=r==r-=p== root root
-rw-r--r-- root root
root root
root root
SRW-R=Slpsi root root
Lrwxrwxrwx root root
-rw-r--r-- 1 root root
-r--r--r-- 1 root root
-r--r--r-- 1 root root
-rw-r--r-- 1 root root
-r--r--r-- 1 root root
=p======== 1 root root
-r--r--r-- 1 root root
-r--r--r-- 1 root root
-r--r--r-- 1 root root
-r-------- 1 root root
-rw-r--r-- 1 root root
-r--r--r-- 1 root root
helper@localhost:~$

attr

auxv
cgroup
children
clear_refs
cmdline
comm
cpuset

cwd -> /
environ
exe -> /usr/bin/python3.5
fd

fdinfo
gid_map

io

limits
loginuid
maps

mem
mountinfo
mounts

net

ns
numa_maps
oom_adj
oom_score
oom_score_adj
pagemap
personality
projid_map
root -> /
sched
schedstat
sessionid
setgroups
smaps
stack

stat

statm
status
syscall
uid_map
wchan

[SRCSIOSTS B ISR SROS TS IS BB RS RS IS BGS ISI SIS S IS IS IS IS TS IS IS IS IS TS IS IS IS IS TS IS IS IS IS TS IS IS IS SIS

M Linux F#EHN AR EARE Y, BB A LUB X E X R TEERHER




BEE
2, A4EME!



	简介 
	事件预警来源
	处置前准备
	挖矿事件
	0x01 恶意域名
	0x02 获取异常进程pid     
	0x03 寻找恶意文件样本
	0x04 处理异常进程 
	0x05 删除恶意文件
	0x06 善后阶段

	远控后门
	0x00 事件来源
	0x01 通过EDR获取事件，直接定位到文件
	0x02 通过态势感知获取事件，外连ip+端口 
	0x03 查找进程信息 
	0x04 处理异常进程 
	0x05 删除恶意文件
	0x06 善后阶段

	勒索病毒 
	0x00 简介
	0x01 确定勒索病毒家族 
	0x02 根据勒索病毒类型寻找解决方法
	0x03 解决勒索 

	暴力破解
	0x00 简介 
	0x01 SSH 暴力破解 
	0x02 Mysql 暴力破解
	0x03 FTP 暴力破解
	0x04 Redis 未授权访问&暴力破解
	0x05 Mongodb 暴力破解 
	0x06 smtp 暴力破解
	0x07 善后阶段 

	隧道 
	0x01 SSH隧道 
	本地转发隧道 
	远程转发隧道
	动态隧道

	0x02 DNS隧道 
	0x03 ICMP隧道 
	0x04 HTTP/HTTPS 隧道
	0x05 SSL加密隧道
	0x06 Socks隧道 
	0x07 Wi-Fi or Bluetooth 隧道

	善后阶段
	0x01 杀毒工具查杀 
	0x02 history 信息
	0x03 计划任务
	0x04 账户信息
	0x05 特权账户
	0x06 登录信息
	0x07 特殊权限文件 
	0x08 动态链接库劫持 
	0x09 BASH内置命令
	0x10 BASH 函数
	0x11 环境变量
	0x12 启动项&配置脚本
	0x13 ssh key 
	0x14 ssh config
	0x15 alias 信息
	0x16 DNS配置
	0x15 日志
	0x18 ptrace_scope 
	0x19 ASLR 
	0x20 capabilities 
	0x21 iptables 端口复用 
	0x22 密码填充检查 
	0x23 服务检查 

	小技巧 
	0x01 查找文件 
	0x02 查找文件内容
	0x03 确定系统相关信息
	0x04 系统完整性检查(root权限下执行) 
	0x05 系统文件监控工具 
	0x06 查看glibc版本
	0x07 文本比对 

	知识点附录
	0x01 Linux 守护进程｜进程组｜session(会话)｜job(作业)
	案例1 
	案例2
	进程组
	Session 
	守护进程(daemon)
	dies und das 

	0x02 Linux 启动项默认情况
	ubuntu server 16.04 64位 
	Centos 7 64位

	0x03 SSH隧道 
	本地转发隧道 
	远程转发隧道
	动态隧道

	0x04 线程内存相关信息文件存储位置


